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1 Installation Overview

1.1 System Requirements I

The Monetra Payment System (v 6.0 and higher) requires the following system
configuration.

Minimum Recommended
Pentium III 700 Pentium IV
128 MB RAM 256 MB RAM

100 MB Available Disk Storage Space (for full Monetra package)
Network Card or Modem
Microsoft Windows 2000, 2003, XP, Vista

You will need to have installed and configured any communication devices and/or
software, such as broadband (high-speed/always-on) Internet connections
and/or modems for processing card transactions.

Before continuing, you must have access to the Merchant Setup information
(merchant-ID, terminal-ID etc.) as provisioned by your Merchant Services
Provider. Note: Worksheets for all supported processors can be downloaded from
our website. Visit the Support->Documentation page and click on the Monetra
User Setup Worksheets link.

1.2 Installation Overview I

The installation and configuration of the Monetra Payment System package can
typically be completed in less than 10 minutes from start to finish. This assumes
you have all the required information (i.e. setup worksheets) on hand.

Below is the list of steps to be performed;

Download and run the Monetra Installer
Download and install the Monetra software.
Configure the Monetra Payment Server.
Add your merchant profile.

Configure the Monetra Client software.

nhwn =

NOTE 1: These instructions assume that the Monetra Payment Server and all
associated software will operate on the same computer. For network
configurations please reference the Monetra Installation and Configuration Guide.
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2 Download and Run the Monetra Installer

The following procedure describes software download via an online/automated
system using the Monetra Installation utility. Note: Alternate distribution
methods such as package download do exist. Please reference the most current
Monetra Installation guide, Monetra Configuration guide and our on-line F.A.Q.'s
for more detailed information.

Note: Monetra Installation Utilities can be found in the General Support--
>Downloads section of our website

http://www.mainstreetsoftworks.com/downloads.html

2.1 Extract the Monetra Installer I

by

3
¥
==

manetrainstall
er-windows-x3
6-1.0.11.exe

Once you have downloaded the Monetra Installer package, double click the icon to
extract and install the utility.

2.2 Setup the Monetra Installer

Monetra Installer v1.0.7 |

Monetra Installer w1.0.7 Setup Program

Would you like to continue?

Yes Mo

You should see a dialog box similar to the one above. Click yes.

You will be presented with a software license agreement that you must accept to
continue.

You will be asked to verify the install path. C:\program files\Main Street Softworks\
Monetra\... Leave this setting unchanged.
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2.3 Finalize Installation of the Monetra Installer I

oii® Monetra Installer EI

\il) Monetra Installer/Updater has been installed. Flease run it to install additional programs

Upon successful installation you should see a window similar to the one above.

You now have the Monetra Installer application on your computer and should use it
to Add/Update or remove any further Main Street applications.
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3 Download and Install Monetra Software

3.1 Run the Monetra Installer Application

0eYvRE.

| £S

L)

N T Accessories ¥
T Adche v
Docunmerd s P\ Crieson Edtor "
) HyperSnap-DK S ]
Settings ] &) Apple Pod S
Seacc s NI ) i e >
) Mozills Thurderbind b T Configuration 4
Help and Support ) TebSwatch v
Pt o) WracPs v ¥ b
& Intennet Explorer
Log OFf B Macrosaft word

) OpenCifics.org 1.1.4 »
Turn OFf Computer... ¥

bd| Windows XP Professional

St

L

To install additional Main Street software you will run the Monetra Installer
application. To execute the Installer application perform one of the following

procedures.

@ O rbaford.. ii

A) Double Click the Monetra Installer icon on the desktop.

B) START-->Programs-->Monetra-->Monetra Installer from the START menu (as

illustrated above).

3.2 Monetra Installer Welcome I

2 Monetra Installer

Monetra Instaler vi.0.11

w
A busild 10519
7 A
l].ll! Ib reet hetp/ Feranw raanetra, ooy
sofltworks

Copynght (c) 1999-2006

Vsltome ta e Maneira Instaler

This application will guide you Brough the necessary shens o nckal
e softwane for which you are ourrently boersed.

Please contact support @monetra.com for support with this process.

EEX

A

You will be presented with a Welcome screen. Choose [Next].
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3.3 Monetra Installer Login I

= Manetra Installer r—__|-r§|E|

Monetra Instaler vi.0.11

busild 10519

https v manetra.comy
softworks
Copynight (c) 1999-2006

Chenk Logn
Emal: |docs$moes, com
FPassword: sessesss

HovaDuk |

[

A contact email address and password has been assigned to you by Main Street
Softworks or one of our authorized vendors. Once you have entered the information
click Next.

3.4 Available Software I

Retrieve Licenses: Closing connection

ANRRRENNNERRE RENRRERREN) 100%
Thers &re 5§ prodrams neady b be nstaled.

Would) you e to install 2l of thes now?

(roortes S will ume thes defiaslt installabion

paths for each one, and rstall the most recent versons)

L 1[4 J

The installer will connect to Main Street Softworks and display a table presenting
the Payment Engine and associated utility applications. Also at this point, an Install
prompt should ask to install X number of new products. Click yes.

For each application installed you will need to accept the Software License
Agreement to continue. Note: For packaged installations on a single computer you
should install All Applications.
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3.5 Complete Software Installation I

= Monetra Installer

r (6 ]
& o € ¢ ‘ ¥ » 6
License D Priduct 05 Tyee Stakus Ver ingt | LatestVer | IrstOnt

12177 Manetra Paymenk Engine windows-x36 Resl  Insteled 5.5.2 5.5.2 1
121 Monetra Payment Comnector veindows-xBS  Real Installed 2000 2.0.0 1
12179 Manatra Chent windows-xB5  Real Irataled  2.0.4 2.0.4 1
12180 Monetra Administrator windows-x36 Red  Insteled  2.0.3 0.3 1
12381 Monera Manasger windows-x86  Real Installed 2.0.3 0.3 1
12182 Mgt s [ tabes wirdiwd-xB6  Real Inataled 1011 L0.11 o

Exit 4 Pre

When the download is complete you should see a table (similar to the above image)
notifying you of the items you installed.

You should now have the following products installed on your machine.
Monetra Installer - The software distribution and update tool you just used.

Monetra Payment Engine - Actual certified payment engine that moves data from
Client applications to your payment processor.

Monetra Administrator - Utility for setting merchant profiles and engine
administrative tasks such as system trace and auditing.

Monetra Client- Full soft terminal for day-to-day tasks such as trans/batch
administration. Examples would be voids, batch settlement and reporting.

Monetra Manager- Utility to manage the Payment Server, perform tasks such as

start/stop, log review, support inquiries and configure the Base Payment Server
runtime parameters.

If all applications were successfully installed, it is now time to configure the
remaining software applications.
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4 Configure the Monetra Payment Server

The first application to be configured should be the Monetra Payment Server.

4.1 Run the Monetra Manager I

] Accessonies

| LogCFF Micrasaft Word

0] Turn OFf Computer.., ¥

) Adobe
4 Doummenks * |7 Crimson Editor
. ) Hyparsnap-DX 5
< DI et ' ) Apphe iPod
—ﬁ . Search
s ) Mzl Thurderbird
I @) Heoand Support A TabSwitch
= Run ) WisCR3
48 Interret Explorer

» XTI - e oo >

F T Chent Interfaces  #

3 E Conifigurakion
b @1 Monstra Installer g Manetrs Conffigursbor

M OpenOffice.org 1.1.4 #

| Windows XP

stort (} @ & O irboxror’. | @2 Frefox

'IEW‘“

[ & Monetra Administrator |

e Monetra Manager

Run the Monetra Manager via the START-->Programs-->Monetra-->Configuration--

>Monetra Manager.

4.2 Generate Encryption Key I

- Generate DB Encryption Key % x|
P Database encryption key does not exist.
* Waould vou like to generate the database encryption key now?

Yes

No

On initial startup, you will be presented a warning that an encryption key is missing,

and you need to generate one. Click Yes.
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4.3 Payment Processor(s) Configuration: Select I

= Monetra Manager El @]E]

m Bl Monetra Manager: Processors Configuration

G

Vital Processing (ake TSYS Acguiring Solutions) w | VITAL
Selact Processor S
Chase Paymentech Solubans - Tampa Active
Vital Processing (aka TSYS Acquiring Solutiors) [:%
First Horizon Merchant Services [Visa 2]

NOVA Infarmation Systams e
Chase Paymentech Solutions - Salem

Chase Paymentech Solitions - Salem per division

FOR Omahia (aka ETC Plus)

FDMS Cargliat skia Narth b

| £

Next, select the processor icon (left hand bar) to configure the processor
connectivity.

Choose your corresponding processor from the dropdown list.
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4.4 Payment Processor(s) Configuration: Settings I

= Monetra Manager El @]@
@l Monetra Manager: Processors Configuration
general Global Payments East (aka Athanta NDC) w | GLOBALPAY
Qj [#] Active ~ Connection Priority
[% Inactive Active
modoms Frame Refay /TP S5
44 "
pwi ]
maodules. Dl 5L

@a Fhone Humbers
cnaty LT ZizE N

Auth 1-800-554-3363

Sattle 1-800-752-2281

:%
L]
i
&
g
%
P
@

Step 1 Place a check mark in the ACTIVE checkbox setting.

Step 2 Move any items that are in the ACTIVE list to the Inactive list that will not be used
by highlighting them and using the arrows in the middle to change columns. Make
sure only the connection priorities used are in the Active column.

Step 3 If you use a modem to connect, verify (and set if needed) the Auth and Settle phone
numbers. (DIAL tab). Note: Your processor should supply this information to you.
Also, if you use a modem, please configure the modem section via the Modem icon.

Step 4 Verify and/or set any Internet (HTTPS) settings. Again supplied by processor.
Click APPLY on the bottom right of the Manager Utility.
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4.5 Save Settings: Restart Server I

X

:) Configuration Saved. Would vou like to restart the Monetra Engine?
-

Yes No |

b

Once a configuration is changed/edited you will be presented with a window
asking to restart Monetra engine. Click YES.

If the engine is running at this point, we are done here and you can exit this
utility.
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5 Add Your Merchant Profile

« Notel: More detailed instructions are available for this procedure via the Monetra
Installation Guide.

« Note2: Your merchant account provider should have given you a setup worksheet with
an associated merchant processing profile. You must have 100% of this information to
proceed. You can download the latest worksheets by visiting
http://www.mainstreetsoftworks.com/documentation.html and clicking on the “Monetra
User Setup Worksheets” link.

« Note3: If you have a DEMO license of Monetra and are simply testing the software you
should use the Monetra Loop-Back (test) processor. See our on-line FAQ for more

details.
5.1 Run The Monetra Administrator I
:’] Becessonias *
=) Adobe '
£ Documents L3 j s Editar ]
o = e
> s s EXCN ) 6o >
=B ) Wazils Thimderkird b [T Chsrt Inbarfaces b
b ©) 1o i sippn 0 Tabswach QG Corriguration m
& = ] WirnSCP3 I‘ﬁ" Monstra Installer gl Monetra Configur
g & Interret Explorer £ Monetra Manager
s _ Log OFF Mhcrasalt Weed
£ 7 OperOffice.org 1,14 #
E3 | 0] Turn OFF Computer... %
[distart (3 @ & & iboxti,.. | @ 2Frefoc -] g mainstrer

Run the Administrator via the START-->Programs-->Monetra-->Configuration--
>Monetra Administrator.
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5.2 Administrator Application Login I

% Monetra Administrator Login

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

softworks
W configuration

Connectivity Setup
Profile Mame: | local
Hostz | lecakwst

Username: | MADMIN

Password; sesssssss

Passwond:

Method: (&) TCPAP () 581

Advanced

=
Port: |3333
Edit 551 Certs

¥ £n sl
prompt ToF LISermams

[[] save passward

[ Remaove Profile l [ Save Profie

You will need to log in as the default administrative user as follows.
For the HOST enter localhost

For the PORT enter 8333

Select the TCP/IP [radio] connectivity method setting
DO NOT change the default Engine Admin UserName from MADMIN

For the default Password enter password (note! Upon initial login to the
Administrator utility, you will be warned, and should change/remember the default

application administrative (MADMIN) password.)

Once the information above has been entered, click Connect .
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5.3 Monetra Administrator: Change Password I

=7 Change Default Password

:

The default Administrative password is still set!
For security reasons, we recommend you change it now,

),

%, Monetra Administrator - MADMIN@localhost (IP) E”E]E]
@l Monetra Administrator: Password Management
wuser admin Current Password: | ssssssns

Mew Passwond: | sesesssssss

Mew Password (agan): | sssssssssns

allalistics

PIHH'MI.‘. |

@,

security audit Resat

;

You should now be logged into the Administrator utility and presented with a
warning about the default password. To change the default password, click OK.

Enter the new pass code information. Note: This will require a strong password, as
identified by PCI-DSS as having at least 7 characters, both letters and numbers or
special characters.

Click the 'Submit' button.
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5.4 Monetra Administrator: Add Merchant (user) I

=1 Monetra Administrator - MADMIN@localhost (IF) E|E|E]

%}i &l Monetra Administrator: User Management

user admin Username Enabled Subaccts | Add

Subaccount(s)

Choose the 'User Admin' icon on the top left
Click the 'Add' button in the upper right hand side

Note: In the next procedure, we will show an example of adding a Paymentech
Retail merchant account. For more detailed information, please reference the User
Setup Guide.
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5.5 Monetra Administrator: Enter Merchant Parameters I

5 User Dialog

Username:; | Paymentech Profie Id: (none)

Password: #éksdes

Ernad: |
Processor: |Chase Paymentech Solubions - Tampa L
Proc Name: PAYMENTECH Help Desk Phone:  (800) 254-9556
Endusiry: |RETAIL W
Cand Types: | +VISA-HHAC-+HAMEN +015C [:]
Fisdds: Field Value
Merdhant ID 123456789111
Chent Number 0012
Termanal [0 001
Buth-Liser maingt 58 7 Thr
e
Fiedd Enformation
Field Mame: AUTHPASS Reguired: MNone
Fashd Length: 1 - 16 characher(s) Fasdd Type: Any

Description: Authorization Password assgned for NetConnect HTTPS Internet Gateway

Advanced | | Clear ] Submit [ Cancel

Step 1 Enter a UserName for this profile. Note: this name is created by you and must be
unique across any other merchant profiles associated with this Payment Server.
Note you will need this UserName for the Monetra Client profile configurations, so
please keep it handy.

Step 2 Enter a Password for this profile. Note: this password is created by you and must be
unique across any active UserName/profile associated with this Payment Server.
Note you will need this Password for the Monetra Client profile configurations, so
please keep it handy.

Step 3 Skip the email address entry for now.
Step 4 Select the Processor that supports the merchantID information.

Step 5 Select the Industry Code associated with your merchant account profile. Warning!
Please verify and test these settings as they can directly affect your processing
interchange message structures.

Step 6 For the CardTypes click the button to the right and check off all supported
cardtypes.

Step 7 Enter the remaining merchant fields.
Notel: This information should have been supplied by your ISO or account rep.
Note2: The fields in blue are REQUIRED and all information (such as field length,
alpha/numeric will be displayed below).

Step 8 Click Submit.

You should now have an active merchant profile on the Payment Server. The next step
will be to configure and test the Monetra Client.
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) Adobe

L .:] Crimeson Edtor

, 5 Hypersnsp-Luis
) Appke Ped

! Search [

) Maxils Thimdekind

) TalkSwich

) W3

& Intemat Explorer

Mirosoft Word

Windows XP Professional
K
=
5

0] Tun Off Computer. .. ¥

6 Configure the Monetra Client Software

6.1 Run the Monetra Client I

* w w w w

) Advanced Tesks  #
CAGR Chert Irterfaces B
¥ ) Confipration * g Monetra Payment Connecton
v & moretra Trstaler |

':'| OpenOffice.org L.L4 ¥

!;f start [ & &9 ':jlmmcfrr..] B 2 Frelox -J %mﬂre..:&

Run the Monetra Client application via the START--> Programs--> Monetra--> Client

Interfaces--> Monetra Client.
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6.2 Monetra Client: Profile/Login I

= Monetra Client Login

Profie:
v

My Mai Order Company - Paymentedh M

softworks

Passwerd:
W configuration LI ﬁ

B

Connectivity Setup
Profile Mame: | My Mal Order Company - Paymenbech

Host: |localhst Fort: |8333
Methad: (® TCPIP () S8
Username: |Paymentech [[] presmpt for usernams
Password: sssssse [[] save password

() (e

You will log into the system as the user that was just added in the above step.

In the 'Profile Name' field, enter a friendly name to associate with the login details
below.

For the HOST enter localhost
For the PORT enter 8333
Select the TCP/IP [radio] connectivity method setting

For the UserName use the entry assigned in the previous step (5.5 adding the
merchant profile).

Click the 'Save Profile' button.

For the Password use the entry assigned in the previous step (5.5 adding the
merchant profile).

Once the information above has been entered click Connect.
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6.3 Monetra Client: Configure Functionality I

= Monetra Client - Paymentech@localhost (1P}

Credit Card Configuration: Functionality %p‘
Debit Card

Cealon I0: | myStabon-01
Gift Card

Industry: (Retad w
EBT
Transaction Timeout: |30 = | second(s)

L [] Enable Credit Card Transactions
Conifig [[] Enahle Detit Card Transactons
o JE———
B peripherals [[] Enable E8T Transactons
& printing [ Swipe eard by dafait

[¥] Fl Order Number with Bmestamp
u Regure strict valdation of industry dats
[ Autsmascsly pont resspts

Once logged into the Client application click the Config(uration) toolbox-bar (on left
hand side) then select the functionality icon. You should see a window similar to the
one pictured above.

Set the station ID to something unique (like station-1)

Set the industry dropdown to match your Merchant account Industry code (retail,
mail/phone/ecommerce etc.)

Put a checkmark in each of the supported Transaction type boxes.
Click the 'Submit' button to save settings

Note: At any time you need help, or more documentation with the Client application,
help is only a click away. In the upper right hand corner of each window you will see
a BLUE QUESTIONMARK. This is the in-line help documentation system.
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6.4 Test System Settings I

Upon initial configuration, and prior to going into a production environment, it is
recommended to run a live transaction with your processor and verify the
transaction went through the system with proper interchange messaging.

‘6.4.1 Credit Transaction: Test Sale I

= Manetra Client - Paymentechelocalhost (IP)

Gt s
4 preauth Amoont: | 1.00 Taw:
$  force

(-]" Account: | 4012855388651

Ny metwrn

(5) veid Bp: (3 2] (2008 2| 7] Captre [ Process Offine

4 preauth complete Cardholder Infa | Order Info i

S+ incremental

. Mame: |Test Visa Cardholder
S~ meersal
+10 capture Address: ||
I Code:

(= o]

Config

Exit I Submit ]}J | Cleayr

Follow the steps below, to run a standard Credit Card Sale transaction.
Step 1 Select the Credit Card toolbar-button (left hand side)
Step 2 Select the Sale icon (below toolbar)

Step 3 Enter the transaction details: Sale amount (example: 1.00), Tax: (for reporting),
Card Number(account) , Expiration date, the billing address and the security
code(CV) (if keyed). Note: If you are using a real merchant account you will
need to use a real credit card.

Step 4 Click the 'Submit' button and verify response.
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‘6.4.2 Transaction Response: Sale I

=" Transaction Results

Sl:atl..ls-AUTH
msoft_code INT_SUCCESS
phard_code  SUCCESS

verbiage APPROVED
PC Level (0
Auth Mum 758293
TTID |1
Batch Mum 1
Batch Item 1
AVS BAD

cardtype VISA

Save || Print Receipt H Chsi
|3

If everything was configured properly, you should get a status window with an AUTH
verbiage APPROVED.
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‘6.4.3 Credit Transaction: Test Settle I

= Manetra Client - Paymentechelocalhost (IP)

Credit Card Adminkstration: Setthe ﬁr
Adimin

m' Settement Type BawchPbm  sub  fotalranshium | ndalransAmcunt  botals
e R 100

~JC. tog maint

) scheduler

Config

ﬁ st batch number
26 rpnumber batch

i..-' affline complate

. sub-user manager
'a secure batch

5 unsattle batch

(=] change password

Do Hot Setfe
Uipicsd Settiement File
Foroe Sette OffLine 1|

€

|

If the transaction response above was an Authorization, then you should have a
transaction in an Open batch. To upload(settle) this batch, follow the procedures
below.

Step 1 Choose the 'Admin' tool-bar tab, on the left.
Step 2 Choose the 'settle' icon, left side below tab.

Step 3 Each batch will be represented by a row in the table. Choose the 'Upload Settlement
File' option from the drop-down.

Step 4 Click the 'Submit' button.

=7 Transaction Results

Status | AUTH

Sub |0

| Bateh Num | 109

| Verbiage ACCERTED

If you received a response to the settlement
request similar to the one on the left, then the
Monetra Payment System has been fully
configured.

For more detailed information on all of the
available functions, please view the in-line help
files for the Monetra Client and/or the Monetra
Protocol guide located online at...

www.mainstreetsoftworks.com/documentation.html
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