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1 Revision History

Version Date Changes
8.17.0 | 2021-06-29

Corrected anount description and format for recurring payments

» Updated nsf request parameter to indicate that partial
authorizations are automatically reversed when merchant does not
explicitly allow them

» Added Monetra Code NSFAUTODENY

» Added customer flag enmmi | _recei pt_recurring

» Added BIN range format appendix section

» Updated general formatting

v8.17.0 | 2021-04-20 |» Changed revision history ordering to most recent first

» Detailed fields received in datablocks for all actionsin Chapter 4
Admin User Actions

» Specifiedthat nerch_custom fi el ds,
merch_custoner fields,and
cust om cust oner fiel ds_spec field names are lowercase

» Updated push notification information in Section 4.12: Push
Notification Management

Updated formatting

» Detailed fields received in datablocks for all actionsin Chapter 5:
Main Merchant User Actions and Chapter 6: Merchant Subuser
Actions

* Added descl oc and cavvr esp response fields to Section 5.6.2:
Get Unsettled Transactions, Section 5.6.3: Get Settled
Transactions, and Section 5.6.4: Get Failed Transactions reports

» Added note on how to properly parse datablocks

v8.16.0 | 2021-04-15

v8.13.0 | 2019-12-06
v8.0.0 |2017-06-29

Complete rewrite

Initial document re-write. Now includes information from legacy
addendums: 1P/SSL/Drop File, XML spec, DSS Storage and billing
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2.1 Introduction

Monetrais afadt, efficient, and secure payment application that is certified [https://
www.monetra.com/certifications] to connect many types of applications directly to any of the
major North American-based payment processors. It's designed to scale from small, custom,
embedded devices to fully-redundant payment servers processing thousands of transactions
per minute. Trusted for over 15 years by thousands of merchants throughout North America,
Monetrais the premier product of its type.

Monetra supports critical payment features such as.

» Extensive EMV Processor certifications across the US and Canada
» Robust Tokenized Card Storage and Recurring Billing
» P2PE Card Encryption proven to comply with PCl P2PE standards, including HSM support

* Flexible, developer-friendly integration options, including ReSTful APIsand iFrame
integrations
 Clustering support for redundancy and load balancing

Designed from the ground up as a true Client/Server application, Monetrais written in 100%
ANSI C89 to be compatible across all major and embedded operating systems, making it one
of the most efficient, scalable, and portable payment engines available. It is built on a small
payment core that houses all security and routing details, with al other features implemented
via our flexible modular subsystem, which acts as an abstraction layer so that a change to the
core does not impact a module and vice-versa. Inbound communications protocols, databases,
processing institutions, etc. are all designed as separate modules to a common interface.

By providing a mature and feature-rich protocol, Monetra enables devel opers to build
advanced payment-acceptance support directly into their application, including desktop, web,
and mobile applications. Integrations can connect to Monetra using XML or JSON, both over
HTTPS, or through the ReST API.

Monetra has been under constant development for over eighteen years while incorporating
the functionality of our clients best input directly into the production product along the way.
We work hard to add more and more features and functionality to the core payment server
every day. If there are any features you would like to see included, please feel free to contact
sales@monetra.com.
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2.2 Architecture
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The user subsystem is split into two separate groups: Admin Users, who administer Monetra;
and Merchant Users, who use the system to run payments. Within both of these groups, users
are divided by level of permission granted; the main user will have elevated permissions, while
the subusers will have restricted permissions.

(/ Note: For security-related segmentation purposes, each user group will send transactions to
Monetraviaadifferent port: Admin Users will send requests to port 8666, while Merchant
Userswill send requests to port 8665, as per our IANA assignments.

2.3.1 Admin Users

When Monetrainitializesits database for the first time, it creates a default user of MADM N
with a password of passwor d. This default password is marked as expired when created and
can only be used to change the password; all other operations are prohibited until the password
is changed. This account will be used to create the initial Admin Users and then never be

used again. You should create an Admin User for each person to whom you wish to grant

that level of access. It isrequired that at least one administrator be granted ALL privileges

for Administrator and Auth-As functionality (which creates a superuser), since theinitial
MADMIN user will not be used after this point.

An Admin User can perform anumber of actions, including:

» Create Merchant Users

» Enable, disable, and configure Processors

» Get information about the system and run reports
» Schedule cron tasks

» |mport/export the database

For acomplete list of actions and detailed instructions on each, see Chapter 4: Admin User
Actions.

(/ Note: Because all Admin Users are technically a subuser of MADMIN, they will be
referenced in the user nane field for Admin requests as nadni n: user nane, where
user nane isthe Admin User in question.

2.3.2 Merchant Users

When aMerchant User isinitially created, it will have al permissions enabled. Once the
account is set up (see the Secure Install Guide for instructions on that) and amain user with

all permissions has been created, the account password will not be used again and should be
destroyed. If needed in the future, it can be reset by an Admin User. The main user can then
create subusers. In general, the only difference between a main Merchant User and a Merchant
Subuser lies in the permissions. For example, main users have the appropriate permissions to
runact i on=admni n requests as outlined in Chapter 5: Main Merchant User Actions, while
subuserstypically only run the transaction requests in Chapter 6: Merchant Subuser Actions.
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The main Merchant User can perform a number of administrative actions, including:

* Manage Merchant Subusers

» Manage batches
* Run reports

For acomplete list of main Merchant User actions and detailed instructions on each, see
Chapter 5: Main Merchant User Actions.

The standard Merchant Subuser can mostly perform transactions, including:

* Run Credit/Debit Card Sales
+ Handle Gift Cards
e Convert Checks

For acomplete list of standard Merchant Subuser actions and detailed instructions on each, see
Chapter 6: Merchant Subuser Actions.

&7 Note: You can add as many Merchant Subusers as needed.

2.3.3 Permissions

A user/subuser can perform only the actions for which they have explicit permissions. For
example, If an Admin User/Subuser needs to create a new Merchant User, then they need to
have the ADDUSER permission in madmni nt ypes. Similarly, if aMerchant User/Subuser wants
to run a Return, then they need the permission RETURN int r ant ypes. Permission sets are
merely the actions that a user or subuser is allowed to run. To run an action, the user/subuser
must have that permission in their permission set.
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2.4 System Authentication

Each user will authenticate with auser nane and passwor d. These passwords should be set
up in accordance with current PCI guidelines for strength and past-usage requirements. In
addition to these credentials, an SSL certificate may be used to enhance security. For more
information on setting up SSL certificates, see the Secure Install Guide.

2.4.1 Admin User Authentication

To run Administrative actions, Admin Users will authenticate with auser nane and
passwor d. These passwords should be set up in accordance with current PCI guidelines for
strength and past-usage requirements.

Request Transaction
Key Req Description
user nane Y |A main Admin User or an Admin Subuser
password Y |Password associated with user/subuser

Example: In the example below, we will be using the Admin User f r ed with a password of
P@swOr d123.

usernane =madm n: fred
passwor d = P@sw0r d123

@/ Note: Because all Admin Users are technically a subuser of MADMIN, they will be
referenced in the user nane field for Admin requests as madmni n: user nane, where
user nane isthe Admin User in question.

2.4.1.1 Auth-As Authentication

In addition to running Administrative actions, Admin Users with the appropriate permissions
can run transactions as a Merchant User using the "auth-as" subsystem. This allows
administrators to use the system as a particular Merchant User without needing to know the

user's password.
Request Transaction
Key Req Description
user nane Y |A main Admin User or an Admin Subuser
password Y |Password associated with user/subuser
aut h- as Y |Merchant User to authenticate as

Example: In the example below, we will be using the Admin User f r ed with a password of
P@swOr d123 to use the St or e5 Merchant account as Merchant Subuser cl er k1.

user nanme = madm n: fr ed
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password = P@sw0r d123
aut h-as = Store5: cl erkl

The shorthand for authenticating as a Merchant User is as follows:
Adm n_User[: Adm n_Subuser]:: Merchant User[: Merchant _Subuser]
Continuing with the previous example, the shorthand notation would be used like this:

user name =madm n: j anet:: Fredstractors: cl erkl
password = P@sw0r d123

(/ Note: Aut h- As can be handy when you have hundreds or thousands of merchants on your
system and need to perform a certain action for a Merchant account (such as settle a batch or
pull afailed report for research).

2.4.2 Merchant User Authentication

All Merchant Users will authenticate with a username and password. These passwords should
be set up in accordance with current PCI guidelines for strength and past-usage requirements.

Request Transaction
Key Req Description
user nane Y |A main Merchant User or a Merchant Subuser
passwor d Y |Password associated with user/subuser

Example: In the example below, we will be using the Merchant account Bobsboat s as
Merchant Subuser j i mmy with a password of P@swOor d123.

user name = Bobsboat s: j i my
password = P@sw0r d123
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3.1 Definitions

Identifier - A unique string of numbers and/or |etters assigned to the transaction. This
identifier may be repeated once a response has been given for the original transaction using the
identifier.

M essage - Thisisthe actual data of atransaction that Monetrainterprets and processes. Any
data outside of thisis strictly for transport/communication.

Start of Transaction - Indicator representing the start of a transaction, commonly known as
STX. Hex value 0x02, decimal value: 2.

End of Transaction - Indicator representing the end of atransaction, commonly known as
ETX. Hex value 0x03, decimal value: 3.

Field Separator - Character to separate one major portion of a message from ancther,
commonly known as FS. Hex value 0x1C, decimal value: 28.
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3.2 Communication and Transport

Monetra boasts a true Server/Client architecture, which allows for all system functionality

to transpire either on the local machine or remotely across many dispersed systems. The
connection methods that Monetra uses are completely modular by design, allowing for custom
integration modules to be created and added easily. Modules are loaded at runtime. Currently,
integrations can connect to Monetra over TLS/SSL only and format the message using either
HTTP-POST with an XML or JSON payload, the ReST AP, or LibMonetra.

3.2.1 TLS/SSL

A standard TLS/SSL connection should be made to the Monetra server. Transactions may be
sent immediately upon successful connection.

For security-related segmentation purposes, each user group sends transactions to Monetravia
adifferent port. These are the default port numbers for communication with Monetra:

Port User Group Actions
8666 Admin Users/Subusers | Chapter 4: Admin User Actions

8665 Merchant Users/Subusers| Chapter 5: Main Merchant User Actions and
Chapter 6: Merchant Subuser Actions

The basic transaction structure is as follows:
[ STX] identifier] FS] message] ETX]

The identifier should be unigue to the session, but it may be reused once aresponseis received
from atransaction that shares the same identifier. The identifier may be any unique string of
numbers and letters and is echoed in the response M onetra provides.

Both requests and responses share the same formatting requirements. The message portion of
the data stream is formatted as detailed below.

If a connection to Monetrais lost while there are pending transactions for your connection,
you must issue a Get Unsettled Transactions or Get Failed Transactions report in order to
determine the status of your transaction. There is no recovery process to resume afailed
session; therefore, a stable connection is strongly recommended.

We suggest using pre-existing free libraries to perform encryption and decryption with TLS/
SSL. The most widely used libraries are available at http://www.openssl.org/. These libraries
help perform all encryption "behind the scenes’.

3.2.2 HTTPS

25 PCI Notice: Over public networks (like the Internet) or untrusted private networks, PCI
Security requires the use of HTTPS instead of HTTP for communication to ensure card
numbers and other critical data are not transmitted in plain text.
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HTTP isthe method of datatransfer that web servers use. When you visit awebsite, that
content is delivered to you using the HTTP protocol. HTTPS is simply HTTP tunneled over
aTLS/SSL connection. The default port numbers for communication are 8665 for Merchant
User actions and 8666 for Admin User actions.

With the goal of keeping it smple, Monetra only supports a small subset of the HTTP
protocol. An HTTPS request to Monetra should be formatted asasimple HTTP 1.0 or 1.1
POST command. A Content-L ength descriptor is also required to alow the Monetra parser to
efficiently identify the start and end of the data being sent. Please verify that the host and port
numbers reference your configuration (IP address of Monetra service, and configured ports for
HTTPS).

Most programming languages provide HT TP routines to simplify the programming process.
You may alsowishto look into cur | as an aternative (http://curl.haxx.se).

HTTP 1.0 isdefined in RFC 1945 (http://www.fags.org/rfcs/rfc1945.html), and HTTP 1.1 is
defined in RFC 2616 (http://www.fags.org/rfcs/rfc2616.html)
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3.3 Transaction Structures

The basic protocol used to communicate with Monetra consists of key/value pairs. Beyond
that, Monetra can accept transactions formatted as XML or JSON, as outlined below, or sent
using the ReST API [https.//devel opers.monetra.com/].

3.3.1 XML Transactions

Each set of XML transactions must begin and end with <Mbnet r aTr ans> tags. Within
these tags is one or more transactions. Each transaction is wrapped in <Tr ans> tags, which
must also specify ani denti fi er attribute of letters and/or numbers for uniquely identifying
that transaction. The sub tags for each transaction are the key/value pairs found in this
specification. The order of the key/value data pairsis irrelevant, and Monetra does not return
the response key/value pairsin any particular order.

XML responses are encapsulated in <Mbnet r aRes p> tags, and a corresponding <Resp>
tag exists for every <Tr ans> tag sent (assuming the structure was initially correct). The
<Resp>taghasani denti fi er attributethat echoesthe identifier sent with each <Tr ans>
tag. An additional <Dat aTr ansf er St at us> tag indicating whether or not the request was
successfully parsed is always sent with acode attribute, which has a value of SUCCESS or

FAI L. On FAI L, an error message is enclosed in the <Dat aTr ansf er St at us> tag, as seen
in Section 3.3.1.3: XML Error Example.

Every <Resp> tag has a<Code> tag indicating the overall outcome of the transaction.
For comma-separated responses (like you receive when running reports), thereisa

<Dat aBl ock> tag that holds the response data. Otherwise, the response tags are those as
defined in this guide.

(/ Note: Some transactional characters might need to be encoded when inserting them into
the XML data stream, such asthese: ' >' needsto become' &gt ;' ,' <' needsto become
"&t;' and' & needstobecome' &anp; ' .

(/ Note: Thefieldsin a<Dat aBl ock> tag are guaranteed to not be removed or renamed, but
fields can be added or rearranged at any time. Integrations need to parse the header first to
find the correct column index for the desired field before reading out the value in that field
and should never blindly assume that the data will always be at a specific column index.

3.3.1.1 XML Request Example

Below is an example of an XML request.

<Mbnet raTr ans>

<Tr ans ='1'>
<user nanme>vi t al e</ user nane>
<passwor d>t est </ passwor d>
<action>sal e</ acti on>
<account >4012888888881</ account >
<expdat e>0512</ expdat e>
<anmpunt >12. 00</ anount >

©CoO~NOOULA WNBRE
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10 </ Trans>

11 <Trans ="can be a string too">
12 <user nane>vi t al e</ user nane>

13 <passwor d>t est </ passwor d>

14 <action>sal e</ acti on>

15 <account >5454545454545454</ account >
16 <expdat e>0512</ expdat e>

17 <anount >11. 00</ anount >

18 </ Tr ans>

19 <Tr ans =3 >

20 <user nanme>vi t al e</ user nane>

21 <passwor d>t est </ passwor d>

22 <acti on>adm n</ acti on>

23 <admi n>gut </ adnmi n>

24 </ Tr ans>

25 </ Monet r aTr ans>

26

3.3.1.2 XML Response Example

Below is an example of an XML response.

1
2 <Monet r aResp>
3 <Dat aTr ansf er St at us =' SUCCESS' / >
4 <Resp ="can be a string too">
5| <code>AUTH</ code>
6 <ver bi age>APPROVAL 123456</ ver bi age>
7 <bat ch>1</ bat ch>
8 <itenpl</itenr
9 <avs>STREET</ avs>
10 <cv>@C00D</ cv>
11 <ttid>1l12</ttid>
12 </ Resp>
13 <Resp =3 >
14 <code>SUCCESS</ code>
15 <Dat aBl ock>
16 ttid, type, capture,
17 1, SALE, 1,
18 5, PREAUTH, 0,
19 7, RETURN, 1,
20 </ Dat aBl ock>
21 </ Resp>
22 <Resp =1>
23 <code>DENY</ code>
24 <ver bi age>CwW2 M SMATCH</ ver bi age>
25 <avs>C00D</ avs>
26 <cv>BAD</ cv>
27 <ttid>3842</ttid>
28 </ Resp>
29 </ Mbnet r aResp>
30

3.3.1.3 XML Error Example

Below is an example of an XML response when the transaction was not structured properly.
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<Monet r aResp>
<Dat aTr ansf er St at us ='FAIL' >My descriptive failure reason</DataTransfer Status>
</ Monet r aResp>

a b wdNPF

3.3.2 JSON Transactions

Each set of JSON transactions must begin with " Monet r aTr ans" . Within thisblock is
one or more transactions. Each transaction begins with a unique identifier of letters and/

or numbers. The data for each transactions consists of the key/value pairs found in this
specification. The order of the key/value data pairsisirrelevant, and Monetra does not return
the response key/value pairsin any particular order.

JSON responses begin with " Monet r aResp” . Within this block is a transaction response
block for each transaction sent. The attribute title of each response block matches the
corresponding transaction that was sent. Additionally, a” Dat aTr ansf er St at us” block is
aways sent with acode attribute, which has avalue of SUCCESS or FAI L. On FAI L, an error
message is sent back inthe " ver bi age" attribute.

Every transaction response block hasa" code" attribute indicating the overall outcome of the
transaction. For comma-separated responses (like you receive when running reports), thereisa
" Dat aBl ock" attribute that holds the response data. Otherwise, the response attribute pairs
are those as defined in this guide.

&7 Note Thefieldsina" Dat aBl ock" tag are guaranteed to not be removed or renamed, but
fields can be added or rearranged at any time. Integrations need to parse the header first to
find the correct column index for the desired field before reading out the value in that field
and should never blindly assume that the data will always be at a specific column index.

3.3.2.1 JSON Request Example

Below is an example of a JSON request.

1
2 {
3 "MonetraTrans": {
4 o
5| "action": "ping"
6 I -
7
8 2" {
9 "usernane": "test _retail:public",
10 "password": "publ 1ct3st",
11 "action": "sale",
12 "amount": "2.00",
13 "account": "5454545454545454"
14 "expdate": "0219",
15 "zip": "32606"
16 [F
17
18 "doesn't have to be a nunber": {
19 "usernane": "test_retail:public",
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20 "password": "publ 1ct3st",

21 "action": "return",

22 "amount": "3.00",

23 "account": "5454545454545454"

24 "expdate": "0219",

25 "zip": "32606",

26 "cvv": "123"

27 },

28

29 "nunbers are typically easier than words or sentences":
30 "usernane": "test_retail:public",
31 "password": "publ 1ct3st",

32 "action": "adm n",

33 "admin": "gut"

34 }

35 }

36 }

37

{

3.3.2.2 JSON Response Example

Below is an example of a JSON response.

1

2 {

3 "MonetraResp" : {

4 "Dat aTr ansfer Status" : {

5) "code" : "SUCCESS'

6 },

7

8 "1 |

9 "verbi age" : "AUTHENTI CATI ON FAI LED',
10 "msoft _code" : "ACCT_AUTHFAI LED",
11 "phard_code" : "UNKNOMW',

12 "code" : " DENY"

13 }

14

15 "2 |

16 "ttid" : "423542",

17 "auth" : "214833",

18 "timestamp" : "1442607738",

19 "phard_code" : "SUCCESS",

20 "avs" : "GOOD',

21 "verbi age" : "APPROVED',

22 "account” " XOOOXXXXXXXE454"
23 "batch" : "393",

24 "code" : "AUTH',

25 "pclevel" : "0",

26 "rcpt _host _ts" : "091815162218",
27 "rcpt_entry_node" : "M,

28 "cardtype" : "M,

29 "item : "5237",

30 "msof t _code" : "I NT_SUCCESS"

31 }

32

33 "doesn't have to be a nunmber" : {
34 "msoft _code" : "I NT_SUCCESS",
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35 "cardtype" : "M,
36 "account” " XOOOKXXXXXX5454"

37 "phard_code" : "UNKNOMW"',

38 "verbi age" : " SUCCESS",

39 "pclevel " : "0",

40 "code" : "AUTH',

41 "rcpt_entry_node" : "M,

42 "item : "5238",

43 "timestamp" : "1442607738",

44 "rcpt_host_ts" : "091815162218",
45 "ttid" : "423543",

46 "batch" : "393"

a7 }

48

49 "nunmbers are typically easier than words or sentences" : ({
50 "code" : "SUCCESS",

51 "Dat aBl ock" : "ttid,type, capture,
52 1, SALE, 1,

53 5, PREAUTH, 0,

54 7, RETURN, 1,

55 }

56 }

57 }

58

3.3.2.3 JSON Error Example

Below is an example of a JSON response when the transaction was not structured properly.

1

2 {

3 "MonetraResp" : {

4 "Dat aTransferStatus" : {
5) "code" : "FAIL",

6 "verbiage" : "My descriptive failure reason"
7 }

8 }

9 }

10

3.3.3 ReST API

For information and details on the ReST API, please see the online documentation at https://
devel opers.monetra.cony.
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3.4 Parameter Formatting Legend

The table below represents the message formatting that needs to be sent.

Required Parameter
Symbol Description
Y |Yes. The parameter isrequired.

C |Conditiona. The requirements of the parameter depend on the presence of other
parameters.

O |Optional. The parameter is not required, but sending it will change the scope and
behavior of the action and/or the data returned in the response.

Field Formatting

Symbol Description
A |Alphabetic. Any letter from A to Z. Case does not matter.
N Numeric. Any digit from0to 9.

M |Monetary amount. Any digit from O to 9 with optional decimal point and cents,
always positive.

S | Specia characters. Any character not alphabetic or numeric.
X Hex data. Pairs of two characters, from0to 9 and A to F.
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The following sections in this chapter detail the actions that only Admin Users are allowed to
perform.

Please review the required permission level to send Admin User actions. See Section 2.4.1:
Admin User Authentication.
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4.1 Authenticate As User

Asof Monetra 8.0.0, a new feature has been introduced that allows Admin Users with the
AUTHAS privilege to run transactions as if they were a Merchant User. Previoudly, it was
common for integrators with this need to perform aget user i nf o request to retrieve the user's
password. That feature is no longer supported.

4.1.1 Auth-As Action

The Authenticate-As feature allows any Admin User with the AUTHAS privilege to run a
transaction asif they were that user. In the example below, we show how this feature can be
used to run avoi d transaction for merchant 'Joe_tractor'.

user nane = MADM N: Adni n_user 1
passwor d = MyPa$$Wer D

aut h-as =Joe_tractor

action = void
ttid=915576307289978

4.1.2 Auth-As Shorthand Notation

The Auth-As feature also allows an abbreviated expression by specifying the Admin User's
username separated by a double colon (::"), followed by the Merchant User's username (and
optionally Merchant Subuser) to authenticate as in the username field. This may simplify
existing integrations, as an additional key/value pair does not have to be specified. Also, this
allows you to Auth-Asin the Monetra Client GUI using this shorthand.

The shorthand for authenticating as a Merchant User is as follows:

Adm n_User[: Adm n_Subuser]:: Merchant _User[: Merchant _Subuser]
user name = MADM N: Adni n_user 1: : Joe_tractor

passwor d = MyPa$$Wer D

action = void
ttid=915576307289978
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4.2 Admin User Management

Subusers alow multiple people to run transactions with varying permission levels. If more
than one person will have access to the system, then it is recommended to create subusers that
are granted the minimum permissions they require to perform their duties. See Section 2.3.3:
Permissions for information on assigning permissions.

4.2.1 Add Admin Subuser

Add an Admin Subuser for administrative tasks.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y subuser add

user Y | ANS |Name of user

pwd C | ANS, |Password to assign to user

Max
256

passwor d_expired C A |Boolean flag indicating whether or not to
forcibly set the users password as expired. If
thisisyes, then a password change will be
enforced at the next login.

trant ypes Y | AS |Listof transaction permissions, separated by
pipes(] ), or al | for al permissions. Valid
values are any of the actionsin Chapter 4.
Admin User Actions for Admin users/
subusers or Chapter 6: Merchant Subuser
Actions for Merchant users/subusers.

aut has_adni nt ypes O | AS |List of administrative actions that can
be performed using the auth-as feature,
separated by pipes(] ), or al | for al actions
(the default). Valid values are any of the
actionsin Chapter 5: Main Merchant User
Actions.

aut has_trant ypes O | AS |List of transaction types that can be

performed using the auth-as feature,
separated by pipes(] ), or al | for all
transactions (the default). Valid values
are any of the transaction typeslisted in
Chapter 6: Merchant Subuser Actions.

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |

CONFIDENTIAL

22



Request Parameters

Key

Req| Spec

Description

userfl ags

O| AS

List of flags for the subuser, separated by
pipes (| ). Possible values:

obscur e - Always obscure sensitive data
unat t ended - Prevent the password
from expiring (useful for connected
integrations)

sel f vi ewonl y - Restrict reports to show
only this subuser's data

aut has - Allow subuser to run
transactions as other subusers

obscure

Boolean flag indicating whether or not to
always obscure sensitive data

unat t ended

Boolean flag indicating whether or not the
account is marked as unattended

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsof t _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretabl e text of transaction
outcome, meant to be passed on to display

4.2.2 Edit Admin Subuser

Edit an Admin Subuser account.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y subuseredi t
user Y | ANS |Subuser to edit
pwd C | ANS, |Password to assign to user
Max
256
passwor d_expired C A |Boolean flag indicating whether or not to

forcibly set the users password as expired. If
thisisyes, then a password change will be
enforced at the next login.

trant ypes Y | AS |Listof transaction permissions, separated by
pipes(| ), or al | for al permissions. Valid
values are any of the actionsin Chapter 4:
Admin User Actions for Admin users/
subusers or Chapter 6: Merchant Subuser
Actions for Merchant users/subusers.

aut has_adni nt ypes O | AS |Listof administrative actionsthat can

be performed using the auth-as feature,
separated by pipes (] ), or al | for al actions
(the default). Valid values are any of the
actions in Chapter 5: Main Merchant User
Actions.

aut has_trant ypes O | AS |Listof transaction typesthat can be
performed using the auth-as feature,
separated by pipes(] ), or al | for al
transactions (the default). Valid values
are any of the transaction typeslisted in
Chapter 6: Merchant Subuser Actions.

userfl ags O | AS |Listof flagsfor the subuser, separated by
pipes(] ). Possible values:

obscur e - Always obscure sensitive data
unat t ended - Prevent the password
from expiring (useful for connected
integrations)

sel fvi ewonl y - Restrict reports to show
only this subuser's data

aut has - Allow subuser to run
transactions as other subusers

obscure O A |Boolean flag indicating whether or not to
always obscure sensitive data

unat t ended @) A |Boolean flag indicating whether or not the
account is marked as unattended
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Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.2.3 Delete Admin Subuser

Delete an Admin Subuser account.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Par

ameter Formatting Legend

Request Parameters

Key Req| Spec Description
action Y subuser del
user Y | ANS |Name of user
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1.
Authorization Codes.

msof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS | Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.2.4 List Admin Subusers

Get adatablock of the Admin Subuser accounts.
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Access | evel
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.1: Admin User Authentication

Request Parameters

Key

Req| Spec

Description

action

Y

subuserl i st

i ncl ude_subusers

@] A

Boolean flag indicating whether or not to
return alist of subusers aswell asmain
users

Report

Fields

Key

Spec

Description

user

ANS

Name of user

mast er

A

Boolean flag indicating whether or not the
account is amaster (main user) account

trant ypes

AS

List of transaction permissions, separated by
pipes(] ), oral | for all permissions. Valid
values are any of the actionsin Chapter 4.
Admin User Actions for Admin users/subusers
or Chapter 6: Merchant Subuser Actions for
Merchant users/subusers.

userfl ags

AS

List of flags for the subuser, separated by
pipes (| ). Possible values:

obscur e - Always obscure sensitive data
unat t ended - Prevent the password from
expiring (useful for connected integrations)
sel f vi ewonl y - Restrict reports to show
only this subuser's data

aut has - Allow subuser to run transactions
as other subusers

obscure

Boolean flag indicating whether or not to
always obscure sensitive data

unat t ended

Boolean flag indicating whether or not the
account is marked as unattended

pass_expire_secs

N, Max
20

Number of seconds until the password expires
(or - 1 for never or 0 for expired)

| ocked

Boolean flag indicating whether or not the
account is locked

aut has_trantypes

AS

List of transaction types that can be performed
using the auth-as feature, separated by pipes
(1), orall foral transactions (the default).
Valid values are any of the transaction
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Report Fieds

Key

Spec

Description

types listed in Chapter 6: Merchant Subuser
Actions.

aut has_adm nt ypes

AS

List of administrative actions that can be
performed using the auth-as feature, separated
by pipes (] ), or al | for al actions (the
default). Valid values are any of the actionsin

Chapter 5: Main Merchant User Actions.

4.2.5 Get User Permissions

Get adatablock of the allowed request permissions for the Admin User in question. This
regquest is useful when building applications where you only want to expose specific features
for auser for which they have permission to use.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key

Req| Spec

Description

action

Y

get per s

Report

Fields

Key

Spec

Description

trant ypes

AS

List of transaction permissions, separated by
pipes(] ), oral | for all permissions. Valid
values are any of the actionsin Chapter 4.
Admin User Actions for Admin users/subusers
or Chapter 6: Merchant Subuser Actions for
Merchant users/subusers.

adm nt ypes

Unused

userfl ags

AS

List of flags for the subuser, separated by
pipes (| ). Possible values:

obscur e - Always obscure sensitive data
unat t ended - Prevent the password from
expiring (useful for connected integrations)
sel fvi ewonl y - Restrict reports to show
only this subuser's data

aut has - Allow subuser to run transactions
as other subusers

obscure

Boolean flag indicating whether or not to
always obscure sensitive data
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Report Fieds

Key

Spec

Description

unat t ended

A

Boolean flag indicating whether or not the
account is marked as unattended

aut has_trantypes

AS

List of transaction types that can be performed
using the auth-as feature, separated by pipes
(1), orall for all transactions (the default).
Valid values are any of the transaction

types listed in Chapter 6: Merchant Subuser
Actions.

aut has_adm nt ypes

AS

List of administrative actions that can be
performed using the auth-as feature, separated
by pipes(] ), or al | for al actions (the
default). Valid values are any of the actionsin

Chapter 5: Main Merchant User Actions.

4.2.6 Check Admin User Password

Verify the current Admin User's password.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y chkpwd
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

pass_expire_secs N, Max | Number of seconds until the password expires

20 |[(or - 1 for never or O for expired)
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4.2.7 Change Admin User Password

Change the Admin User's password.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y chngpwd

pwd Y | ANS, |Password to assign to user
Max
256

Response Parameters

Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
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4.3 Merchant User Management

Merchant User management is one of the most critical aspects of properly configuring and
operating a Monetra system. In particular, ensuring the Merchant User's profile information
iscorrect is especialy important. See Section 2.3.3: Permissions for information on assigning
permissions.

4.3.1 Add Merchant User

Add anew merchant account, which istied to a Merchant User.

Because you will be creating a new merchant account, it isimportant to have all the required
information ready before issuing this request. To prepare the processor information, it is
recommended that you run apr ocl i st reguest to obtain alist of available processors (with
capabilities), select the processor that will be used for the merchant account from that list,
and thenissueapr ocfi el ds reguest to return the required data el ements and formatting
information that must be passed with the transaction.

This request can also be used to create a new subaccount on an existing account. In this
situation, you would include the parameter sub and take care that the routes do not overlap.
For more information, see Section 4.3.10: List Subaccounts.

@/ Note: Monetrawill DENY the request if al required fields are not present and formatted
correctly.

(/ Note: It isimportant that you get all the information provided by the merchant acquirer (in the
var setup worksheet) into Monetra exactly as provided. Y ou should also pay attention to the
configuration of the account with settings such as industry type, f r audaut odeny, etc.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y adduser
user Y | ANS |Name of user
pwd Y | ANS, |Password to assign to user
Max
256
sub 0] N, |Subaccount ID (for split routes), or O for the
Max |default route
10
proc Y A |Processing institution
i ndcode Y A, |Industry code for processing transactions.
Max 2 | See Appendix C.5: Industry Codes.
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Request Parameters

Key Req| Spec Description
cardtypes Y | AS |Listof card types, separated by pipes(] ) or
pluses (+). See Appendix C.1: Card Types.
node Y A | Supported routes for sending transactions
online. Possible values:
AUTH - Authorization route only
SETTLE - Settlement route only
BOTH - Both authorization and settlement
ensi | O | ANS |Email addressfor sending notices/cron
emails
conn_priority O | AS |Showsthe connection priority
f raudaut odeny O | AS |Ligtof rulesused to automatically deny
transactions based on fraud checks,
separated by pipes (] ). See Appendix B.2.1.
AV S Result Codes. Possible values:
deny _never - Never auto deny
deny_avszi p - Auto deny if zip does
not match
deny_avsstreet - Auto deny if street
does not match
deny_cv - Auto deny if CV does not
match
deny_noaut o - Auto deny checks will
only take placeif f r audaut odeny=yes
is sent with transaction
mer ch_nanme O | ANS |Merchant's name
mer ch_descr O | ANS |Description to identify Merchant
nmerch_addr 1 O | ANS |Merchant'saddress- line 1
mer ch_addr 2 O | ANS |Merchant'saddress- line 2
mer ch_addr 3 O | ANS |Merchant'saddress - line 3
mer ch_phone O | ANS |Merchant's phone number
nmerch_enai | O | ANS |Merchant's email
merch_url O | ANS |Merchant's website URL
mer ch_| ang 0] A |2-character language code. Possible values:

en - English
fr - French
es - Spanish
de - German
it -Iltaian
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Request Parameters

Key

Req

Spec

Description

nmerch_tz

O

ANS

Merchant's time zone. See Section 4.5.4:
List Time Zones.

mer ch_cashback

@)

ANS

List of dollar amounts to display on screen
during cash back prompting, separated

by pipes(| ). All values are whole dollar
amounts, and the letter O can be used

to indicate the ahility to enter a custom
amount. For example, 5| 10| 25| Owould
prompt for $5, $10, $25, or Other.

mer ch_cashbackmax

Maximum cash back amount

mer ch_cashback _purchm n

Minimum cash back purchase amount

nmerch_ti ppercent

Merchant tip percentages to display

merch_nsr_nosig_limt

Limit to not require asignature for MSR

mer ch_enc_provi der

O0|0|0|0|O0

> ||| L

Processor-level, end-to-end encryption
provider. Currently, only avalue

of bl uefi nissupported. If used,
encrypt edonl y must besetin
merch_f1l ags.

merch_pushnotification_id

ANS

Registered push notification ID, as returned
fromapushnoti ficati on=add request.
See Section 4.12: Push Notification

Management.

nmerch_f1l ags

ANS

Merchant flags for modifying internal
processing. Possible values:

account updat er - Mark the
merchant's tokens as eligible for Account
Updater. Thisisnot valid if the Merchant
User is part of token group.

al l ow i nvoi ce_sns - Allow Merchant
User and its Subusersto send SMS
messages for invoices.

al | ow_ i nvoi ci ng - Allow Merchant
User and its Subusers to create invoices
and products.

debit standin_all owed - Allow
stand-in processing of Debit transactions
inUniTerm.

envpi n_standi n_al | owed - Allow
stand-in processing of EMV Online PIN
inUniTerm.

envsuppresssi g - SUpPpPress signature
prompting in UniTerm.
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Request Parameters

Key

Req

Spec

Description

encrypt edonl y - Only allow encrypted
transactions.

orders_req_ | evel 3 -Require

Level |1l dataon Retail, Ecomm,

and MOTO orders. Must have

merch_| 3_commodi t ycode and

mer ch_| 3_product code set.
prepop_| evel 3 - Prepopulate a
singlelineitem on Level Il1-€ligible
transactions that do not already have any
lineitems. Thisisdone at settlement
time using the default values set
inmerch_| 3_comuodi t ycode,
merch_| 3_descri ption, and
merch_| 3_product code. Using this
flag might require sign-off by merchant's
internal risk department.

prepop_t ax - Prepopulate atax amount
on transactions with no provided tax.
The amount is reverse-cal culated based
onnerch tax rate and subtracts

any existing tip amount, duty, or freight
before performing the calculation.

rat equal _nont ax - For non-taxable
transactions that can't qualify for Level Il
rates but are using a business/corporate/
purchase card, modify datainternally to
force best rate qualification. Thisworks
by claiming atax rate of 0.1% + 0.1 to
the card brands but hiding the internal
workings to the merchant and customer.
Using this flag might require sign-off by
merchant's internal risk department.
receive receipts detail -Receive
merchant receipt copies by email for
trandet ai | requests.

receive_recei pts_invoice -
Receive merchant receipt copies by email
for paid invoices

recei ve_recei pts_recurring -
Receive merchant receipt copies by email
for recurring transactions.

recurring skipn ssed-Whena
recurring payment has missed payments,
do not re-attempt the missed payments
when the schedule is active again.
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Request Parameters

Key

Req

Spec

Description

nmerch_| 3 _conmodi t ycode

O

AN

Level 11l Item Commodity Code.
International description code of the
individual good or service being supplied.
Required if prepop_| evel 3issetin
nmerch_fl ags.

merch_| 3 _description

ANS

Item Descriptor. Merchant-defined
description of the item or service being
sold. Required if prepop_| evel 3issetin
merch_f1l ags.

merch_| 3_product code

ANS

Product Code. Merchant-defined code for
the item being purchased such as a UPC
number, SKU, or Item Number. Required if
prepop_|l evel 3issetinmerch_fl ags.

nerch tax rate

Tax rate as a percentage between 0.1 and
49.99. Required if prepop_t ax issetin
nmerch_fl ags.

nmer ch_t oken_group

ANS

Token group to add the merchant to. See
Section 4.10.1: Manage Token Groups.

merch_custom fi el ds

ANS

List of custom field namesto allow for
specifying custom fields sent with a
transaction, separated by commas (, ). The
field names can have the character set of 'a
Z0-9 -' and be up to 32 characters each.

* During each transaction request (e.g.
'sale, 'preauth’, 'return’, 'force’), one or
more of the configured merchant custom
fields may be specified using the standard
key/value pair format as defined by the
protocol. This datawill be stored with the
transaction record.

* Merchant custom fields can be

updated during ‘fieldedit', 'adjust’,
'preauthcomplete, or ‘capture’ requests.

* For each merchant custom field
configured for a merchant, a new column
will appear inthegut , gl ,andgf t
reports and will contain any custom data
presented with each transaction.

merch_req_fields

AS

List of field namesto require for every
transaction, separated by commas (, ).
Possible values:

tax
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Request Parameters

Key

Req

Spec

Description

exanount

cust ref

order num

stationid

clerkid

comment s

car dhol der nane

descnerch

descl oc

cvv?2 (only required if online and not
EMV or Swipe)

zi p (only required if online and not EMV
or Swipe)

any of the'merch_custom fields

mer ch_custoner _fields

ANS

List of custom field names to allow when
adding/editing customers, separated by
commas (, ). The field names can have the
character set of 'az0-9 _-' and be up to 32
characters each.

env_entrynodes

AS

List of EMV entry modes, separated by
pipes (] ). See Appendix C.2: EMV Entry
Modes.

env_t er ncaps

AS

List of EMV termina capabilities, separated
by pipes (| ). These must match the
capabilities of the device in the certification
list documented in the UniTerm guide. See
Appendix C.3: EMV Terminal Capabilities.

env_t est node

Boolean flag indicating whether or not to
load and verify only test CAPKs. Defaults
to no, meaning to load only production
CAPKs.

env_contact _nocvm|limt

EMV Contact NoCVM Limit

env_ctls nocvmlinmt

EMV Contactless NoCVM Limit

txn_export key

ANS

Export key, in this format:

ID returned from
cardshi el dprovi si on request
followed by pipe separator (| )

followed by RSA public key data,
including standard start and end sentinels
(e, ----- {BEG N| END} PUBLIC
KEY- - - - - ) and keeping newlines intact
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Request Parameters

Key

Req| Spec

Description

In addition to the fields above, you must also populate processor-specific fields, which can
vary from processor to processor. See note above about using pr ocl i st and procfi el ds to
determine what is required for your particular processor.

Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

4.3.2 Edit Merchant User

Edit an existing merchant account. When you edit afield, the new value will overwrite and

replace the old value.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y edi t user
user Y | ANS |Name of user
pwd Y | ANS, |Password to assign to user
Max
256
proc Y A |Processing institution
i ndcode Y A, |Industry code for processing transactions.
Max 2 | See Appendix C.5: Industry Codes.
cardtypes Y | AS |Listof card types, separated by pipes(] ) or
pluses (+). See Appendix C.1: Card Types.
node Y A |Supported routes for sending transactions

online. Possible values:

AUTH - Authorization route only
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Request Parameters

Key

Req

Spec

Description

SETTLE - Settlement route only
BOTH - Both authorization and settlement

enmai |

ANS

Email address for sending notices/cron
emails

conn_priority

AS

Shows the connection priority

f raudaut odeny

AS

List of rules used to automatically deny
transactions based on fraud checks,
separated by pipes (| ). See Appendix B.2.1:
AV S Result Codes. Possible values:

deny never - Never auto deny
deny_avszi p - Auto deny if zip does
not match

deny_avsstreet - Auto deny if street
does not match

deny_cv - Auto deny if CV does not
match

deny_noaut o - Auto deny checks will
only take placeif f r audaut odeny=yes
is sent with transaction

mer ch_name

ANS

Merchant's name

nmer ch_descr

ANS

Description to identify Merchant

nmer ch_addr 1

ANS

Merchant's address - line 1

mer ch_addr 2

ANS

Merchant's address - line 2

mer ch_addr 3

ANS

Merchant's address - line 3

mer ch_phone

ANS

Merchant's phone number

nmerch_enai |

ANS

Merchant's email

merch_url

ANS

Merchant's website URL

mer ch_| ang

O0|0|O0|0|0|0O|0O|0O|0O

2-character language code. Possible values:

en - English
fr - French
es - Spanish
de - German
it -ltaian

nmerch_tz

ANS

Merchant's time zone. See Section 4.5.4:
List Time Zones.

mer ch_cashback

ANS

List of dollar amounts to display on screen
during cash back prompting, separated

by pipes(] ). All values are whole dollar
amounts, and the letter O can be used
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Request Parameters

Key

Req

Spec

Description

to indicate the ability to enter a custom
amount. For example, 5| 10| 25| Owould
prompt for $5, $10, $25, or Other.

mer ch_cashbackmax

Maximum cash back amount

mer ch_cashback_purchm n

Minimum cash back purchase amount

merch_ti ppercent

Merchant tip percentages to display

merch_nsr_nosig_limt

Limit to not require asignature for MSR

mer ch_enc_provi der

O0|0|0|0O|0O

> ||| L

Processor-level, end-to-end encryption
provider. Currently, only avalue

of bl uefi nissupported. If used,
encrypt edonl y must besetin
merch_f1l ags.

merch_pushnotification_id

ANS

Registered push notification ID, as returned
fromapushnoti ficati on=add request.
See Section 4.12: Push Notification

Management.

nmerch_f1l ags

ANS

Merchant flags for modifying internal
processing. Possible values:

account updat er - Mark the
merchant's tokens as eligible for Account
Updater. Thisisnot valid if the Merchant
User is part of token group.

al l ow i nvoi ce_sns - Allow Merchant
User and its Subusersto send SMS
messages for invoices.

al I ow_i nvoi ci ng - Allow Merchant
User and its Subusers to create invoices
and products.

debit standin_all owed - Allow
stand-in processing of Debit transactions
inUniTerm.

envpi n_standi n_al | owed - Allow
stand-in processing of EMV Online PIN
inUniTerm.

en/suppresssi g - SUppress signature
prompting in UniTerm.

encrypt edonl y - Only allow encrypted
transactions.

orders_req_ | evel 3 - Require

Level |1l dataon Retail, Ecomm,

and MOTO orders. Must have

nmerch_| 3_commodi t ycode and
merch_| 3_product code Set.
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Request Parameters

Key

Req

Spec

Description

prepop_| evel 3 - Prepopulate a
singlelineitem on Level Il1-€ligible
transactions that do not already have any
lineitems. Thisisdone at settlement
time using the default values set
inmerch_| 3_comuodi t ycode,
merch_| 3_descri ption, and
merch_| 3_product code. Using this
flag might require sign-off by merchant's
internal risk department.

prepop_t ax - Prepopulate atax amount
on transactions with no provided tax.
The amount is reverse-cal culated based
onnerch tax rate and subtracts

any existing tip amount, duty, or freight
before performing the calculation.

rat equal _nont ax - For non-taxable
transactions that can't qualify for Level Il
rates but are using a business/corporate/
purchase card, modify datainternally to
force best rate qualification. This works
by claiming atax rate of 0.1% + 0.1 to
the card brands but hiding the internal
workings to the merchant and customer.
Using this flag might require sign-off by
merchant's internal risk department.
receive receipts detail -Receive
merchant receipt copies by email for
trandet ai | requests.

receive_recei pts_invoice -
Receive merchant receipt copies by email
for paid invoices

recei ve_recei pts_recurring -
Receive merchant receipt copies by email
for recurring transactions.

recurring skipn ssed-Whena
recurring payment has missed payments,
do not re-attempt the missed payments
when the schedule is active again.

mer ch_| 3_conmodi t ycode

AN

Level 11l Item Commodity Code.
International description code of the
individual good or service being supplied.
Required if prepop_| evel 3issetin
merch_fl ags.
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Request Parameters

Key

Req

Spec

Description

nmerch_| 3 description

O

ANS

Item Descriptor. Merchant-defined
description of the item or service being
sold. Required if prepop_| evel 3 issetin
nmerch_fl ags.

merch_| 3_product code

ANS

Product Code. Merchant-defined code for
the item being purchased such asa UPC
number, SKU, or Item Number. Required if
prepop_l evel 3issetinnerch_fl ags.

merch_tax_rate

Tax rate as a percentage between 0.1 and
49.99. Required if prepop_t ax issetin
mer ch_f1l ags.

mer ch_t oken_group

ANS

Token group to add the merchant to. See
Section 4.10.1: Manage Token Groups.

merch_custom fi el ds

ANS

List of custom field namesto allow for
specifying custom fields sent with a
transaction, separated by commas (, ). The
field names can have the character set of 'a
z0-9 _-' and be up to 32 characters each.

* During each transaction request (e.g.
'sal€, 'preauth’, 'return’, ‘force’), one or
more of the configured merchant custom
fields may be specified using the standard
key/value pair format as defined by the
protocol. This datawill be stored with the
transaction record.

* Merchant custom fields can be

updated during ‘fieldedit’, 'adjust’,
'preauthcomplete’, or ‘capture’ requests.

* For each merchant custom field
configured for a merchant, a new column
will appear inthegut , gl ,and gf t
reports and will contain any custom data
presented with each transaction.

merch_req_fields

AS

List of field namesto require for every
transaction, separated by commas (, ).
Possible values:

tax
exanmount
custref
order num
stationid
clerkid
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Request Parameters

Key

Req

Spec

Description

comment s

car dhol der nane

descnerch

descl oc

cvv?2 (only required if online and not
EMV or Swipe)

zi p (only required if online and not EMV
or Swipe)

any of the'merch_custom fields

mer ch_custoner _fields

ANS

List of custom field names to allow when
adding/editing customers, separated by
commas (, ). The field names can have the
character set of 'az0-9 _-' and be up to 32
characters each.

env_entrynodes

AS

List of EMV entry modes, separated by
pipes (] ). See Appendix C.2: EMV Entry
Modes.

env_t er ncaps

AS

List of EMV termina capabilities, separated
by pipes (| ). These must match the
capabilities of the device in the certification
list documented in the UniTerm guide. See
Appendix C.3: EMV Terminal Capabilities.

env_t est node

Boolean flag indicating whether or not to
load and verify only test CAPKs. Defaults
to no, meaning to load only production
CAPKs.

env_contact _nocvm|limt

EMV Contact NoCVM Limit

env_ctls nocvmlinmt

EMV Contactless NoCVM Limit

txn_export key

ANS

Export key, in this format:

ID returned from
cardshi el dprovi si on request
followed by pipe separator (| )

followed by RSA public key data,
including standard start and end sentinels
(ie,----- {BEG N| END} PUBLIC
KEY- - - - - ) and keeping newlines intact

for your particular processor.

In addition to the fields above, you may also edit processor-specific fields, which can vary
from processor to processor. See the adduser request above to determine what was required
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction

outcome, meant to be passed on to display

4.3.3 Delete Merchant User

Delete a merchant account and its associated Merchant User from Monetra.

Access | evel :

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.1: Admin User Authentication

Request Parameters

Key Req| Spec Description
action Y del user
user Y | ANS |Name of user
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1.
Authorization Codes.
msof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS | Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.3.4 List Merchant Users

Get a datablock of Merchant Users, optionally limited to a single Merchant User, along with
some information about each
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Access | evel :

Section 2.4.1: A

dmin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y | i stusers
user O | ANS |Name of user
i ncl ude_subusers @) A |Boolean flag indicating whether or not to
return alist of subusers aswell asmain
users

Report Fields
Key Spec Description
userli st ANS |Name of user
user status A |Status of user. Possible values:
E - Enabled
D - Disabled

mast er A Boolean flag indicating whether or not the
account is amaster (main user) account

trant ypes AS |For subusers, list of transaction permissions,
separated by pipes(] ), or al | for al
permissions. Valid values are any of the
actionsin Chapter 4: Admin User Actions
for Admin Subusers or Chapter 6: Merchant
Subuser Actions for Merchant Subusers.

admi nt ypes AS |For subusers, list of administrative
permissions, separated by pipes (| ), or al |
for al permissions. Valid values are any of
the actionsin Chapter 5. Main Merchant User
Actions.

profile_id N, Max |Profile ID (or 0 if not set)

20
pass_expire_secs N, Max | Number of seconds until the password expires
20 |(or - 1 for never or O for expired)

nmer ch_nane ANS |Merchant's name

enyi | ANS |Email address for sending notices/cron emails

mer ch_descr ANS |Description to identify Merchant

| ocked A Boolean flag indicating whether or not the
account islocked
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4.3.5 Get Merchant User Information

Get information for the provided Merchant User.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y getuserinfo
user Y | ANS |Name of user
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1.
Authorization Codes.
msof t _code AS | Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code indicating success/

fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

cardtypes AS |List of card types, separated by pipes(| ) or
pluses (+). See Appendix C.1: Card Types.

count rycode N, |A reference code to the country the Merchant

Fixed 3 |isprocessing in. (1SO 3166-1 numeric, ex:

USA = 840).

currencycode N, 3 |A reference code to the currency the Merchant
isprocessing in. (1SO 4217, ex: USA = 840).

emv_ent rynodes AS |List of EMV entry modes, separated by pipes
(). See Appendix C.2: EMV Entry Modes.

env_t er ncaps AS |List of EMV terminal capabilities, separated

by pipes (| ). These must match the

capabilities of the device in the certification
list documented in the UniTerm guide. See
Appendix C.3: EMV Terminal Capabilities.

env_t est node A Boolean flag indicating whether or not to load
and verify only test CAPKs. Defaultsto no,
meaning to load only production CAPKs.

i ndcode A, |Industry code for processing transactions. See
Max 2 |Appendix C.5: Industry Codes.
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Response Parameters

Key

Spec

Description

nmer ch_I| ang

A

2-character language code. Possible values:

en - English
fr - French
es - Spanish
de - German
it -ltaian

mer ch_pushnotification_id

ANS

Registered push notification ID, as returned
fromapushnoti ficati on=add request.
See Section 4.12: Push Notification

Management.

node

Supported routes for sending transactions
online. Possible values:

AUTH - Authorization route only
SETTLE - Settlement route only
BOTH - Both authorization and settlement

proc

Processing institution

sub

N, Max
10

Subaccount ID (for split routes), or 0 for the
default route

zi pcode

AN

The zip code for the retail location of the
Merchant or the Merchant's headquarters. 5 or
9 digitsfor US zip codes, or 6 alphanumeric
characters for Canadian postal codes.

In addition to the parameters above, this request returns
parameters that are specific to the selected processor.

4.3.6 Get Merchant User Count

Get the current count of Merchant Users as well as the maximum allowed for the license.

Access | evel : Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y | i stusers
| i stusers Y count
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Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

user _count N Current number of Merchant Users

user limt N Maximum number of Merchant Users allowed
with thislicense, or unl i i t ed for no limit.

4.3.7 Disable Merchant User

Disable amerchant account and its associated Merchant User without removing it from the

system.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Par

ameter Formatting Legend

Request Parameters

Key Req| Spec

Description

action Y

di sabl euser

user Y | ANS

Name of user

Response Parameters

Key Spec

Description

code A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

4.3.8 Enable Merchant User

Re-enable a previously disabled user account.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |
CONFIDENTIAL

46




Request Parameters

Key Req| Spec Description
action Y enabl euser
user Y | ANS |Name of user
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.3.9 Unlock Merchant User

Unlock a merchant account and its associated M erchant User.

A merchant account can be locked due to exceeding the limit of password tries. See the entry
for passwor d_| ockout seconds inthe Secure Install Guide [https.//www.monetra.com/
documentation] for more information on password lockouts.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y unl ockacct
user Y | ANS |Name of user
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.3.10 List Subaccounts

Get adatablock of the subaccounts for a particular user. Thisis mainly used for split routing.
See Adding Additional Routesin the Secure Install Guide [https.//www.monetra.com/
documentation] for more information on splitting routes.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

10

Key Req| Spec Description
action Y get subaccts
user Y | ANS |Name of user
Report Fields
Key Spec Description
sub N, Max | Subaccount ID (for split routes), or 0 for the

default route

4.3.11 List Statistics

Get a datablock of the completed/settled transaction statistics for one or al system users.

Access | evel :

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.1: Admin User Authentication
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Request Parameters

Key Req| Spec Description

action Y |iststats

bdat e C | ANS [Beginning date. See Appendix C.8: Date
Formats.

edat e C | ANS |Ending date. If not specified, assume
infinite. See Appendix C.8: Date Formats.

user O | ANS |Name of user. If not sent, appliesto all
USers.

total sonly O A |Boolean flag indicating whether or not to
output only thet ot al s line. Defaultsto no.

Report Fields
Key Spec Description

user ANS |Name of user

total transNum N | Total number of authorizations and returns

t ot al t ransAnount M |Aggregate authorization amounts minus

aggregate return amounts

t ot al Aut hNum N | Tota number of authorizations

t ot al Aut hAnmount M  |Aggregate amount of all authorizations

t ot al Ret ur nNum N Total number of returns

t ot al Ret ur nAnount M |Aggregate amount of all returns
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4.4 Processor Management

Processor management is used for both system and user administration.

4.4.1 List Processors

Get adatablock of loaded processors, whether or not they are active, and their capabilities.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y procli st
proc o A |Processing institution
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Report Fieds

Key Spec Description

proc A Processing institution

active A Boolean flag indicating whether or not the
account is currently active

cardtypes AS |List of card types, separated by pipes (| ) or
pluses (+). See Appendix C.1: Card Types.

emv_ent r ynodes AS |List of EMV entry modes, separated by pipes
(1) See Appendix C.2: EMV Entry Modes.

credit_trantypes AS |List of transaction types supported for credit

card, separated by pipes (] ). See Section 6.1:
Credit Card and Debit Card Transactions.

debit _trantypes AS |List of transaction types supported for debit
cards, separated by pipes (| ). See Section 6.1.
Credit Card and Debit Card Transactions.

ebt _trantypes AS |List of transaction types supported for EBT
cards, separated by pipes (| ). See Section 6.2:
EBT Transactions.

gi ft_trantypes AS |List of transaction types supported for gift
cards, separated by pipes (| ). See Section 6.3
Gift Card Transactions.

check_trant ypes AS |List of transaction types supported for
checks and ACH, separated by pipes (| ). See
Section 6.4: Check Transactions.

supported _conns AS |List of connectivity methods for processor,

separated by pipes (] ). See Appendix C.6:
Connectivity Modes.

support ed_nodes A | Supported routes for sending transactions
online. Possible values:

AUTH - Authorization route only
SETTLE - Settlement route only
BOTH - Both authorization and settlement

supported i ndustries ANS |List of supported industries, separated by
pipes (| ). See Appendix C.5: Industry Codes.

di spl aynane ANS |Human-readable display name

hel pdesk_phone ANS |Contact information for the processor (if
available)

ver si on ANS |Module version number

features ANS |List of processor features, separated by pipes

(] ). See Appendix C.4: Processor Features.
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4.4.2 List Processor Fields

Get a datablock of settings for the processor module.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key

Req| Spec

Description

action

Y

procfiel ds

proc

Y A

Processing institution

Report

Fields

Key

Spec

Description

nane

ANS

Long-form name

reg_credit

A

Boolean flag indicating whether or not the
Setting is required when credit cards are
enabled

req_debit

Boolean flag indicating whether or not the
setting is required when debit cards are
enabled

req_gift

Boolean flag indicating whether or not the
setting is required when gift cards are enabled

req_ebt

Boolean flag indicating whether or not the
setting isrequired when EBT cards are
enabled

reg_di al

Boolean flag indicating whether or not the
setting is required when dial-up connectivity
is enabled

reg_ip

Boolean flag indicating whether or not the
setting is required when | P connectivity is
enabled

req_https

Boolean flag indicating whether or not the
setting is required when HTTPS connectivity
is enabled

req_ssl

Boolean flag indicating whether or not the
setting is required when SSL connectivity is
enabled

reqg_ot her

Boolean flag indicating whether or not the
setting is required when other connectivity is
enabled

reg_auth

Boolean flag indicating whether or not the
setting is required for authorization routes
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Report Fieds

Key

Spec

Description

req_settle

A

Boolean flag indicating whether or not the
setting is required when for settlement routes

len_mn

Minimum value length

| en_nmax

z

Maximum value length

field type

Allowed charactersin value. Possible values:

VAR _TYPE_ALPHA ONLY - Lettersonly
VAR _TYPE_ALPHA CAPS_ONLY -
Uppercase letters only

VAR _TYPE_ALPHA LOAER ONLY -
Lowercase |etters only

VAR _TYPE_NUM ONLY - Numbers only
VAR _TYPE_NUM W DASH_ONLY - Numbers
only, with dashes (- ) allowed

VAR _TYPE_NUM W DEC ONLY - Numbers
only, with decimal points(. ) allowed
VAR _TYPE_ALPHANUM- Letters and
numbers

VAR_TYPE_BOOLEAN DEF_TRUE -
Boolean values (yes/no,t r uelf al se)
only, defaultstot r ue

VAR _TYPE_BOOLEAN DEF_FALSE -
Boolean values (yes/no,t r uelf al se)
only, defaultstof al se

VAR _TYPE_BI NRANGE - BIN range
characters only

VAR TYPE_ANY - No restrictions

subnmtteronly

Boolean flag indicating whether or not
the setting is exclusively for Big Batch
Admin Users. See Section 4.11: Big Batch

Aggregation.

di spl aynane

ANS

Human-readable display name

desc

ANS

Human-readabl e description

4.4.3 Show Processor Status

Get the configuration of a processor's connection.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key

Req| Spec

Description

action

Y

procst at us

proc

Y A

Processing institution

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

confi gur ednet hods

AS

List of connection methods for processor,
ordered by priority, separated by semicolons
(; ). See Appendix C.6: Connectivity Modes.

consecerrors

N, Max
20

Consecutive error (connectivity) count for
processor/method

current net hod

The current default connectivity method
to use for the processor, takes into account
offline methods

of fl i nenet hods

ANS

List of vauesfor offline connectivity for
processor, ordered by priority, separated
by semicolons (; ). Each set consists of two
values. the connectivity method and the
time in seconds for how long the method
has been offline, both separated by a colon
(: ). Example: ssl : 60; ht t ps: 30. See
Appendix C.6: Connectivity Modes.

onl i nenet hods

AS

List of online connectivity methods for
processor, ordered by priority, separated
by semicolons (; ). See Appendix C.6:
Connectivity Modes.
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4.5 System Information

These requests return a variety of information, depending on the value of the sysi nf o
parameter.

45.1 List Country Codes

Get adatablock of supported country codes.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Reg| Spec Description
action Y sysinfo
sysinfo Y count rycodes
Report Fields
Key Spec Description
name ANS |Name of country
i so_al pha3 A, |Alphabetic country code (1SO 3166-1
Fixed 3 |apha-3)
i so_nuneric N, |Numeric country code (ISO 3166-1 numeric)
Fixed 3
i ana ANS |IANA top-level domain
45.2 List Currency Codes

Get adatablock of supported currency codes.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y sysinfo
sysinfo Y currencycodes
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Report Fieds
Key Spec Description

name ANS |Long-form name

i so_al pha A, |Alphabetic currency code (ISO 4217 alpha-3)
Fixed 3

i so_nuneric N, |Numeric currency code (1SO 4217 numeric)
Fixed 3

exponent N Number of digitsin exponent

4.5.3 Get License Information

Get detailed Monetra license information, such as transaction limits, company name,
restrictions, etc.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y sysinfo
sysinfo Y licinfo
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:
Authorization Codes.
msof t _code AS | Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code indicating success/

fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
admi ncount N, Max | The number of Monetra Administrator
10 |applications that can simultaneously connect
to the Monetra Server
annual _trans_limnt N, Max | Number of transactions allowed per year,

10 |or'0' for unlimited. If the Admin User is
configured with an email, warnings will be
sent out when the number of transactions
reaches 75, 85, and 95 percent of thislimit.
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Response Parameters

Key

Spec

Description

&7 Note: The progress towards the
limit isasliding window and is
not calculated on an annual basis.
For more information, seethis
FAQ. [https://www.monetra.com/
fagg/license-detail s/transaction-
throughput]

car dshi el ddevi ces

N, Max
10

The number of Encrypting Devices that can
simultaneously connect to the Monetra Server

cli ent count

N, Max
10

The number of Monetra Client applications
that can simultaneously connect to the
Monetra Server

conpnane

ANS

Name of Company associated with Monetra
license

flags

ANS

Various license configurations and add-ons.
Possible values:

e DEMO- Demo license

e EXTSQL - Alternative SQL databases
supported (that is, other than the default
SQLite). See https.//www.monetra.com/
fags/license-detail /sl -database-choices.

e UNSI GNEDVODS - Custom (unsigned)
modul es supported. See https.//
www.monetra.com/fags/license-detail &/
custom-modules.

e REMOTEI P - Leased line support.

e HSM- Use of an HSM for data encryption
supported. See https://www.monetra.com/
fags/security/does-monetra-support-hsms.

e LEVEL3 - Level 3 transactions supported.
See Section 5.8: Level I11.

* EMV - EMV (chip card) transaction
supported. See https://www.monetra.com/
emv.

* Bl GBATCH - Big Batch configuration
supported. See Section 4.11: Big Batch
Aggregation.

e | NTERCHANGE - Transaction responses
include low-level details from Monetra.

e TRANSAFE - Stand-in transactions
supported.

license_ id

N, Max
10

Unique license identifier
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Response Parameters

Key Spec Description
| i censecount N, Max | The number of Monetrainstances allowed to
10 |runinacluster
Max_ver si on AS |Maximum Monetraversion thislicense
supports
mer chant _restrictions AS |Any restrictions that may exist on what
processing institution or merchant account
numbers may be used
num users N, Max | Number of Merchant accounts allowed
10  |(O=unlimited)
0s ANS |The Operating System the license
is provisioned for. See https://
www.monetra.com/fags/license-detail s/
operating-system-choices.
partner _id N, Max | Partner ID who sold the license
10
required_nodul es AS |Semicolon-separated list of modules which
must be loaded
uni t er ncount N, Max | The number of UniTerm Devices that can
10 |simultaneously connect to the Monetra Server

454 List Time Zones

Get adatablock of alowed time zones.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend

Request Parameters

Key Reg| Spec Description
action Y sysinfo
sysinfo Y ti mezones
Report Fields
Key Spec Description
ti nezone AS |Time zone name

455 Get Transaction Types

Get alist of the various actions that different levels of users can perform.
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A user/subuser can perform only the actions for which they have explicit permissions. For
example, If an Admin User/Subuser needs to create a new Merchant User, then they need to
have the ADDUSER permission in madni nt ypes. Similarly, if aMerchant User/Subuser wants
to run a Return, then they need the permission RETURN int r ant ypes.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend

Request Parameters

Key

Req| Spec

Description

action

Y

sysinfo

sysinfo

Y

trantypes

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

madni nt ypes

AS

List of MADMIN permissions, separated by
pipes(| ), or al | for al permissions. Valid
values are any of the actionsin Chapter 4.
Admin User Actions.

adm nt ypes

AS

List of administrative permissions, separated
by pipes (| ), or al | for al permissions. Valid
values are any of the actionsin Chapter 5:
Main Merchant User Actions.

trant ypes

AS

List of transaction permissions, separated by
pipes(] ), oral | for all permissions. Valid
values are any of the actionsin Chapter 4.
Admin User Actions for Admin users/subusers
or Chapter 6: Merchant Subuser Actions for
Merchant users/subusers.

45.6 List Versions

Get adatablock of the versions for Monetra, the database schema, and the loaded modules, all

in these formats:
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» module name

+ display name
module type
module version

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y sysinfo
sysinfo Y ver si ons
Report Fields
Key Spec Description
nane ANS |Module name
di spl aynane ANS |Human-readable display name

type

ANS

Module type. Possible values:

LOG CAL MODULE - Sets up and manages
transactions

CONNECTI ON MODULE - Handles inbound/
outbound connections

PROTOCOL MODULE - Communicates with
processing institutions

CRYPTO MODULE - Cryptographic module
ENCRYPTI ON PROVI DER MODULE

- Communicates with externa card
encryption providers

ACCOUNT UPDATER MODULE -
Communicates with external account
update providers

Ver si on

ANS

Module version number
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4.6 System Logging

4.6.1 Log Levels

Thetable below outlines all of the available log levels and identifies which ones are considered
PCI compliant and which are not. As per PCI standards, non-PCl-compliant levels cannot

be logged to disk. If you attempt to set the logging level with any non-PCl-compliant flag,
Monetrawill reject the request. To log non-PCl-compliant levels, see Section 4.6.3: Write log
to Buffer.

(/ Note: If the obscur e flag is set for the user, only the PCl-compliant levels are allowed.

Level Compliance Description
INIT PCI Basic initialization info, such as Monetra version
CONF PCI Show configuration and startup details
WARN PCI Warnings such as misconfiguration, etc.
I NFO PCI Un-categorized short information (like stats)
TRAN PCI Basic information on when atransaction enters the
queue and isfinished
ERROR PCI Any significant error condition
CRIT PCI A critical/significant error which must not be ignored
TRAN_DETAI L PCI Basic incoming parameters as parsed (with sensitive
data sanitized)
CONN PCI Log connection details such as I P address, when it is
opened/closed/etc.
PROC PCI Log connection info to processors and details when
transacting
PROC_DETAI L PCI Log more detailed, sanitized, information such as the
traces
TRAN_TRACE Non-PCI Parsed incoming and outgoing transaction requests un-
obscured
TRACE_ I N Non-PCI Raw trace of datain and out from client connections
TRACE_QUT Non-PClI Raw trace of data between Monetra and the processors
SQL Non-PCI Raw SQL statements
DEBUG Non-PClI Very verbose, un-grouped data
DEV Non-PCI Reserved for internal development use only
PROC_TRACE Non-PClI Non-sanitized version of PROC_DETAIL
4.6.2 Set Logging Levels

Set the current log output levels for Monetra.
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This overrides the log levels that were set in main.conf at startup. The changes persist until
shutdown (or until this action isrun again).

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters
Key Req| Spec Description
action Y set | oggi ng

debug Y | AS |Listof loglevels, separated by pipes(] ).
For available levels, see Section 4.6.1: Log
Levels.

Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-

interna checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.6.3 Write log to Buffer

Write Monetralog to an in-memory buffer.

The only way to read alog with levels that are out of PCI complianceisby using anin-

memory buffer. This allows for temporary logging without changing the log levels written to
disk. To retrieve the log, see Section 4.6.4: Retrieve Log Buffer.

&7 Note: Default in-memory buffer sizeis 1 MB, and buffers are only available for a maximum
of 10 minutes.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key

Req| Spec

Description

action

Y

set | oggi ng

set | oggi ng

Y

buf f er

debug

O | AS

List of log levels, separated by pipes (| ).
For available levels, see Section 4.6.1: Log
Levels.

buffer size

Maximum size of the buffer, in bytes
(default 1 MB)

bufferid

Boolean flag indicating whether or not
aunique ID should be returned for this
buffer. ThisID islater used with a Retrieve
Log Buffer request to retrieve that specific
buffer. Otherwise, only one buffer (the
default buffer) can be used at atime.

filter _user

O | ANS

Restricts the log to capture activity for only
the Merchant User or Merchant Subuser
specified.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

bufferid

ID of buffer, if requested with
buf feri d=yes

4.6.4 Retrieve Log Buffer

Retrieve an in-memory log buffer.

This stops and retrieves an in-memory log buffer that was started with a Write log to Buffer
request. If you request a specific buffer by passing its buffer 1D, then that buffer is returned.
Otherwise, this returns the default buffer.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y set | oggi ng
set | oggi ng Y get buf f er
bufferid (0] N  |Buffer ID, asreturned from Write log to
Buffer request. If not specified, the request
will return the default buffer.
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1.
Authorization Codes.
nsof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
buf f er ANS |In-memory buffer of the log
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4.7 System Maintenance

4.7.1 Get Maintenance Level

Get the current maintenance level.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Reg| Spec Description
action Y sysinfo
sysinfo Y mai nt enance
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1.
Authorization Codes.
nmsof t _code AS | Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS | Detailed result code indicating success/

fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

mai nt enance A Current Maintenance mode. Possible val ues;

* none
e strict
e [imted

4.7.2 Set Maintenance Level

Put the Monetra Server into one of three maintenance modes: STRICT, LIMITED, or NONE.
These are typically used when you are upgrading Monetra and need to perform an import/
export on alive system.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key

Req| Spec

Description

action

Y

mai nt enance

| evel

Y A

Maintenance level. Possible values:

none - Open up everything for processing
(default)

I'i m ted - Disable add/edit/delete user
reguests and settlement requests but
allows standard transactions

strict - Disalow any requests besides
Set Maintenance Level, Import Database,
and Export Database

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

4.7.3 Export Database

Export the existing Monetra database to afile. Thisis normally used when you are upgrading
Monetrato a newer version that has a database schema break from the current one.

Thisiswhat will be exported during each stage:

» Stage 1 - Merchant accounts

» Stage 2 - CardShield keys/devices
» Stage 3 - Secure stored data (cards on file, recurring billing, etc)
» Stage 4 - Non-historic data (unsettled transactions, etc)

» Stage 5 - Historic data (settled batches, failed transactions, etc)

Y ou can specify a specific stage or arange of stages (1- 5 for al) inthe st ages parameter.

The export key returned in the response parameter key is critically important for the
subsequent i npor t request. Please secure this key somewhere safe.

(/ Note: The database must be exported to the local file system, and Monetra must have

permissions to write to the location.
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Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y export
file Y | ANS |Absolute path to file for import/export
st ages O | NS |Stageor range of stagesto export, e.g 1 or

2-4

ski p_madm n

Boolean flag indicating whether or not to
leave out Admin Usersin the export (see
Section 2.3: Users for the distinction).
Defaults to no, meaning that Admin Users
will be included in the export.

hsm car dshi el d_export

Boolean flag indicating whether or not to
export keys from HSM rather than keeping
them as HSM-protected. Defaultsto no.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

Human-interpretable text of transaction
outcome, meant to be passed on to display

key

Encryption key. Must be used in the
subsequent import request.

4.7.4 Import Database

Import the database file obtained from the previous expor t request into the Monetra database.
Thisis normally used when you are upgrading Monetra to a newer version that has a database

schema break from the current one.

(/ Note: The database must be imported from the local file system, and Monetra must have
permissions to read from the location.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y i nport
file Y | ANS |Absolute path to file for import/export
key Y X, |Unaltered encryption key obtained in the
Max |response to the export request
64
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
nsof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.7.5 Clear Transaction History

Clear the transaction history of avariety of record types for all Merchant Users.

By default, thiswill clear the history of voided, failed, and settled transactions for all of
Monetra. The pur gehi st parameter can be passed to change the record types cleared in this

request.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key

Req

Spec Description

action

Y

pur gehi st

bdat e

@)

ANS |Beginning date. See Appendix C.8: Date

Formats.

edat e

ANS |Ending date. If not specified, assume

infinite. See Appendix C.8: Date Formats.

pur gehi st

AS

List of record typesto purge from the
transaction history, separated by pipes (| ).
Possible values:

uncapt ur ed - Uncaptured transactions
fai | ed - Failed transactions

voi ded - Voided transactions

sett| ed - Settled transactions

sett| erec - Settlement records

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display
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4.8 Automated Admin Task Management

Monetra has a built-in task scheduler known by the common Unix name of "Cron". It
is capable of scheduling various tasks--such as history purges, settlements, and token
management--on a periodic basis.

Both Admin Users and Merchant Users can schedul e tasks with the Cron subsystem,

with some tasks allowed for only one user level and others allowed for both. This section
strictly applies to Admin User-level tasks. For Merchant User-level tasks, see Section 5.10:
Automated Merchant Task Management.

The Cron subsystem will email the results of each task to the specified addresses. For
Administrative User tasks, the Cron email system will use the email as specified in the main
Monetra configuration file. Monetra must be properly configured to send emails either viaa
local instance of sendmai | or avalid SMIP server location. For more information on this, see
the Secure Install Guide here [https.//www.monetra.com/documentation].

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y cron
cron Y A | The Cron function to perform. See
Section 4.8.1: Admin Cron Functions.
cron_date C | ANS |Frequency to run the task. See Section 4.8.2:
Admin Cron Date Format.
cron_task C A |Admin Cron task to schedule. See
Section 4.8.3: Admin Cron Tasks.
cron_data C N |Data specific to a Cron task. See
Section 4.8.4: Admin Cron Data.
cronid C N, |Unique Cron identifier, asreturned from
Max |audit. Only used for r enove and r un_t ask
20 |functions.
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Response Parameters

Key Spec Description
code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS |Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction

outcome, meant to be passed on to display

4.8.1 Admin Cron Functions

The following functions may be performed through the Cron subsystem:

cron Description
add Add the task to the Cron schedule

list List all scheduled tasks

renmove Remove the task from the Cron schedule
run_task

Run the task immediately. Thiswill not schedule the task. It
will only be run one time.

4.8.2 Admin Cron Date Format

The date format is very flexible to allow awide range of dates. Y ou can specify one or more
days of the week to run the task or certain days of the month, but you can only specify one

time per task. Theformat is:

<ti me>| <day/ dat e>[ ; <day/date>[;...]]

Format

Description

<tine>

Represented as HHW assuming a 24hr clock. (e.g. 1430 is
2:30pm)

<day/ dat e>

The standard, three-letter abbreviation for the day of the week,
or the numeric day of the month starting at 1. An asterisk (*)
represents every day, which is easier than specifying each day
of the week.

Example Formats:
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Format Meaning
0100| fri 1:00 am every Friday
0200] non; t hu 2:00am every Monday and Thursday
1200| 1; 15 12:00pm on the 1st and 15th of each month
2200]| * 10:00pm everyday

4.8.3 Admin Cron Tasks

Admin Users may specify one of the following tasks:

cron_t ask

Description

pur gehi st

Purges historical datafrom the database for all Merchant
Users.

pur geexpired

Purges expired cards/accounts within the token system for
all Merchant Users. Same as Section 4.10.2: Delete Expired
Tokens.

pur ger ecur hi st

Purges the history of recurring and installment payment
attempts within the recurring billing and storage system for all
Merchant Users. Same as Section 4.10.3: Clear Token History.

pur geuncapt ur ed

Purges al uncaptured transactions for all Merchant Users.

bi gbat chsettl e

Settles all open batches for the given Big Batch Account ID.

pur gebbhi st

Purges historical Big Batch data from the database for all Big
Batch Users.

account _updat er

Runs the Account Updater subsystem.

pur ge_account _updat er

Purges history of account updates for all Merchant Users.

(/ Note: Depending on the Cron task requested, you might receive a different response. For

example, cron=l i st will return acommar-separated list of scheduled tasks with the these
headers/fields: croni d, cron_t ask, cron_date, cron_data, | ast _ts, next _ts

4.8.4 Admin Cron Data

Some of the tasks above require additional datato perform their duty. The table below
summarizes any necessary information.

&7 Note: The number of days/months must be positive integers.
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cron_dat a Description
pur gehi st Number of daysto keep
pur geexpi red Number of monthsto keep (optional)
pur ger ecur hi st Number of days to keep
pur geuncapt ur ed Number of daysto keep
bi gbat chsettl e Big Batch Account ID
pur gebbhi st Number of daysto keep
account _updat er N/A
purge_account updater |Number of daysto keep
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4.9 License Management

There are three components that can be added on to the main Monetra license: Monetra Admin
GUI, Monetra Client GUI, and UniTerm. Each of these components has a number of licenses
registered with Monetra. These license counts are maintained by the Monetra Engine and are
licensed parameters within the engine itself; they are not related to the number of individual
Monetra Engine licenses you have. Each component is licensed separately with its own license
count.

The Admin and Client GUI licenses are tied to a machine. When either of those programsis
installed, itslicense is registered in relation to the machine on which it was installed.

The UniTerm licenses are tied to EMV devices. When adevice is used through UniTerm for
thefirst time, it will automatically be registered and attached to alicense. If there are no more
available licenses, then Monetrawill check the last-use timestamp of the oldest registered
license. If that license hasn't been used within the last 60 days, then it will become available
again for re-issue. This eases the process of dealing with devices and licenses.

@/ Note: If alicense is deactivated, it will enter a 7-day waiting period (" purgatory")
before becoming available again. More information on this can be found here: https://
www.monetra.com/fags/support/registrati on-failed-license-limit-exceeded.

4.9.1 Get License Counts

Get three pieces of information for each product: number of licenses currently in use, number
of licensesin 7-day waiting period, and total number of licenses in the engine.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y productli cense
productlicense Y count
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
msof t _code AS | Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.
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Response Parameters

Key Spec Description

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

adnmi n_count N Number of Admin GUI licenses currently in
use

admi n_hol d N Number of Admin GUI licenses currently
sitting in the 7-day waiting period

admin_limt N Number of Admin GUI licenses registered
with the engine (i.e. maximum use count)

client_count N  |Number of Client GUI licenses currently in
use

client_hold N Number of Client GUI licenses currently
sitting in the 7-day waiting period

client_limt N Number of Client GUI licenses registered
with the engine (i.e. maximum use count)

uni t erm count N Number of EMV devices currently registered

uni term hold N  |Number of device licenses currently sitting in

the 7-day waiting period

unitermlimt N Number of devices allowed to be registered
(i.e. maximum device count)

4.9.2 List Active Licenses

Get a datablock of licenses currently in use for all three components (Monetra Admin GUI,
Monetra Client GUI, and UniTerm).

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters
Key Req| Spec Description
action Y product!icense
productlicense Y list
active (0] A |Boolean value indicating whether to
show only active licenses or only inactive
licenses. Defaultstoyes
pr oduct 0] A |Licensed product. Possible values:
e ADM N
e CLIENT
e UNI TERM
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. If not specified, assume
infinite. See Appendix C.8: Date Formats.
id 0] N, |Uniquelicenseidentifier
Max
10
Report Fields
Key Spec Description
id N, Max |Unigue license identifier
10
pr oduct A Licensed product. Possible values:
e ADM N
e CLIENT
e UNI TERM
active A Boolean value indicating whether to show
only active licenses or only inactive licenses.
Defaultstoyes
producttype ANS |Type of product
serial num ANS |Product's serial number
| ast _access ts N Timestamp of last use, in seconds since the
Unix epoch
| ast _access_user nane ANS |Admin User and/or Subuser or Merchant User
and/or Subuser that last used the license

4.9.3 Deactivate License

Deactivate the specified license.
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(/ Note: To reduce fraud, this sends the license to a 7-day waiting period.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key

Req| Spec

Description

action

Y

productlicense

productli cense

Y

deactivate

id

Y N

Unique number identifying the license to
be deactivated, as obtained from the List
Licenses reguest.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretabl e text of transaction
outcome, meant to be passed on to display
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4.10 Token Management

This section deals with the administration and management of tokens and token groups for all
Merchant Users.

4.10.1 Manage Token Groups

This subsection concerns the management of token groups. Token groups exist to alow
Merchant Usersto share tokens with other Merchant Users. This easily enables a business
to aggregate the tokens across all their accounts and make those tokens accessible to any
Merchant User that needs them.

Generaly, an integrator would use this flow when working with token groups:

1. Create atoken group.

2. Add aMerchant User to the token group using the ner ch_t oken_gr oup parameter during
an adduser or edi t user request.

3. Create atoken as you normally would.
4. Usethe token with any Merchant User in that token group.

There are six different actions that can be performed on token groups: cr eat e, edi t, nove,
delete,list,andlist users.

4.10.1.1 Create Token Group

Create a new token group.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y recurringt okengroup
recurringt okengroup Y create
t oken_group Y | ANS, |Unique name for the token group
Max
32
flags O | AS |Listof token group flags, separated by pipes
(). Possible values:
account _updat er - Eligiblefor
account updater. See Section 4.13:
Account Updater.
custom custoner _fields O | ANS, |List of custom field namesto allow
Max |when adding/editing customersin this
32 |token group, separated by commas (, ).
The field names can have the character
set of 'a- z0-9_-". If present, thislist
supersedes and invalidates al field namesin
mer ch_cust oner _fi el ds.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
nmsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.10.1.2 Edit Token Group

Edit the flags and/or custom customer fields associated with the token group.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y recurringt okengroup
recurringtokengroup Y edit
t oken_group Y | ANS, |Unique name for the token group
Max
32
flags O | AS |Listof token group flags, separated by pipes
(). Possible values:
account _updat er - Eligiblefor
account updater. See Section 4.13:
Account Updater.
custom custoner _fields O | ANS, |List of custom field namesto allow
Max |when adding/editing customersin this
32 |token group, separated by commas (, ).
The field names can have the character
set of 'a- z0-9_-". If present, thislist
supersedes and invalidates al field namesin
mer ch_cust oner _fi el ds.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
nmsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.10.1.3 Move Token Group

Move all the tokensin one token group over to adifferent token group. Thiswill move every
token; there is currently no way to move only select tokens.

(/ Note: After this request, new tokens will continue to be added to the original token group.
To stop using the original token group and instead add tokens to the new token group, all
Merchant Users assigned to the original token group will need to be edited to use the new

token group.
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Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y recurringtokengroup

recurringtokengroup Y nove

t oken_group Y | ANS, |Unique name for the token group

Max
32
assi gn_group Y | ANS |Unique name for the token group to which
al tokens will be moved
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1.
Authorization Codes.

nmsof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS | Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.10.1.4 Delete Token Group

Delete atoken group. The token group must not have any tokens, nor can a Merchant User or

customer belong to the group.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y recurringtokengroup
recurringtokengroup Y del ete
t oken_gr oup Y | ANS, |Unique name for the token group

Max
32
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

4.10.1.5 List Token Group

Get adatablock of information for either all token groups, a specified token group, or the token
group that contains a specified token.

Access | evel

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.1: Admin User Authentication

Request Parameters

Key Req| Spec Description
action Y recurringtokengroup
recurringtokengroup Y list
t oken 0] N | Token, asreturned in the Recurring Add
request
t oken_gr oup O | ANS, |Unique name for the token group
Max
32
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Report Fieds
Key Spec Description
gr oup ANS, |Unique name for the token group
Max 32
flags AS |List of token group flags, separated by pipes

(). Possible values:

account _updat er - Eligible for account
updater. See Section 4.13: Account

Updater.

custom custoner _fields ANS, [List of custom field namesto allow when
Max 32 |adding/editing customersin this token group,

separated by commas (, ). The field names
can have the character set of 'a- z0-9_-". If
present, this list supersedes and invalidates all
fieldnamesinnerch_custonmer fiel ds.

num users N Number of Merchant Users in token group

num t okens N Number of tokensin token group

num cust oners N Number of customersin token group

4.10.1.6 List Token Group Users

Get a datablock of usersthat belong to atoken group as well as the token group they belong to,
optionally limited to a specified token group.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y recurringt okengroup
recurringtokengroup Y |istusers
t oken_group O | ANS, |Unique name for the token group

Max
32
Report Fields
Key Spec Description
user ANS |Name of Merchant User
group ANS, |Unique name for the token group
Max 32
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4.10.2 Delete Expired Tokens

Remove all tokensfor all Merchant Users from the Card Storage subsystem that have accounts
with expired cards. Thiswill only act on st or e and nont r ans tokens. This can be automated
on aperiodic basis with Monetra's Cron subsystem using cr on_t ask=pur geexpi red. To
instead update the account information for expired tokens, see Section 4.13: Account Updater.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4. Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y recurringpurgeexpired
keep_nont hs O N |Number of months back to keep
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.10.3 Clear Token History

Remove the token history of transactions that were run from the Recurring Billing subsystem
for al Merchant Users. This affects only transactions that were scheduled and used with
arecurringorinstall nent token. To schedule this request on a periodic basis with
Monetra's Cron subsystem, use cr on_t ask=pur ger ecur hi st .

This does not clear the transaction history; it clears the history of token usage, as viewed with
the List Recurring History request. To clear the transaction history, see Section 4.7.5: Clear
Transaction History.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y recurringpurgehi st
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. If not specified, assume
infinite. See Appendix C.8: Date Formats.
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1.

Authorization Codes.

nmsof t _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display
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4.11 Big Batch Aggregation

This section deals with the administration and management of Big Batch settlement through
the Big Batch Aggregator subsystem, which enables an integrator to aggregate batches from
multiple Merchant Users and settle them as one unit. For details on adding this feature to an
existing Monetrainstallation, contact support@monetra.com.

The basic concept behind Big Batch aggregation is that one administrative user will combine
separate batches from multiple merchantsinto one Big Batch file, which will be sent to the
processor as asingle unit. To achieve this, a Big Batch Admin User must first be set up.

This user will then have multiple Big Batch Merchant Users added to it. Each Big Batch
Merchant User on that account will correspond to a Merchant User that will be settling into
this aggregated batch. When a Merchant User settles their batch, it will go through strict
validation checks and be added to the Big Batch. When all the Merchant User batches have
been added to the Big Batch, the Big Batch Admin User will then settle it, which will send
the Big Batch online to the chosen processor. Y ou can determine which processors support
Big Batch settlement through Monetra by sending a List Processors request and checking the
f eat ur es column for the keyword Bl GBATCH.

The process works like this:

1. Create aBig Batch Admin User.

2. Create aBig Batch Merchant User for each Merchant User that will settle into this Big
Batch Admin User.

3. Link each Merchant User to its associated Big Batch Merchant User in the settlement route.

4, When desired, settle the Merchant User's open batch. Thiswill actually add the batch to the
Big Batch Admin User's open batch.

5. When desired, settle the Big Batch Admin User's batch. This will settle al the individua
Merchant User batches as one aggregated batch.

4.11.1 Manage Big Batch Admin Users

4.11.1.1 Add Big Batch Admin User

Add anew Big Batch Admin User.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y bi gbat chmmg
bi gbat chmmg Y addacct
descr Y | ANS |User-provided description
proc Y A |Processing ingtitution
enui | O | ANS |Email addressfor sending notices/cron
emails

In addition to the fields above, you must also popul ate processor-specific fields, which can be
determined with apr ocfi el ds request. Only the fields designated as "submitter only” are

relevant.
Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

bbacctid N Unique ID generated for each Big Batch
Admin User

4.11.1.2 Edit Big Batch Admin User

Edit an existing Big Batch Admin User.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y bi gbat chmmg
bi gbat chmg Y edi t acct
bbacctid Y N  |Unique ID generated for each Big Batch
Admin User
descr O | ANS |User-provided description
enui | O | ANS |Email addressfor sending notices/cron

emails

In addition to the fields above, you may aso populate processor-specific fields, which can be
determined with apr ocfi el ds request. Only the fields designated as "submitter only” are

relevant.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsof t _code

AS

Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

4.11.1.3 Delete Big Batch Admin User

Delete an existing Big Batch Admin User.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y bi gbat chmg
bi gbat chmmg Y del acct
bbacctid Y N  |Unique ID generated for each Big Batch
Admin User
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

4.11.1.4 List Big Batch Admin Users

Get adatablock of Big Batch Admin Users.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y bi gbat chmmg
bi gbat chmmg Y |istacct
bbacctid @) N  |Unique ID generated for each Big Batch
Admin User
Report Fields
Key Spec Description
bbacctid N Unique ID generated for each Big Batch
Admin User
proc A Processing institution
descr ANS |User-provided description
num ner chant s N Number of Big Batch Merchant Users

4.11.1.5 Get Big Batch Admin User Details

Get the information associated with the provided Big Batch Admin User.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y bi gbat chmmg

bi gbat chmmg Y get acct

bbacctid Y N  |Unique ID generated for each Big Batch

Admin User
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

descr ANS |User-provided description

proc A Processing institution

ensi | ANS |Email address for sending notices/cron emails

In addition to the fields above, any populated processor-specific fields will also be returned.

4.11.2 Manage Big Batch Merchant Users

4.11.2.1 Add Big Batch Merchant User

Add anew Big Batch Merchant User. The bbner chi d and aut ht oken returned in the
response will be used to link the settle route of the Merchant User to the newly created Big

Batch Merchant User.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y bi gbat chmmg

bi gbat chmmg Y addmner ch

bbacctid Y N  |Unique ID generated for each Big Batch
Admin User

descr Y | ANS |User-provided description

i ndcode Y A, |Industry code for processing transactions.

Max 2 | See Appendix C.5: Industry Codes.

car dt ypes Y | AS |Listof card types, separated by pipes (| ) or
pluses (+). See Appendix C.1: Card Types.

merch_tz O | ANS |Merchant'stime zone. See Section 4.5.4:

List Time Zones.

In addition to the fields above, you must also populate processor-specific fields, which can be
determined with apr ocf i el ds request. Only the fields NOT designated as "submitter only"

are relevant.
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS | Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

bbrer chi d N Unique ID generated for each Big Batch
Merchant User

aut ht oken AN  |Unique password generated for each Big
Batch Merchant User

4.11.2.2 Edit Big Batch Merchant User

Edit an existing Big Batch Merchant User.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y bi gbat chmmg

bi gbat chmmg Y edi t merch

bbrer chi d Y N  |Unique ID generated for each Big Batch
Merchant User

descr O | ANS |User-provided description

i ndcode O | A, |Industry codefor processing transactions.

Max 2 | See Appendix C.5: Industry Codes.

car dt ypes O | AS |Listof card types, separated by pipes (| ) or
pluses (+). See Appendix C.1: Card Types.

merch_tz O | ANS |Merchant'stime zone. See Section 4.5.4:

List Time Zones.

In addition to the fields above, you may also populate processor-specific fields, which can be
determined with apr ocf i el ds request. Only the fields NOT designated as "submitter only"

are relevant.
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretabl e text of transaction
outcome, meant to be passed on to display

4.11.2.3 Delete Big Batch Merchant User

Delete an existing Big Batch Merchant User.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |

CONFIDENTIAL

92



Request Parameters

Key Req| Spec Description
action Y bi gbat chmmg
bi gbat chmmg Y del merch
bbrer chi d Y N  |Unique ID generated for each Big Batch

Merchant User
Response Parameters

Key Spec Description

code A Transaction result code. See Appendix B.1.1.

Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

4.11.2.4 List Big Batch Merchant Users

Get adatablock of Big Batch Merchant Users for the provided Big Batch Admin User.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y bi gbat chmmg
bi gbat chmmg Y |istmerch
bbacctid Y N  |Unique ID generated for each Big Batch
Admin User
Report Fields
Key Spec Description
bbacctid N Unique ID generated for each Big Batch
Admin User
bbrer chi d N Unique ID generated for each Big Batch
Merchant User
descr ANS |User-provided description
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4.11.2.5 Get Big Batch Merchant User Details

Get the information associated with the provided Big Batch Merchant User.

Access | evel :
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.1: Admin User Authentication

Request Parameters

Key Req| Spec Description

action Y bi gbat chmrmg

bi gbat chmmg Y get merch

bbrer chi d Y N  |Unique ID generated for each Big Batch

Merchant User
Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS | Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

bbacctid N Unique ID generated for each Big Batch
Admin User

bbrer chi d N Unique ID generated for each Big Batch
Merchant User

aut ht oken AN  |Unique password generated for each Big
Batch Merchant User

descr ANS |User-provided description

proc A Processing institution

i ndcode A, |Industry code for processing transactions. See

Max 2 |Appendix C.5: Industry Codes.

cardtypes AS |List of card types, separated by pipes (| ) or
pluses (+). See Appendix C.1: Card Types.

zi pcode AN |Thezip codefor theretail location of the
Merchant or the Merchant's headquarters. 5 or
9 digitsfor US zip codes, or 6 alphanumeric
characters for Canadian postal codes.
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Response Parameters

Key

Spec

Description

nmerch_tz

ANS

Merchant's time zone. See Section 4.5.4: List
Time Zones.

In addition to the fields above, any populated processor-specific fields will aso be returned.

4.11.3 Manage Big Batches

This section deals with the management of batchesin the Big Batch subsystem.

4.11.3.1 Settle Big Batch

Send an aggregated Big Batch online for settlement with the processor.

Access | evel

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend

Request Parameters

Key

Req| Spec

Description

action

Y

bi gbat chsettl e

bbbat chi d

Y

2

Unique ID generated for each Big Batch

resubm t

@)

Boolean flag indicating whether or not the
batch should be resubmitted for settlement.
Only valid for batches that have been
previously settled or force-settled. Defaults
tono.

Boolean flag indicating whether or not to
reguest the settlement status of this batch in
the processor's system instead of attempting
to settle it. Defaultsto no.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretabl e text of transaction
outcome, meant to be passed on to display
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4.11.3.2 List Big Batches

Get a datablock of Big Batchesin the system, either for the entire system, for a specific Big
Batch Admin User, for a specific Big Batch, or based on the state of a Big Batch.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y bi gbat ch
bi gbat ch Y list
bbacctid 0] N  |Unique ID generated for each Big Batch
Admin User
bbbat chi d 0] N  |Unique ID generated for each Big Batch
state O | AS |Li¢t of batch statuses, separated by pipes

(). Possible values:

open - Batch can be added to.

cl osed - Batch cannot be added to, but
settlement has not occurred yet.

pendi ng - Settlement isin progress, and
the batch is locked.

at t enpt ed - Batch upload

was attempted, but there was a
communication error. Must be manually
resubmitted for settlement.

sett| ed - Batch was settled

successfully.
forcesettl ed - Batch was manually
settled offline.
Report Fields
Key Spec Description
bbaccti d N Unique 1D generated for each Big Batch
Admin User
bbbat chi d N Unique ID generated for each Big Batch
state AS |List of batch statuses, separated by pipes(] ).

Possible values:

open - Batch can be added to.

cl osed - Batch cannot be added to, but
settlement has not occurred yet.

pendi ng - Settlement isin progress, and
the batch is locked.

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |
CONFIDENTIAL 96



Report Fieds

Key

Spec

Description

at t enpt ed - Batch upload was attempted,
but there was a communication error. Must

be manually resubmitted for settlement.

set t| ed - Batch was settled successfully.

forcesettl ed - Batch was manually
settled offline.

settlets

Timestamp of last access or use, in seconds
since the Unix epoch

num trans

Total number of authorizations and returns

anount _trans

Aggregate authorization amounts minus
aggregate return amounts

num | evel 3

Number of transactions with Level 3line
items

num _ner chant _bat ches

Number of batches aggregated into this Big
Batch

4.11.3.3 List Big Batch Merchant User Batches

Get adatablock of individual merchant batches (owned by a Big Batch Merchant User) that
exist within an aggregate Big Batch (owned by a Big Batch Admin User). The batches can be

filtered by the provided Big Batch Merchant User, a specific Big Batch, or the state of aBig

Batch.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y bi gbat ch
bi gbat ch Y |'i st mer chbat ches
bbrer chi d C N  |Unique ID generated for each Big Batch

Merchant User

@]
s

bbbat chi d Unique ID generated for each Big Batch

state C | AS |[Listof batch statuses, separated by pipes
(). Possible values:

open - Batch can be added to.

cl osed - Batch cannot be added to, but
settlement has not occurred yet.

pendi ng - Settlement isin progress, and
the batch is locked.

at t enpt ed - Batch upload

was attempted, but there was a
communication error. Must be manually
resubmitted for settlement.

set t | ed - Batch was settled

successfully.
forcesett| ed - Batch was manually
settled offline.
Report Fields
Key Spec Description
bbrer chi d N Unique ID generated for each Big Batch
Merchant User
bbbat chi d N Unique ID generated for each Big Batch
bat chnum N, Max |Batch number
10
subnit _ts N | Timestamp of when batch was added to Big
Batch, in seconds since the Unix epoch
state AS |List of batch statuses, separated by pipes(] ).

Possible values:

open - Batch can be added to.

cl osed - Batch cannot be added to, but
settlement has not occurred yet.

pendi ng - Settlement isin progress, and
the batch islocked.

at t enpt ed - Batch upload was attempted,
but there was a communication error. Must
be manually resubmitted for settlement.
set t| ed - Batch was settled successfully.
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Report Fieds

Key Spec Description
forcesett| ed - Batch was manually
settled offline.
settlets N | Timestamp of last access or use, in seconds

since the Unix epoch

pd

num trans Total number of authorizations and returns

anount _trans M |Aggregate authorization amounts minus
aggregate return amounts

4.11.3.4 List Failed Transactions

Get adatablock of failed transactions in settled batches.

Transactions that fail during settlement have different effects on the batch depending on
whether the batch was transmitted with the online protocol or the Big Batch protocol. When
abatch is settled using the online protocol, afailed transaction will cause the entire batch to
be rejected. The merchant will then need to determine the cause of the failure (possibly by
working with the processor) and correct the issue before attempting the settlement again. No
money will move until the entire batch is correct and successfully submitted.

Big Batch settlement is different. When abatch is settled using the Big Batch protocol,

the batch will be approved or rejected based on considerations other than transactions. If
everything is correct with the submission, then the batch will be approved. At this point, if an
individual transaction fails, then it will not affect anything else in the batch. That is, money
will move for the transactions that were settled successfully, but no money will move for the
failed transactions. If there are failed transactionsin a Big Batch, then a merchant will need
to determine the cause of the failure (possibly by working with the processor) and correct the
issue, and then resettle those transactions.

This request can be used to determine which of the transactions in the settled batch failed. This
reguest is only relevant for processors that return a settlement response indicating the status of
individual transactions.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters
Key Req| Spec Description
action Y bi gbat ch
bi gbat ch Y listfailedtrans
bbacctid (0] N  |Unique ID generated for each Big Batch
Admin User
bbrer chi d C N  |Unique ID generated for each Big Batch
Merchant User
bbbat chi d o N  |Unique ID generated for each Big Batch
bat chnum @] N, |Batch number
Max
10
Report Fieds
Key Spec Description
bbacctid N Unique ID generated for each Big Batch
Admin User
bbner chi d N Unique ID generated for each Big Batch
Merchant User
bbbat chi d N Unique ID generated for each Big Batch
bat chnum N, Max |Batch number
10
subnit_ts N | Timestamp of when batch was added to Big
Batch, in seconds since the Unix epoch
ttid N, Max |Unique ID referencing a transaction within
19 |Monetra, as returned with the original
transaction
trantype A |Transaction type. Possible transaction types
are any listed in Chapter 6: Merchant Subuser
Actions.
cardtype A |Card type detected. See Appendix C.1: Card
Types.
anmount M |Amount of transaction
4.11.3.5 Clear Settled

Remove settled and force-settled transactions from the database.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y bi gbat ch
bi gbat ch Y pur ge
bdat e Y | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e Y | ANS |Ending date. If not specified, assume
infinite. See Appendix C.8: Date Formats.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
nmsof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS | Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.11.3.6 Purge Merchant Batch

Remove the provided Big Batch Merchant User's batch from the aggregate big batch. This
does not delete any transactions or batches at the Merchant User level.

Access | evel :
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.1: Admin User Authentication

Request Parameters

Key Req| Spec Description
action Y bi gbat ch
bi gbat ch Y pur gener chbat ch
bbrer chi d Y N  |Unique ID generated for each Big Batch
Merchant User
bbbat chi d Y N  |Unique ID generated for each Big Batch
bat ch Y N, |Batch number
Max
10
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

4.11.3.7 Force Settle Big Batch

Mark aBig Batch as settled within Monetra without sending it online to the processor or
requesting funding. See Section 5.5.4: Force-Settle Batch for asimilar action at the Merchant

User-level.
Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y bi gbat ch
bi gbat ch Y forcesettle
bbbat chi d Y N  |Unique ID generated for each Big Batch
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsoft code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display
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4.12 Push Notification Management

With Push Notifications/WebHookKs, it is possible to send notifications via HTTPS-POST
reguests to a merchant-defined endpoint for the occurrence of merchant-level events. There are
aseries of flags that can be configured to determine which events will trigger a notification.
Different merchants can be assigned to different endpoints.

To limit load on the system, notifications are aggregated and sent to each endpoint in 30-

second batches.

If Monetra sends a push notification to an endpoint and is not able to connect or receives an
HTTP response code that is not 200, then the POST request will reattempted later.

4.12.1 Notification Format

The data sent in the notification isa JSON object named t r ansact i ons, whichisaJSON
array of transactions. All transactions have a similar structure, with only a small number of
fields differing between transaction types. Below is atable detailing which fields are received
for which transaction types and what the various fields mean.

g 2
Be 3
55g3k
O
228 &
tEEEE
Key s IS A& | Spec Description
user nane Y| Y |Y ANS |Merchant User or Merchant Subuser that ran
the transaction
action Y| Y |Y AS |Action performed. Valid values are adni n
or any of the actionsin Chapter 6: Merchant
Subuser Actions.
adnmin Y AS |Admin action performed. Valid values are
any of the admin actions in Chapter 5. Main
Merchant User Actions.
code Y | Y |Y A Transaction result code. See
Appendix B.1.1: Authorization Codes.
cardtype ClY |Y AS  |For settlement or force settlement, list of
supported card types, separated by pipes (| ).
Otherwise, card type used to run transaction.
See Appendix C.1: Card Types.
ttid Y | Y | Y| N,Max [UniquelD referencing atransaction within
19 Monetra, as returned with the original
transaction
ts Y | Y |Y N Timestamp of when transaction was run, in
seconds since the Unix epoch
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Key

Main M er chant
User Actions

Subuser Actions

Settlement

Spec

Description

tranfl ags

<M er chant

ANS

Monetra-defined transaction flags. See
Appendix B.5.18: Transaction Flags.

ent r ynode

<

Fixed 1

Monetra-defined value indicating how
the transaction data was entered. See
Appendix B.4: Alphabetical Listing.

mer chant

ANS

JSON object containing two children:

i ndcode - Industry code
proc - Processing institution

request

ANS

JSON aobject containing various request
parameters sent with the original transaction
request, excluding sensitive data. See
Appendix A: Request Parameters.

response

ANS

JSON abject containing various response
parameters returned with the original
transaction response. See Appendix B:
Response Parameters.

i nt er change

ANS

If enabled, JSON object containing various
intercharge data returned with the original
transaction response. See Appendix B.5:
Raw Response Codes.

4.12.2 Add Endpoint

Add a new endpoint.

Access | evel:

Tabl e | egend:

Section 2.4.1: Admin User Authentication

Section 3.4: Parameter Formatting Legend

Request Parameters

Key Req| Spec Description
action Y pushnoti fication
pushnotification Y add
di spl ay_nane Y | ANS |Human-readable display name
url Y | ANS |URL of the endpoaint, prefixed with https://
event fl ags Y | AS |Listof push notification flags, separated by
pipes(] ). Possible values:
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Request Parameters

Key

Req

Spec

Description

Transaction Types:

aut h - Include normal auths (sale,
preauth, force, return)

veri fy - Include verification requests
(balanceing, avsonly)

set t | e - Include batch settlement
requests

edi t - Include edit requests (adjust,
preauthcomplete, fieldedit)

voi d - Include void/reversal requests

Modifiers:

decl i ned - Include declined transactions
i nt er change - Include interchange data

Card Types:

credi t - Include credit card transactions
debi t - Include debit card transactions
gi ft - Include private label gift
transactions

ach - Include ACH transactions

ebt - Include EBT transactions

aut ht ype

Type of HTTP authentication to use.
Possible values:

none
basi ¢

aut hnanme

Currently unused. In the future, thiswill be
the HTTP header name.

aut hdat a

ANS

For aut ht ype=basi ¢ authentication, the
base64-encoded user:password
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
interna checks. See Appendix B.1.2: Monetra

Codes.

phar d_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

id

Unique ID generated for each Push
Notification endpoint

4.12.3 Edit Endpoint

Edit an existing endpoint.

Access | evel

Tabl e | egend:

Section 2.4.1: Admin User Authentication

Section 3.4: Parameter Formatting Legend

Request Parameters

Key

Req| Spec

Description

action

Y

pushnoti fication

pushnotification Y edit

id Y N  |Unique ID generated for each Push
Notification endpoint

di spl ay_nane O | ANS |Human-readable display name

url O | ANS |URL of the endpoaint, prefixed with https://

event f | ags O | AS |Listof push notification flags, separated by

pipes(] ). Possible values:
Transaction Types:

aut h - Include normal auths (sale,
preauth, force, return)

veri fy - Include verification requests
(balanceing, avsonly)

set t| e - Include batch settlement
requests

edi t - Include edit requests (adjust,
preauthcomplete, fieldedit)

voi d - Include void/reversal requests
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Request Parameters

Key

Req| Spec

Description

Modifiers:

decl i ned - Include declined transactions
i nt er change - Include interchange data

Card Types.

credit - Include credit card transactions
debi t - Include debit card transactions
gi ft - Include private label gift
transactions

ach - Include ACH transactions

ebt - Include EBT transactions

aut ht ype

Type of HTTP authentication to use.
Possible values:

none
basi c

aut hnanme

Currently unused. In the future, thiswill be
the HTTP header name.

aut hdat a

C | ANS

For aut ht ype=basi c authentication, the
base64-encoded user:password

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age

ANS

Human-interpretabl e text of transaction
outcome, meant to be passed on to display

4.12.4 Delete Endpoint

Delete an existing endpoint.

Access | evel

Section 2.4.1: A

dmin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y pushnoti fication

pushnotification Y de

id Y N  |Unique ID generated for each Push

Notification endpoint
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to Monetra-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS | Detailed result code indicating success/
fail from processor. See Appendix B.1.3:
Processor Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

4.12.5 List Endpoints

Get adatablock of configured endpoints, optionally filtered by endpoint id.

Access | evel

Section 2.4.1: A

dmin User Authentication

Tabl e | egend:

Section 3.4: Parameter Formatting Legend

Request Parameters

Key Req| Spec Description
action Y pushnoti fication
pushnoti fication Y list
id 0] N  |Unique ID generated for each Push
Notification endpoint
Report Fields
Key Spec Description
id N Unique ID generated for each Push

Notification endpoint

di spl ay_nane

ANS

Human-readable display name

url

ANS

URL of the endpoaint, prefixed with https://

event fl ags

AS

List of push notification flags, separated by
pipes (| ). Possible values:
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Report Fieds

Key

Spec

Description

Transaction Types:

aut h - Include normal auths (sale, preauth,
force, return)

veri fy - Include verification requests
(balanceing, avsonly)

set t| e - Include batch settlement requests
edi t - Include edit requests (adjust,
preauthcomplete, fieldedit)

voi d - Include void/reversal requests

Modifiers:

decl i ned - Include declined transactions
i nt er change - Include interchange data

Card Types:

credi t - Include credit card transactions
debi t - Include debit card transactions
gi ft - Include private label gift
transactions

ach - Include ACH transactions

ebt - Include EBT transactions

aut ht ype

Type of HTTP authentication to use. Possible
values:

none
basi ¢

4.12.6 List Users

Get a datablock of Merchant Users registered to an endpoint, optionally filtered by endpoint
id. A Merchant User can be registered to an endpoint during an Add Merchant User or Edit
Merchant User request using the mer ch_pushnoti fi cati on_i d parameter.

Access | evel :

Section 2.4.1: Admin User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y pushnoti fication
pushnotification Y i stusers
id O N |Unique ID generated for each Push

Notification endpoint
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Report Fieds

Key Spec Description
user ANS |Name of user
di spl ay_nane ANS |Human-readable display name

endpoint _id N Unique ID generated for each Push
Notification endpoint
endpoi nt _ur| ANS |URL of the endpoint, prefixed with https://
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4.13 Account Updater

The Account Updater subsystem allows merchants to retrieve updated card numbers and
expiration dates for customer accounts (whether due to acard being lost or stolen, or simply a
new card being issued).

Currently, the Account Updater subsystem is only supported through TSY S. Enrolling in the
program requires a specia setup from TSY S and a sponsoring bank for approval. Note that
only the account updates are processed through TSY S; no other processing (like authorization
or settlement) with TSY Sis required.

4.13.1 Merchant User's Tokens

When a Merchant User is created or edited, the parameter ner ch_f | ags can be passed with a
value of account _updat er to mark the Merchant User's tokens as eligible for updates. See
Section 4.3.1: Add Merchant User.

(/ Note: mer ch_f | ags cannot be used if the Merchant User is part of atoken group. See
Section 4.13.2: Token Groups.

4.13.2 Token Groups

When atoken group is created or edited, the parameter f | ags can be passed with a value of

account _updat er to mark the group's tokens as eligible for updates. See Section 4.10.1.1:
Create Token Group.

4.13.3 Automated Account Updates

The Cron subsystem can be used to automate account updates. For details on this, see
Section 4.8: Automated Admin Task Management and Section 4.8.3: Admin Cron Tasks,
specifically thetasksaccount _updat er and pur ge_account _updat er.

4.13.4 List Counts

Get adatablock of update counts for each Merchant User and token group, optionally filtered
by Merchant User or token group.

Access | evel : Section 2.4.1: Admin User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |
CONFIDENTIAL 111



Request Parameters

Key Req| Spec Description
action Y liststats
liststats Y account updat er
bdat e Y | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e Y | ANS |Ending date. If not specified, assume
infinite. See Appendix C.8: Date Formats.
user O | ANS |Name of user. If not sent, appliesto all
users.
t oken_gr oup O | ANS, |Unique name for the token group
Max
32
Report Fields
Key Spec Description

user

ANS |Name of user

t oken_group

Max 32

ANS, |Unique name for the token group

updat e_count

N Number of tokens updated
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5 Main Merchant User Actions

5.1. Merchant SUDUSEr MaNagEMENT .........ceeiiiriiieiiiiie et e et e e e e e e aaes 115
5.1.1. Add Merchant SUDUSEY ...........eeeiiimiieeiiiiiiee ettt e e 115
5.1.2. Edit Merchant SUDUSES .........ocuriiiiiiiiie et 116
5.1.3. Delete Merchant SUDUSET .........cuuiiiiiiiieieeiie e 118
5.1.4. List Merchant SUDUSEN'S .......coccuureiiiiiiiiei ittt 119
5.1.5. GEL PEIMISSIONS ......ceiiiiiiiiiee et ee e e e et e e e e e e e e e e e e e e e e s snnnnaeeeeaeeas 120
5.1.6. Change PassWOrd ..........ccouiueiieiiiiiieeiiiie et e e a e 121
o300 I A [ o1 oo QX oo 1 o | SRR 121
5.1.8. Get Merchant INfOrMBatioN .............eeeeiiimiieiiiiiie e 122
5.1.9. Get Merchant ConfigQUIaion ............cooiuereeriiireee e 125

5.2. Tokens and ReCUITiNg PayMENLS ...........oeiiiiiiiiieiiiiee et 127
5.2.1. Add Token or Recurring Payment ..........cceeveiiiimieenniiiee e 127
5.2.2. Edit Token or Recurring PayMent ...........ccoooueiieiiiiieeeiiieee e 129
5.2.3. Delete Token or Recurring Payment ..........oocvvvveiiiiieeiiiiiiee e 131
5.2.4. List Tokens and Recurring PayMents ............oooiiimeeeiniiieeeiiieee e 132
5.2.5. Gt TOKEN COUNE ...ttt es 135
5.2.6. List RECUITING HiSIOMY ......oviiiiiiiiie e 135
5.2.7. Clear TOKEN HIStOIY ....ccccuviiieiiiiiieeiiiee et 137
5.2.8. Delete EXPIred TOKENS ......ccoiiuiiiieiiiiiee et 137

5.3. Customer ManagEMENT .........cuviiiieiiee e e e e e e e e s e 139
L0 1 AN [0 I O o 1 = P PRESR 139
LT T2 o [ A O T o 1= USSR 141
5.3.3. DEEE CUSLOMES ......eeiiiiiiiiieeeiie ettt s e s 143
LI A T B O o 0= £ 144
5.3.5. AU AQUIESS ...ttt 147
5.3.6. Eit AQArESS ....oveiiiiiee ettt 149
5.3.7. DElEIE AQUIESS .....evviieiiiee ettt e e e e e e e e e e e s e s e e e aeeeaann 150
5.3.8. LISt AUQAMESSES .oeiiiieeei ittt s et e e e e e e e s e aaee e e e e e e e e nnerneeeas 151

5.4. TransaCtion MaNagEMENL ..........eeeieiiirieeiiiiiee et et e e e e e e nbeeee e 153
5.4.1. Edit Transaction DEtailS ............ccueiiiiiiiiiiiiiiiie e 153
N e (oY o T o RSP 153

5.5. BaCh MaNagEMENT .........eeiieiiiiiie ettt 155
5.5.1. Set Batch NUMDEY .....cooiiiie e 155
5.5.2. Renumber Single BatCh ..........coiiiiiiiiiii e 156
B5.5.3. ClOSE BACN oot e e 157
5.5.4. FOrce-Settle BalCh .........cvviiiiiiiee e 158
B5.5.5. UNSALIE BAICH ...ooiiieieiieiee e 159

N S = oo £ OO P PR PR 161
5.6.1. GEL RBW DA .....eveiiiiiiie ettt 161
5.6.2. Get Unsettled TranSaCtioNS ..........cooiuiiieeiiiiieeeiiiiee e 166
5.6.3. Get Settled TranSaCtioNS .........ovveiiiiiieeiiiiee e 172
5.6.4. Get Failed TranSaCtioNS ..........oviiiiiiieeiiiiiiee et 178
5.6.5. Get Transaction DELalS .........ccuviiiiiiiiiie e 183
5.6.6. Get Unsettled BaCh TOAIS .....cveiiiiiieeiiiiiie et 184
5.6.7. Get Settled BaCh TOAIS .....cceiiiiiiieiiiiee e 187
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5.7. HIStOry MaINTENGNCE .....ceeiiiiiieeiiiiiie ettt e ettt e et e s e s e e 192

5.7.1. Clear TransaCtion HiSIOMY ........ccooiuiiiiiiiiiiee e 192
5.7.2. Clear Uncaptured TranSaClioNS ...........cooirirrieiiiiiieeesiieee et 193
5.7.3. Clear Failled HiStOrY .......oooiiiiiiiiiiiiee e 194
5.7.4. SECUIE TIaNSACIONS .......eeieiiieiiieeiiieeee e ettt e e ettt et e e e s e e s e e s nnbnnee e e 195
5.8 LBVEL T et 196
5.8. 1. Add LiNE HTEIM ittt e e 197
5.8.2. DElEtE LiNE ITEM ..ottt 199
5.8.3. LISt LINE ITEBMS ..ottt 200
5.9, IMBOE SLOTAOE ..o eei ittt e e e s e e e s 202
5.9. 1. AT IMBOE ..ottt 202
5.9.2. DEEE IMAJE ....oeiiiiiieieiet e 202
5.9.3. LISt IMBOES ...eeiiiiiiiieiiiet ettt e e e e e 203
5.10. Automated Merchant Task Management ............ccoeveiiiiiieiiiiiiee e 206
5.10.1. Cron FUNCLIONS ....coiiiiiiieiiiieee ettt e s e e e e 207
5.10.2. Cron Date FOIMMEL ........ooeeiiieiiee et e e 207
5.10.3. CrON TASKS ...eeeieiiiiiiee ettt 208
I L0 A O o g i D - = PP P PP 208
5.11. Transaction EXPOr/IMPOIT .......cooiiiiiiiiiiiiiee et e e 209
5.11.1. EXPOIt TraNSACtION ...c.evviieiiiiiie ettt e e 209
5.12.2. IMPOIt TraNSACHION .....eveieeiiiiiie ettt e e e 210

The following sections in this chapter detail the actions that main Merchant Users with
sufficient privileges are alowed to perform.

Please review the required permission level to send main Merchant User actions. See
Section 2.4.2: Merchant User Authentication.
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5.1 Merchant Subuser Management

Subusers alow multiple people to run transactions with varying permission levels. If more
than one person will have access to the system, then it is recommended to create subusers that
are granted the minimum permissions they require to perform their duties. See Section 2.3.3:
Permissions for information on assigning permissions.

When sending transactions as a subuser, thisformat is used:
nmer chuser : subuser

For example, if Merchant User St or e_Manager created the subuser cl er k1, then that
subuser would use user nanme=St or e_Manager : cl er k1 to run transactions through
Monetra.

The actions outlined in this section provide a means to manage all subusers on the account.

@/ Note: Thereis amajor difference between "subusers' and "subaccounts'; the two terms
should not be confused. Subusers deal with permissions and running transactions, while
subaccounts deal with processing and splitting routes.

5.1.1 Add Merchant Subuser

Add anew subuser.

{/ Note: Thereis no limit to the number of subusersthat can be added for a particular account.
We recommend you add one for each individual that will have access to the system,
especially for reports and/or transactions that return funds.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y subuser add
user Y | ANS, |Username
Max
256
pwd Y | ANS, |Password. Must be mix of uppercase |etters,

Max |lowercase letters, numbers, and special
256 |characters.

passwor d_expired O A |Boolean flag indicating whether or not to
set the user's password as expired, which
will force a password change at next login.
Defaultsto no.
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Request Parameters

Key

Req| Spec

Description

adm nt ypes

Y | AS

List of administrative permissions for the
subuser, separated by pipes(| ), or al | for
all permissions. Valid values are any of the
actionsin Chapter 5: Main Merchant User
Actions.

trant ypes

List of permitted transaction types,
separated by pipes (] ), or al | for all
transaction types. Available transactions are
any listed in Chapter 6. Merchant Subuser
Actions.

userfl ags

List of flags for the subuser, separated by
pipes(] ). Possible values:

obscur e - Always obscure sensitive data
unat t ended - Prevent the password
from expiring (useful for connected
integrations)

sel f vi emonl y - Restrict reports to show
only this subuser's data

aut has - Allow subuser to run
transactions as other subusers

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsof t _code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretabl e text of transaction
outcome, meant to be passed on to display

5.1.2 Edit Merchant Subuser

Edit an existing subuser.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y admin
admi n Y subuser edi t
user Y | ANS, |Username
Max
256
pwd O | ANS, |Password. Must be mix of uppercase |etters,
Max |lowercase letters, numbers, and special
256 |characters.
passwor d_expired O A |Boolean flag indicating whether or not to
set the user's password as expired, which
will force a password change at next login.
Defaultsto no.
adni nt ypes O | AS |List of administrative permissions for the
subuser, separated by pipes(] ), or al | for
al permissions. Valid values are any of the
actionsin Chapter 5: Main Merchant User
Actions.
trant ypes 0] A |List of permitted transaction types,
separated by pipes(] ), or al | for al
transaction types. Available transactions are
any listed in Chapter 6: Merchant Subuser
Actions.
userfl ags O | AS |Listof flagsfor the subuser, separated by

pipes(] ). Possible values:

obscur e - Always obscure sensitive data
unat t ended - Prevent the password
from expiring (useful for connected
integrations)

sel fvi ewonl y - Restrict reports to show
only this subuser's data

aut has - Allow subuser to run
transactions as other subusers
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to system-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

5.1.3 Delete Merchant Subuser

Delete an existing subuser from the system.

Access | evel

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.2: Merchant User Authentication

Request Parameters

Key Req| Spec Description
action Y admi n
adnmi n Y subuser de
user Y | ANS, |Username
Max
256
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsoft code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.1.4 List Merchant Subusers

Get adatablock of subusers (and associated data) assigned to the Merchant User, optionally
limited to asingle provided subuser.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y adm n
admi n Y subuserl i st
user O | ANS, [Username
Max
256
Report Fields
Key Spec Description
user ANS, |Username
Max
256
mast er A Boolean flag indicating whether or not the

account is a master account

trant ypes A List of permitted transaction types, separated
by pipes(| ), or al | for al transaction types.
Available transactions are any listed in
Chapter 6: Merchant Subuser Actions.

adni nt ypes AS |List of administrative permissions for the
subuser, separated by pipes(| ), or al | for
al permissions. Valid values are any of the
actionsin Chapter 5: Main Merchant User
Actions.

userfl ags AS |List of flagsfor the subuser, separated by
pipes(] ). Possible values:

obscur e - Always obscure sensitive data
unat t ended - Prevent the password from
expiring (useful for connected integrations)
sel f vi ewonl y - Restrict reports to show
only this subuser's data

aut has - Allow subuser to run transactions
as other subusers

obscure A Boolean flag indicating whether or not to
always obscure sensitive data
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Report Fieds

Key

Spec

Description

unat t ended

A

Boolean flag indicating whether or not the
account is marked as unattended

pass_expire_secs

N, Max

19

Number of seconds until the password expires
(or - 1 for never or O for expired)

| ocked

Boolean flag indicating whether or not the
account is locked

5.1.5 Get Permissions

Get a datablock of administrative actions and transaction types allowed for the calling

Merchant User/Subuser.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
adm n Y get per ns
Report Fields
Key Spec Description
trant ypes A List of permitted transaction types, separated

by pipes (| ), or al | for al transaction types.
Available transactions are any listed in
Chapter 6: Merchant Subuser Actions.

adm nt ypes

AS

List of administrative permissions for the
subuser, separated by pipes(] ), or al | for
all permissions. Valid values are any of the
actionsin Chapter 5: Main Merchant User
Actions.

userfl ags

AS

List of flags for the subuser, separated by
pipes(] ). Possible values:

obscur e - Always obscure sensitive data
unat t ended - Prevent the password from
expiring (useful for connected integrations)
sel f vi ewonl y - Restrict reports to show
only this subuser's data

aut has - Allow subuser to run transactions
as other subusers
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Report Fieds

Key Spec Description
obscure A Boolean flag indicating whether or not to
always obscure sensitive data
unat t ended A Boolean flag indicating whether or not the
account is marked as unattended

5.1.6 Change Password

Change the password of the calling user/subuser.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y adni n

admi n Y chngpwd

pwd Y | ANS, |Password. Must be mix of uppercase |etters,
Max |lowercase letters, numbers, and special
256 |characters.

Response Parameters
Key Spec Description
code A | Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsoft code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretabl e text of transaction
outcome, meant to be passed on to display

5.1.7 Unlock Account

Unlock a Merchant Subuser under the calling Merchant User. A Merchant User can unlock

only the subusers that it has created.

An account can be locked due to exceeding the limit of password tries. See the entry for
password_| ockout _seconds inthe Secure Install Guide [https://www.monetra.com/
documentation] for more information on password lockouts.
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Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y admi n

adm n Y unl ockacct

user Y | ANS, |Subuser to unlock
Max
256

Response Parameters

Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.1.8 Get Merchant Information

Get the merchant parameters (most start with ner ch_*) that were set when creating or editing

this merchant.
Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y adni n
admi n Y mer chi nf o
nmer chi nfo Y t er npar ans
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:
Authorization Codes.
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Response Parameters

Key Spec Description
msof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
count rycode N, 3 |A reference code to the country the Merchant
isprocessing in. (1SO 3166-1 numeric, ex:
USA = 840).
currencycode N, 3 |A reference code to the currency the Merchant
isprocessing in. (1SO 4217, ex: USA = 840).
nmer ch_nane ANS |Merchant's name
merch_addr 1 ANS |Merchant'saddress- line 1
mer ch_addr 2 ANS |Merchant's address- line 2
mer ch_addr 3 ANS |Merchant's address- line 3
nmer ch_phone ANS |Merchant's phone number
merch_enai | ANS |Merchant's email
merch_url ANS |Merchant's website URL
mer ch_| ang A |2-character language code. Possible values:
en for English
fr for French
es for Spanish
de for German
it forltalian
mer ch_cashback ANS [List of dollar amountsto display on screen
during cash back prompting, separated
by pipes (| ). All values are whole dollar
amounts, and the letter O can be used to
indicate the ability to enter a custom amount.
For example, 5| 10| 25| Owould prompt for
$5, $10, $25, or Other.
mer ch_cashbackmax M Maximum cash back amount, if allowed to
entered a custom value
mer ch_cashback_purchnmin M Minimum cash back purchase amount
mer ch_ti pper cent M Merchant tip percentages to display
merch_nsr_nosig limt M Limit to not require asignature for MSR
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Response Parameters

Key

Spec

Description

nmer ch_enc_provi der

A

Processor-level, end-to-end encryption.
Currently, only avalue of bl uefinis
supported

merch_| 3_commuodi t ycode

AN

Level I11 Iltem Commodity Code. International
description code of the individual good

or service being supplied. Required if
prepop_l evel 3issetinnerch_fl ags.

merch_| 3_description

ANS

Item Descriptor. Merchant-defined description
of theitem or service being sold. Required if
prepop_|l evel 3issetinmerch_fl ags.

merch_| 3_product code

ANS

Product Code. Merchant-defined code for
the item being purchased, such asa UPC
number, SKU, or Item Number. Required if
prepop_|l evel 3issetinmerch_fl ags.

nmerch_tax_rate

Tax rate as a percentage between 0.1 and
49.99. Required if prepop_| evel 3issetin
merch_fl ags.

mer ch_t oken_group

ANS,
Max 32

Token group. See Section 4.10.1: Manage
Token Groups.

merch_custom fi el ds

ANS

List of custom field namesto allow for
specifying custom fields sent with a
transaction, separated by commas (, ). The
field names can have the character set of a-
z0-9_- and be up to 32 characters each.

* During each transaction request (e.g.

sal e, preaut h, r et ur n), one or more of
the configured merchant custom fields may
be specified using the standard key/value
pair format as defined by the protocol. This
datawill be stored with the transaction
record.

* Merchant custom fields can be

updated during f i el dedi t, adj ust,
preaut hconpl et e, Oor capt ur e requests.
* For each merchant custom field
configured for a merchant, a new column
will appear inthegut , gl , and gf t reports
and will contain any custom data presented
with each transaction..

nerch _req fields

AS

List of field namesto require for every
transaction, separated by commas (, ).
Possible values:
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Response Parameters
Key Spec Description

t ax

exanmount

custref

order num

stationid

clerkid

conment s

car dhol der nane

descnerch

descl oc

cvv?2 (but only required if online and not
EMV or Swipe)

zi p (but only required if online and not
EMV or Swipe)

any of thenerch_custom fi el ds

5.1.9 Get Merchant Configuration

Get a datablock of configurations for each card type (Visa, ACH, etc.) that the calling
Merchant User supports, as set with Section 4.3.1: Add Merchant User or Section 4.3.2: Edit
Merchant User. This can be used to determine the route that Monetra will take when presented

with each cardtype.
Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y adni n
admi n Y mer chi nfo
Report Fields
Key Spec Description
cardt ype A Card type detected. See Appendix C.1: Card
Types.
aut h_proc ANS |Processor configured for authorization route
settle_proc ANS |Processor configured for settlement route
aut h_ner chi d ANS |MID or TID configured for authorization
route (if applicable)
settle_nerchid ANS |MID or TID configured for settlement route
(if applicable)
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Report Fieds

Key Spec Description
aut h_sub N, Max | Authorization subaccount
10
settle_sub N, Max |Settlement subaccount
10
i ndcode A, |Industry code for processing transactions. See
Max 2 |Appendix C.5: Industry Codes.
trant ypes A List of permitted transaction types, separated
by pipes(| ), or al | for al transaction types.
Available transactions are any listed in
Chapter 6: Merchant Subuser Actions.
env AS |List of EMV entry modes, separated by pipes
(). Possible values:
CONTACT
CONTACTLESS
mac_required AS |Typeof MAC'ing required, if any. Possible
values:
none
yes
dukpt
gi ft _binrange NS |BIN range (gift cards only). See
Appendix C.10: BIN Range Format.
can_standin A Boolean flag indicating whether or not stand-
in (store and forward) is alowed
aut h_procfeatures ANS |List of processor features for the authorization
route, separated by pipes (| ). See
Appendix C.4: Processor Features.
settl e_procfeatures ANS |List of processor features for the settlement

route, separated by pipes (| ). See
Appendix C.4: Processor Features.
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5.2 Tokens and Recurring Payments

This section covers two separate but intertwined subsystems: Card Storage and Recurring
Billing. The Card Storage subsystem in Monetra provides an advanced and security-compliant
method that uses military-grade encryption and modern security practices for storing and
replacing sensitive account data with sanitized, pseudo card numbers (tokens) that can be

used for future transactions. The Recurring Billing subsystem in Monetra offers merchants a
robust, secure, and completely integrated way to establish and automatically process repetitive
payment transactions, such as monthly subscriptions.

The ability to securely store sensitive account data and automatically perform recurring
billing operations adds convenience for day-to-day business processes while maintaining full
compliance with credit card industry security guidelines.

Card data stored in Monetrais replaced in the POS system by a token, eliminating the sensitive
information that otherwise could be subject to compromise. The token is then used in place

of the actual card number when performing transactions (such as sales) for that card. When a
transaction using that token is performed, Monetrawill internally replace the token with the
corresponding card's data, so the actual card datais never exposed.

There are four different types of tokens:

st or e - Thiswill keep the card in the system for later use at an unspecified time. This could
be used by an Ecommerce site storing a card with a user's profile.

recurring - Thiswill runasale at aset interval for a specified duration or indefinitely. A
magazine could use thisto bill its customers every month.

i nstal | ment - Thiswill runasaleat aset interval until the total amount is paid off. Thisis
relevant for amerchant providing layaway plans to customers.

nont r ans - Thistoken cannot be used for running transactions; the token is only used to
store the card information in a safe and secure way. One use case with thistypeis a parking
garage that needs to track timein and time out based on the card presented.

(/ Note: All recurring/installment transactions run at the same time each day (for
the transactions that are set to run that day). Thetimeissetinpref s. conf in
recurring_schedul e_ti me, which defaultsto 10 pm.

(/ Note: Once acard is entered for storage, the real account number can never be extracted again
viathe API. Only the card type and a truncated account number will be returned.

5.2.1 Add Token or Recurring Payment

Create a new token in the Card Storage subsystem, optionally also entering it into the
Recurring Billing subsystem.

The various ways that card/account information can be sent to Monetra are the same as
for a sale/authorization request and will not be reiterated below. For details on this, see
Appendix A.1: Account Information.
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If aMerchant User is part of atoken group, then all tokens created will be added to that token
group's pool, meaning any member of the token group can then use, edit, and delete the token.
See Section 4.10.1: Manage Token Groups for more information on token groups.

Required and optional parameters for each token type:

store recurring |installnent| nontrans
Account Data Y Y Y Y
anount Y Y
frequency Y Y
bdat e O 0]
edat e O
i nstallnment _total Y
active @) @) @) @)
Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y admi n
admi n Y recurringadd
account data Y Multiple methods. See Appendix A.1:
Account Information.
type Y A |Type of token. Possible values:
store
recurring
i nstal | nent
nontrans
mat chi ng_t oken O A |Boolean flag indicating whether or not to
search for tokens matching this account. If
found, the token will be updated instead of a
new token being added. Defaultsto no.
anount C M |For recurring payments, amount to charge
every payment. For installment payments,
total amount to charge across all payments.
frequency C A |For recurring and installment tokens,
frequency of billing. Possible values:
dai |y - Every day
veekl y - Every week
bi weekl y - Two times per month
mont hl y - Monthly
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Request Parameters

Key Req| Spec Description

bi mont hl y - Every other month
quarter|y - Four times per year
senmi annual | y - Two times per year
annual | y - Every year

bdat e C | ANS |Beginning date. See Appendix C.8: Date
Formats.

edat e C | ANS |Ending date. See Appendix C.8: Date
Formats.

i nstal | nent _total C N, |For installment payments, the total number
Max 2 | of payments to make

active 0] A |Boolean flag indicating whether or not to
mark token as active. Defaultsto yes.

descr O | ANS, |Free-form description

clientref (@] N, [Client reference number

custoner _id (@] N, |Customer ID, as returned from the Customer
Max |Management subsystem

Response Parameters
Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

msof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

t oken N, Max |[Token ID
19

5.2.2 Edit Token or Recurring Payment

Edit an existing token's data in the Card Storage subsystem or a recurring payment in the
Recurring Billing subsystem. The token must be in active status.
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It isinvalid to change the token type when editing an token. Instead, a new token should be
created from the original, which is done by referencing the original token's number when
creating the new one. The account data will be pulled from the original token and used for the
new one. The sameistrue for the frequency and start date of recurring and installment tokens
after the cycle has been started.

In addition to the parameters below, card/account information can be updated as per the
parametersin Appendix A.1: Account Information.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y recurringedit
t oken Y N, |TokenID
Max
19
account data @) Multiple methods. See Appendix A.1:

Account |nformation.

anmount 0] M |For recurring payments, amount to charge
every payment. For installment payments,
total amount to charge across all payments.

bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
i nstal | nent _t ot al 0] N, |For installment payments, the total number
Max 2 |of payments to make
active 0] A |Boolean flag indicating whether or not to
mark token as active. Defaultsto yes.
descr O | ANS, |Free-form description
Max
2048
clientref (@] N, |Client reference number
Max
19
custoner _id O N, |Customer ID, asreturned from the Customer
Max |Management subsystem
19
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.2.3 Delete Token or Recurring Payment

Delete an existing token in the Card Storage subsystem and its associated data. If the token is
set up for recurring payments, then those payments will stop.

Access | evel :

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.2: Merchant User Authentication

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y recurringdel
t oken Y N, |TokenID
Max
19
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:
Authorization Codes.
msof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.2.4 List Tokens and Recurring Payments

Get adatablock of tokens for the Merchant User or token group, optionally limited by various

parameters.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y adm n
admi n Y recurringlist
account 0] N  |Account humber on card
t oken (0] N, |TokenID
Max
19
active 0] A |Boolean flag indicating whether or not to
reference active tokens. Defaultsto yes.
expdat e_end O | N,4 |Last expiration date in the future to show,
or6 |formattedasMMYY or YYYYMM
type @] A |Type of token. Possible values:
store
recurring
i nstal | nent
nontrans
clientref O N, |Client reference number
Max
19
customer _id 0] N, |Unique D assigned to customer
Max
19
car dhol der nane O | ANS |Name on card/check
cardtypes O | AS |Listof card types, separated by pipes(] ).
See Appendix C.1: Card Types.
Report Fields
Key Spec Description
t oken N, Max | Token ID
19
type A | Typeof token. Possible vaues:
store
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Report Fieds

Key Spec Description
recurring
i nstal | nent
nontrans
create_ts NS |Timestamp of when token was created,
YYYY-MM-DD HH:MM:SS +/-2Z7Z
update_ts NS |Timestamp of when token was last updated,
YYYY-MM-DD HH:MM:SS +/-Z2Z27Z
flags AS |List of token flags, separated by pipes (| ).
Possible values:
PROC_TOKEN - Processor token
ACCT_BUSI NESS - ACH business account
ACCT_SAVI NGS - ACH savings account
active A Boolean flag indicating whether or not
the token is active, or done for completed
installment tokens.
cardtype A |Card type detected. See Appendix C.1: Card
Types.
abarout e N, 9 |ABA routing number from check
account N Account number on card
expdat e N, 4 |Expiration date printed on card, MMYY
car dhol der nane ANS |Name on card/check
street ANS |Billing street address for card
zip AN |Zipcodefor AVS. 5or 9digitsfor USzip
codes, or 6 alphanumeric characters for
Canadian postal codes.
descr ANS, |Free-form description
Max
2048
clientref N, Max |Client reference number
19
customer _id N, Max |Unigue ID assigned to customer
19
cust oner _di spl ay_nane ANS |Display name of customer
anount M |For recurring payments, amount to charge
every payment. For installment payments,
total amount to charge across all payments.
cof transid N Transaction ID returned from the first COF

transaction. Must be sent on all subsequent
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Report Fieds

Key Spec Description
COF transactions. Not needed when
referencing a stored token.

cof _aut hanount M Authorized amount returned from the
first COF transaction. Must be sent on all
subsequent COF transactions. Not needed
when referencing a stored token.

frequency A For recurring and installment tokens,
frequency of billing. Possible values:

dai |y - Every day

veekl y - Every week

bi weekl! y - Two times per month
mont hl y - Monthly

bi nont hly - Every other month
quarter |y - Four times per year
sem annual | y - Two times per year
annual |y - Every year

bdat e ANS |For recurring and installment tokens,
beginning date. See Appendix C.8: Date
Formats.

edat e ANS |For installment tokens, ending date. See
Appendix C.8: Date Formats.

i nstal | ment _num N, |Forinstallment tokens, the current payment

Max 2 |number in aseries of installments

i nstal | nent _t ot al N, [For installment tokens, the total number of
Max 2 |paymentsto make

last _run_id N For recurring and installment tokens, database
ID fromrecurring_hist tablefor last run

| ast _success_date NS |For recurring and installment tokens,
timestamp of last successful run, YYYY-MM-
DD HH:MM:SS +/-2ZZZ

| ast _run_date NS |For recurring and installment tokens,
timestamp of last run, YYYY-MM-DD
HH:MM:SS +/-77277

next run_date NS |For recurring and installment tokens,
timestamp of next scheduled run, YYY'Y -
MM-DD HH:MM:SS +/-2Z72Z7

next _run_anount M For recurring and installment tokens,
transaction amount for next scheduled run

bi I I i ng_mer chant ANS |Username of merchant

desc_nerch ANS |Merchant name descriptor, meant to change
how amerchant is displayed on a cardholder's
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Report Fieds

Key Spec Description

receipt. Formatting varies from processor to
processor, and not all processors support this
feature.

desc_| oc ANS |Merchant location descriptor. Formatting
varies from processor to processor, and not all
processors support this feature.

In addition to the parameters above, this request
also returns any custom fields set for the merchant.

5.2.5 Get Token Count

Get the number of tokens available to the Merchant User.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4. Parameter Formatting L egend
Request Parameters
Key Req| Spec Description

action Y admi n

admi n Y recurringlist

recurringlist Y count

Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1.
Authorization Codes.

nsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

count N Number of tokens available

5.2.6 List Recurring History

Get a datablock of transactions that were run from the Recurring Billing subsystem, optionally
limited by a specific token, a specific transaction, or a date range. This report will only show
transactions that were scheduled and used with arecurring or installment token.
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Access | evel :
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.2: Merchant User Authentication

Request Parameters

Key Req| Spec Description
action Y adnm n
admi n Y recurringhi st
t oken (@] N, |TokenID
Max
19
hist_id 0] N, |ID of history record
Max
19
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
Report Fieds
Key Spec Description
id N, Max |1D of transaction for token
19
t oken N, Max |[Token ID
19
ti mestanp NS |Timestamp for transaction, YYYY-MM-DD
HH:MM:SS +/-2Z2ZZ
ttid N, Max |Unique ID referencing atransaction within
19 |Monetra, as returned with the original
transaction
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
nsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.2.7 Clear Token History

Clear the token history of transactions that were run from the Recurring Billing subsystem.
This affects only transactions that were scheduled and used with ar ecurri ng or

i nstal | nent token. To schedule this request on a periodic basis with Monetra's Cron
subsystem, usecr on_t ask=pur ger ecur hi st .

This does not clear the transaction history; it clears the history of token usage, as viewed with
the List Recurring History request. To clear the transaction history, see Section 5.7.1: Clear

Transaction History.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y adm n
admi n Y recurringpurgehi st
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1.
Authorization Codes.
msof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.2.8 Delete Expired Tokens

Remove al tokens from the Card Storage subsystem that have accounts with expired cards.
Thiswill only act on st or e and nont r ans tokens. This can be automated on a periodic basis
with Monetra's Cron subsystem using cr on_t ask=pur geexpi r ed. To instead update the
account information for expired tokens, see Section 4.13: Account Updater.
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Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y adnm n
admi n Y recurringpurgeexpired
keep_nont hs O N |Number of months back to keep
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1.

Authorization Codes.

nmsof t _code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.3 Customer Management

Monetra includes a subsystem for managing customers. This allows an integrator to add
customer and company details to the Monetra database--including multiple addresses per
customer--and assign multiple DSS tokens to a single customer.

The customer database honors token groups for sharing of customers between accounts.

Note: While thereis a shared hierarchy of action names, the customer management subsystem
isfunctionally distinct from the Card Storage and Recurring Billing subsystems and does not
rely on tokens or recurring payments.

5.3.1 Add Customer

Add anew customer to the customer database for the merchant or token group.

Access | evel:

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y recurringadd
recurringadd Y cust omer
di spl ay_nane Y | ANS, |Display name
Max
128
flags O | ANS |List of flagsfor customer, separated by
pipes(] ). Possible values:
t axexenpt - The customer is exempt
from paying tax
emai | _receipt_recurring - For
recurring/installment transactions, email
acopy of the receipt to the customer's
email address
nanme_conpany O | ANS, |Company name
Max
128
nanme_prefix O | ANS, |Nameprefix (e.g. M. ,Ms.,Ns.,Dr.)
Max
32
nanme_first O | ANS, |First name
Max
32
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Request Parameters

Key

Req

Spec

Description

nanme_m ddl e

O

ANS,
Max
32

Middle name

name_| ast

ANS,
Max
32

Last name

name_suf fi x

ANS,
Max
32

Name suffix (e.g. Jr., 1 11)

phone_wor k

ANS,
Max
32

Work phone number

phone_hone

ANS,
Max
32

Home phone number

phone_nobi l e

ANS,
Max
32

Mobile phone number

phone_f ax

ANS,
Max
32

Fax number

emi |

ANS,
Max
128

Email address

websi t e

ANS,
Max
128

Website URL

busi ness_id

ANS,
Max
32

Business D (EIN/FEIN)

accounting_id

ANS,
Max
128

ID used in external accounting system for
customer

not es

ANS,
Max
2048

Free-form field for general customer
information

default _token

N,
Max
19

Default token
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

id N, Max |Unigue ID assigned to customer

19

5.3.2 Edit Customer

Edit an existing customer.

After an address has been created, this action can be used to link that address to a customer.

(/ Note: If the customer's token is part of atoken group, then all fields specified in that token
group'scust om cust omer fi el ds arevalid parametersin addition to those listed below.
If the token group does not have any custom fields, then al fields specified in the Merchant
User'snerch_custoner fiel ds arevalid.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admin
adni n Y recurringedit
recurringedit Y cust oner
id Y N, |Unique D assigned to customer
Max
19
di spl ay_nane O | ANS, |Display name
Max
128
nanme_conpany O | ANS, |Company name
Max
128
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Request Parameters

Key

Req

Spec

Description

nane_prefix

O

ANS,
Max
32

Name prefix (e.g. M., Ms. , Ms.,Dr.)

name_first

ANS,
Max
32

First name

name_m ddl e

ANS,
Max
32

Middle name

nane_| ast

ANS,
Max
32

Last name

name_suf fix

ANS,
Max
32

Name suffix (e.g. Jr., 1 11)

phone_wor k

ANS,
Max
32

Work phone number

phone_hone

ANS,
Max
32

Home phone number

phone_nobil e

ANS,
Max
32

Mobile phone number

phone_f ax

ANS,
Max
32

Fax number

emi |

ANS,
Max
128

Email address

website

ANS,
Max
128

Website URL

busi ness_id

ANS,
Max
32

Business ID (EIN/FEIN)

accounting_ id

ANS,
Max
128

ID used in external accounting system for
customer

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |

CONFIDENTIAL

142



Request Parameters

Key Req| Spec Description
not es O | ANS, |Freeform field for general customer
Max |information
2048
default _billing id O N, |ID of addressto use as default billing
Max |address, asreturned from Add Address
19
defaul t _shi pping_id (0] N, |ID of addressto use as default shipping
Max |address, as returned from Add Address
19
def aul t _t oken (@] N, |Default token
Max
19
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1.

Authorization Codes.

nsoft code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

5.3.3 Delete Customer

Delete an existing customer.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y recurringdel
recurringdel Y cust oner
id Y N, |UniquelD assigned to customer
Max
19
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

AS

Detailed result code specific to system-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

5.3.4 List Customers

Get adatablock of customers in the customer database and their associated information,
optionaly limited to a single provided customer.

The billing address and shipping address provided by the report are the customer's default
addresses. They may not be present if no addresses were set as defaults.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y recurringlist
recurringlist Y cust oner
id O N, |UniquelD assigned to customer
Max
19
name O | ANS, |Display name
Max
128
name_conpany O | ANS, |Company name
Max
128
phone O | ANS, |One of the work, home, or mobile phone
Max |numbers
32
emai | O | ANS, |Email address
Max
128
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Report Fieds

Key Spec Description
id N, Max |Unigue ID assigned to customer
19
ts_created NS |Timestamp of when customer was created,
YYYY-MM-DD HH:MM:SS +/-Z2ZZZ
ts_nodified NS |Timestamp of when customer was last
updated, YYYY-MM-DD HH:MM:SS +/-
2777
flags ANS |List of flagsfor customer, separated by pipes
(). Possible values:
t axexenpt - The customer is exempt from
paying tax
emai | _receipt_recurring - For
recurring/installment transactions, email a
copy of the receipt to the customer's email
address
di spl ay_nane ANS, |Display name
Max
128
name_conpany ANS, |Company name
Max
128
name_prefix ANS, |Nameprefix (e.g. M., Ms.,NMs.,Dr.)
Max 32
name_first ANS, |[First name
Max 32
nanme_mi ddl e ANS, |Middle name
Max 32
name_| ast ANS, |Last name
Max 32
name_suf fix ANS, |Namesuffix (eg.Jr.,111)
Max 32
phone_wor k ANS, |Work phone number
Max 32
phone_hone ANS, [Home phone number
Max 32
phone_nobi | e ANS, |Mobile phone number
Max 32
phone_f ax ANS, |Fax number
Max 32
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Report Fields
Key Spec Description
emai | ANS, |Email address
Max
128
websi te ANS, |Website URL
Max
128
busi ness_id ANS, |BusinessID (EIN/FEIN)
Max 32
accounting_id ANS, |ID used in external accounting system for
Max |customer
128
not es ANS, |Free-form field for general customer
Max |information
2048
default _billing id N, Max |ID of addressto use as default billing address,
19 |asreturned from Add Address
defaul t _shi pping_id N, Max |ID of addressto use as default shipping
19 |address, asreturned from Add Address
defaul t _token N, Max | Default token
19
bi I ling_display_nane ANS, |Billing display name
Max
128
bi Il'i ng_address1 ANS, |Billing address, line 1
Max
128
billing_address2 ANS, |Billing address, line 2
Max
128
billing city ANS, |Billing city or province
Max
128
billing state ANS, |Billing state
Max
128
billing_country A, 3 |3-letter billing country code (1SO 3166-1
apha-3)
billing_postal _code ANS, |Billing posta or zip code
Max 32
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Report Fieds
Key Spec Description

billing_delivery notes ANS, |Délivery notes
Max
2048

shi ppi ng_di spl ay_nane ANS, |[Shipping display name
Max
128

shi ppi ng_address1 ANS, |Shipping address, line 1
Max
128

shi ppi ng_addr ess2 ANS, |Shipping address, line 2
Max
128

shipping_city ANS, |Shipping city or province
Max
128

shi ppi ng_state ANS, |[Shipping state
Max
128

shi ppi ng_country A, 3 |3-letter shipping country code (I1SO 3166-1
apha3)

shi ppi ng_post al _code ANS, |Shipping postal or zip code

Max 32

shi ppi ng_del i very_notes ANS, |Délivery notes
Max
2048

5.3.5 Add Address

Add anew address to a customer.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4. Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admin Y recurringadd
recurringadd Y cust oner addr ess
custoner _id Y N, |UniquelD assigned to customer
Max
19
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Request Parameters
Key Req| Spec Description
di spl ay_nane O | ANS, |Display name

Max
128

addressl Y | ANS, [Address, linel
Max
128

address? O | ANS, |Address, line2
Max
128

city O | ANS, |City or province
Max
128

state O | ANS, |State
Max
128

A, 3 |3-letter country code (1SO 3166-1 apha-3)

ANS, |Postal or zip code
Max
32

del i very_notes O | ANS, |Delivery notes
Max
2048

default_billing O A |Boolean flag indicating whether or not this
address will be the default billing address
for the customer. Defaultsto no.

@)

country

@)

postal code

def aul t _shi ppi ng O A |Boolean flag indicating whether or not this
address will be the default shipping address
for the customer. Defaults to no.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

id N, Max |Unique ID assigned to a customer's address

19

5.3.6 Edit Address

Edit an existing address.

Access | evel

Tabl e | egend:

Section 2.4.2: Merchant User Authentication

Section 3.4: Parameter Formatting Legend

Request Parameters

Key

Req| Spec

Description

action

adm n

adm n

recurringedit

recurringedit

cust oner addr ess

custoner _id

<|<|=<|=<

Unique ID assigned to customer

19

Unique ID assigned to a customer's address

di spl ay_nane

ANS,
Max
128

Display name

addr ess1

ANS,
Max
128

Address, line 1

addr ess?2

ANS,
Max
128

Address, line 2
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Request Parameters

Key Req| Spec Description
city O | ANS, |City or province
Max
128
state O | ANS, |State
Max
128
country O | A, 3 |3-letter country code (1SO 3166-1 alpha-3)
post al _code O | ANS, |Postal or zip code
Max
32
del i very_notes O | ANS, |Delivery notes
Max
2048
default_billing O A |Boolean flag indicating whether or not this
address will be the default billing address
for the customer. Defaults to no.
def aul t _shi ppi ng O A |Boolean flag indicating whether or not this
address will be the default shipping address
for the customer. Defaultsto no.
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1.

Authorization Codes.

nmsof t _code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

5.3.7 Delete Address

Delete an existing customer's address.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y admin
admi n Y recurringdel
recurringdel Y cust onmer addr ess
customer _i d Y N, |UniquelID assigned to customer
Max
19
id Y N, |UniqueID assigned to a customer's address
Max
19
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:
Authorization Codes.
msof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.3.8 List Addresses

Get adatablock of addresses registered with the specified customer, optionally limited to a

single provided address.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y admin
admi n Y recurringlist
recurringli st Y cust oner addr ess
customer _id C N, |Unique D assigned to customer
Max
19
id C N, |UniqueID assigned to a customer's address
Max
19
Report Fields
Key Spec Description
id N, Max |Unigue ID assigned to a customer's address
19
customer _i d N, Max |Unique ID assigned to customer
19
di spl ay_nane ANS, |Display name
Max
128
addressl ANS, |Address, linel
Max
128
addr ess2 ANS, |Address, line2
Max
128
city ANS, |City or province
Max
128
state ANS, |State
Max
128
country A, 3 |3-letter country code (1SO 3166-1 alpha-3)
post al _code ANS, |Postal or zip code
Max 32
del i very_notes ANS, |Délivery notes
Max
2048
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5.4 Transaction Management

5.4.1 Edit Transaction Details

Edit the details of atransaction, as stored in Monetra.

This can edit many fields, such as those that affect interchange (e.g. t ax, r at e,

bdat efedat e), or user-definable data (e.g. conment s, cl er ki d, st ati oni d). Thisaction
will only alter transactions that are currently unsettled. Additionally, if a processor is host-
based (retains control of the transaction on their end), then only uncaptured transactions are
subject to edit.

(/ Note: Generally, an adj ust isthe appropriate action for modifying a transaction.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y adni n
admi n Y fieldedit
ttid Y N, |Unique D referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction

In addition to the fields above, any parameter passed in the original transaction may also be

sent.
Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS | Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.4.2 Force Void

Delete a previously-authorized transaction.
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In the vast mgjority of cases, ar ever sal isthe appropriate action, because that will remove
the transaction from the batch and release the hold on funds.

For most processors, thisis not a real-time action; the transaction is removed from the batch
and therefore never sent for settlement, but the void is not typically sent online. This means
that any hold on funds will not be removed. The customer will not be charged the amount, but
the authorization will stay on the account until the issuer removesit, which is usually around a

week.

The main usefor avoi d isto ensure that the transaction will not settleif ar ever sal was

issued but failed.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y adnm n

admi n Y forcevoid

ttid Y N, |Unique ID referencing atransaction within

Max |Monetra, as returned with the original
19 |transaction
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1.

Authorization Codes.

nsoft _code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.5 Batch Management

The actions outlined below provide a means to manage specific, administrative-level features
of the batch management subsystem.

5.5.1 Set Batch Number

Set batch numbering to the given value.

Thiswill have two effects on the batch number: it will change the open batch's number to the
provided value, and it will set the batch counter to that same value. When the batch is then
closed/settled, the batch number will be incremented for the new batch. For example, an open
batch is numbered "10". When that batch is settled, the next batch will be numbered "11".

If instead batch "10" has its number set to "50" using this action, then the next batch will be
numbered "51". To only change a batch's number without affecting the numbering of any other
batch, see Section 5.5.2: Renumber Single Batch.

This action is relevant when batch numbers conflict, such as can happen when amerchant is
attempting to fix a settlement issue with a processor.

Some notes to keep in mind when modifying a batch number:

Processors keep batch numbers for 7 days to check for duplicates. Batch numbers within
that window should not be reused.

It is probably wise to not reuse batch numbers within a 90-day window, so asto stay within
the card brand's chargeback window to avoid an actual chargeback.

Monetrawill retain data on a settled batch until that batch number is used again, at which
point it will be overwritten.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y admi n
admi n Y set bat chnum
bat ch Y N, |Batch number
Max
10
sub C N, |Subaccount to use (for split routes), or 0 to
Max |usethe default route
10
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Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.5.2 Renumber Single Batch

Change an individual batch's number.

Thiswill not affect any other batch number or the batch counter. For example, an open batch is
numbered 10. When that batch is settled, the next batch will be numbered 11. If batch 10 has
its number set to 50 using this action, then the next batch will still be numbered 11. To also

set the batch counter so that the next batch number will be incremented from the new batch
number provided (to 50 in this example), see Section 5.5.1: Set Batch Number.

This action is relevant when batch numbers conflict, such as can happen when amerchant is
attempting to fix a settlement issue with a processor.

Some notes to keep in mind when modifying a batch number:

Processors keep batch numbers for 7 days to check for duplicates. Batch numbers within
that window should not be reused.

It is probably wise to not reuse batch numbers within a 90-day window, so as to stay within
the card brand's chargeback window to avoid an actual chargeback.

Monetrawill retain data on a settled batch until that batch number is used again, at which
point it will be overwritten.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters
Key Req| Spec Description

action Y admin

admi n Y renunber bat ch

bat ch Y N, |Batch number

Max
10
newbat ch Y N  |New batch number. Maximum value
depends on processor.
sub C N, |Subaccount to use (for split routes), or 0 to
Max |usethe default route
10
Response Parameters
Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

msof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.5.3 Close Batch

Close the currently open batch without sending it to the processor.
Thiswill force Monetrato start adding transactions to a new batch.
The closed batch will remain in an unsettled state and will not be sent to the processor. To

settle a batch, which will send it to the processor to request funds, see Section 6.5.1: Settle
Batch. Typically, thisis handled on adaily basis using the Cron subsystem.

Only one batch per settlement subaccount can be open at atime. Thisregquest enables a
Merchant User to close abatch so as to prevent additional transactions from being added to it
while preventing the batch from being sent online to the processor.

Access | evel : Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y admin

admi n Y cl osebat ch

sub C N, |Subaccount to use (for split routes), or 0 to

Max |use the default route
10
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1.

Authorization Codes.

nmsof t _code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

5.5.4 Force-Settle Batch

Mark a batch as settled within Monetra without sending it online to the processor or requesting

funding.

This should only be used if the processor has accepted the batch, but Monetra did not receive

the response.

(/ Note: This request should be used with extreme caution. If the processor has not received the
batch, then force-settling it will prevent funding of those transactions in the batch.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y admi n
adni n Y forcesettle
bat ch Y N, |Batch number
Max
10
sub C N, |Subaccount to use (for split routes), or 0 to
Max |usethe default route
10
inquiry 0] A |Boolean flag indicating whether or not to do
adry run. Defaultsto no.
coment s O | ANS |Free-form comment field
clerkid O | ANS |Clerk ID
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:

Authorization Codes.

nmsof t _code

AS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

5.5.5 Unsettle Batch

Mark a previously-settled batch as unsettled within Monetra.

Thiswill alow the batch to be submitted for funding again. A batch should only be unsettled
when the processor has confirmed that they did not receive the batch but it is showing as
settled in Monetra.

(/ Note: This action should only be taken with confirmation from the processor that this should
happen. Unsettling and then settling again can result in double charging customers.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y admin

admi n Y unsettl ebatch

bat ch Y N, |Batch number

Max
10
sub C N, |Subaccount to use (for split routes), or 0 to
Max |usethe default route
10
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.6 Reports

This section provides information on the various reports that can be generated from Monetra.

5.6.1 Get Raw Data

Get a datablock of the raw data as returned from the processing institution for al unsettied
transactions, optionally limited by the request parameters below.

Note: This reporting feature is licensed separately. To take advantage of these features, you

might be required to upgrade.
Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y admi n
admi n Y i nt er change
ttid Y N, |UniqueID referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction
bdat e C | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e C | ANS |Ending date. See Appendix C.8: Date
Formats.
cardtypes O | AS |Listof card types, separated by pipes(] ).
See Appendix C.1: Card Types.
bat ch 0] N, |Batch number
Max
10
Report Fieds
Key Spec Description
ttid N, Max |Unique ID referencing atransaction within
19 |Monetra, as returned with the original
transaction
| ast 4 N, Last 4 digits of the account number
Fixed 4
account N  |Account humber on card
abarout e N, 9 |ABA routing number from check
anount M |Amount of transaction
r eqanount M Reguested amount
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Report Fieds

Key

Spec

Description

ori g_aut hanount

M

aut hanmount from the original transaction

aut hanount M |Amount actually authorized. Only returned if
less than requested amount
cashbackanount M |Amount of total given to customer as cash.
Required if customer is receiving cash.
cardtype A |Card type detected. See Appendix C.1: Card
Types.
ent r ynode A, |Monetra-defined value indicating how
Fixed 1 |the transaction data was entered. See
Appendix B.4: Alphabetical Listing.
di vi si onnum ANS |Description of division within company,
usualy for ACH transactions
descrer ch ANS |Merchant name descriptor, meant to change
how amerchant is displayed on a cardholder's
receipt. Formatting varies from processor to
processor, and not all processors support this
feature.
descl oc ANS |Merchant location descriptor. Formatting
varies from processor to processor, and not all
processors support this feature.
cust ref ANS, |Customer Reference Number
Max
128
bat ch N, Max |Batch number
10
expdat e N, 4 |Expiration date printed on card, MMYY
car dhol der nane ANS |Name on card/check
item N Sequence number
i nstal | mnent _num N, [For installment payments, the current payment
Max 2 |number in a series of installments
i nstal | nent _t ot al N, |Forinstallment payments, the total number of
Max 2 |paymentsto make
or der num ANS |Order number
proc ANS |Name of processor used
t ax M |Amount of total that istax applied to the
order, or nt if the transaction is non-taxable/
tax-exempt
tip M |Amount of total that went towards the tip, as

sent inthe exanount field
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Report Fieds

Key Spec Description
type A |Transaction Type, as outlined in Chapter 6:
Merchant Subuser Actions
tranfl ags ANS |Monetra-defined transaction flags. See
Appendix B.5.18: Transaction Flags.
ts N, Max |For Debit/EBT, Authorization timestamp, in
19 |seconds since the Unix epoch
zip AN | Zip codefor AVS. 5 or 9 digitsfor US zip
codes, or 6 alphanumeric characters for
Canadian postal codes.
act code ANS |Action Code. See Appendix B.5.1: Action
Code.
checknum N Seqguential number on check
account type AS |Type of bank account. See Appendix A.1.6:
Bank Account (ACH).
apcode AN |Approval Code. See Appendix B.5.2:
Approval Code.
aut hsour ce AN, |Authorization Source Code. See
Fixed 1 | Appendix B.5.3: Authorization Source Code.
avsresp AN, |Raw code from processor indicating AVS
Fixed 1 |result. See Appendix B.5.4. AV S Response
Code.
cardl evel AN, |Card level result. See Appendix B.3: Card
Max 2 |Level Result Codes.
cavvresp AN, |Raw code from processor indicating CAVV
Fixed 1 |result. See Appendix B.5.6: CAVV Result
Code.
commi nd AN, |Commercial Card Response Indicator. See
Fixed 1 | Appendix B.5.7: Commercial Card Response
Indicator.
cvresp A Raw code from processor indicating CV
result. See Appendix B.5.8: Cardholder
Verification Response Code.
neti dent AN, |Network Identification Code. See
Fixed 1 | Appendix B.5.10: Network |dentification
Code.
posdat a ANS |POS Data. See Appendix B.5.11: POS Data
Code.
proccode AN, |Processing Code. See Appendix B.5.12:
Fixed 6 |Processing Code.
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Report Fieds

Key Spec Description
raci AN, |Return Authorization Characteristics
Fixed 1 |Indicator. See Appendix B.5.13: Returned
Authorization Characteristics Indicator.
rrefnum AN, |Retrieval Reference Number. See
Max 12 | Appendix B.5.14: Retrieval Reference
Number.
settl edate N, |Settlement Date as MMDD, as returned by the
Fixed 4 |processor. Debit/EBT cards only.
st an AN |System Trace Audit Number. See
Appendix B.5.16: System Trace Audit
Number.
trandat e N, Processor-set transaction date, MMDDY'Y
Fixed 6

transid ANS, |Transaction ID. See Appendix B.5.17:

Fixed |Transaction ID.
15

trantime N, |Processor-set transaction time, HHMMSS
Fixed 6

val code AN, |Vadidation Code. See Appendix B.5.19:
Fixed 1 |Validation Code.

di scount anount M |Amount of discount applied to the order asa
whole. If Level Il lineitems are part of the
order, thisincludes all discounts for each line
item. The sum of al line item discounts must
be less than or equal to thisvalue.

frei ght anount M JAmount of freight/shipping on the order.

For Level I11, if shipping was charged on the
order, this field must be sent. If the charge
was greater than 0, then shi pzi p must also
be sent. Freight is never part of the individual
lineitems.

dut yanmount M | Tota amount of duty (fee associated with
import of goods) on order

shi pzi p AN |Zip code where product is being shipped. 5 or
9 digitsfor US zip codes, or 6 aphanumeric
characters for Canadian postal codes.

shi pcountry AN |Country where product is being shipped,
formatted as 1 SO 3166-1 numeric or apha-3

| 3num N Number of Leve 11l lineitems

bdat e ANS |Beginning date. See Appendix C.8: Date

Formats.
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Report Fieds

Key Spec Description

edat e ANS |Ending date. See Appendix C.8: Date
Formats.

roonmum ANS |For Lodging, room number

exchar ges AS |For Lodging, additional charges not included
in the room rate. See Appendix C.7: Extra
Charge Codes.

rate M  |For Lodging, room rate per night

sqi AN | Spend Qualified Indicator (SQI) or

Transaction Integrity Class (TIC). See
Appendix B.5.15: Spend Qualified Indicator.

cavv ANS, |3-D Secure data. Base64-encoded CAVV/
Max 40 | AAV response data from the VISA/MC
authentication servers. If the card issuer

does not use this system, the card issuer

does but the cardholder does not, or the
system is currently unavailable, thisis
nonpartici pant . Additionaly, if the ECI is
known (typically as part of the mobile in-app
payload data), it is prefixed to the CAVV data
and pipe (] ) separated.

icc X TLV data, asreturned from an EMV device
for achip insert or tap

| anei d N, |Unique lane/register identifier
Max 8
sur char geanount M |Amount of total being received as a surcharge
frei ghtt axanount M  |VAT/Tax amount for freight
freighttaxrate M  |VAT/Tax tax for freight
nat i onal t ax M |For European markets, national sales tax
mer chvat num AN |Merchant's VAT number
cust vat num ANS |Customer VAT registration number
ot hert ax M |For European markets, other tax
vati nvoi cenum ANS |For European markets, VAT Invoice Number
sunmmar yconmodi t ycode ANS |For European markets, used to categorize
purchases for VAT reporting
heal t hamount M Health amount
r xamount M  |For healthcare, amount of total that isfor
prescriptions
cl i ni camount M |For healthcare, amount of total that isfor

clinic-related services
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Report Fieds

Key Spec Description
vi si onanount M For healthcare, amount of total that isfor
vision-related services
dent al anount M For healthcare, amount of total that isfor
dental-related services
transi t anmount M |Amount of total that is for transportation
3ds_txnid ANS |EMYV 3-D Secure 2.0 Transaction ID
generated by the Directory Server
wal | et _identifier ANS, |For Mastercard, Wallet Identifier
Max 3
cof _aut hanount M Authorized amount returned from the
first COF transaction. Must be sent on al
subsequent COF transactions. Not needed
when referencing a stored token.
cof transid N Transaction |ID returned from the first COF
transaction. Must be sent on all subsequent
COF transactions. Not needed when
referencing a stored token.
esi ANS, |Ecommerce Security Indicator, for Mastercard
Fixed 3 |3-D Secure transactions
t oken_request or ANS, |For Mastercard, Token Requestor
Max 11
t oken_assurance_| evel AN, |For Mastercard, Token Assurance Level
Max 2

In addition to the fields above, this report also returns any custom fields
set for the merchant. See Section 5.1.8: Get Merchant Information.

5.6.2 Get Unsettled Transactions

Get adatablock of all unsettled transactions for the current Merchant User, matching on
provided parameters. Thisis useful for monitoring which transactions have yet to be settled.
Thisreport is very flexible and can be modified with alarge number of parameters, as detailed

below.
Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y admin
admi n Y gut
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Request Parameters

Key Req| Spec Description
user O | ANS, |Merchant User that ran the transaction
Max
256
capture O A | Capture status. If not sent, both captured

and uncaptured transactions will be shown.
Possible values:

yes - Show only captured transactions
no - Show only uncaptured transactions

ttid O | N, |UniquelD referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction

bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.

edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.

| ast _nodi fi ed_bdate @) N  |Usedtofilter report by date range. Thisis
the beginning date.

| ast _nodi fi ed_edate 0] N  |Used tofilter report by date range. Thisis
the ending date.

type O | AS |Listof transaction typesto match, separated

by pipes (| ). Available transactions are
any listed in Chapter 6: Merchant Subuser

Actions.
car dtypes O | AS |Listof card types, separated by pipes (| ).
See Appendix C.1: Card Types.
sub C N, |Subaccount to use (for split routes), or 0 to
Max |use the default route
10
bat ch (@] N, |Batch number
Max
10
pcl evel O N |Card level. Possible values:
0 - Non-commercid card
1 - Commercial card
2 - Purchase card
acct (@] N, |Account number. Note: It isvalid to passin
Min 4 |only the last four digits of the card.
clerkid O | ANS |Clerk ID
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stationid 0] N, [StationID
Max
10
conment s O | ANS |Free-form comment field
car dhol der nane O | ANS |Name on card/check
anount 0] M |Amount of transaction
Report Fieds
Key Spec Description
user ANS, |[Merchant User that ran the transaction
Max
256
ttid N, Max |Unique ID referencing a transaction within
19 |Monetra, as returned with the original
transaction
nsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
type A |Transaction type. Possible transaction types
are any listed in Chapter 6: Merchant Subuser
Actions.
proc ANS |Name of processor used
ent r ynode A, Monetra-defined val ue indicating how
Fixed 1 |the transaction data was entered. See
Appendix B.4: Alphabetical Listing.
t xnst at us A List of transaction status flags, separated by
pipes(] ). Possible values:
DECLI NED - Transaction was declined
UNCAPTURED - Transaction is not
captured (i.e. not added to a batch for later
settlement)
CAPTURED - Transaction was captured (i.e.
added to the batch for later settlement)
COVPLETE - Transaction is complete (i.e.
settled or voided)
VO DED - Transaction was reversed/voided
ONLI NE - Transaction went out to the
processing institution
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Key

Spec

Description

SENSI Tl VEDATA - Transaction still
contains sensitive data on file

tranfl ags ANS |Monetra-defined transaction flags. See
Appendix B.5.18: Transaction Flags.

capture A Boolean flag indicating whether or not the
transaction was captured (i.e. added to the
batch for later settlement)

card A Card type detected. See Appendix C.1: Card
Types.

pcl evel N Card level. Possible values:

0 - Non-commercial card
1 - Commercial card
2 - Purchase card
cardl evel AN, |Card level result. See Appendix B.3: Card
Max 2 |Level Result Codes.

abarout e N, 9 |ABA routing number from check

account AN | Masked account humber

expdat e N, 4 |Expiration date printed on card, MMYY

checknum N Sequential number on check

ti mest anp NS |Timestamp for transaction, YYYY-MM-DD
HH:MM:SS +/-2277Z

| ast_nodified ts NS |Timestamp of last transaction modification,
YYYY-MM-DD HH:MM:SS +/-2Z7Z

account type AS |Type of bank account. See Appendix A.1.6:
Bank Account (ACH).

anmount M |Amount of transaction

r eganount M  |Requested amount

ori g_aut hanmount M aut hanount from the original transaction

aut harmount M |Amount actually authorized

exanmount M |Extraamount. Typically used for Retail and
Restaurant tipping.

t ax M |Amount of total that is tax applied to the
order, or nt if the transaction is non-taxable/
tax-exempt

cashback M |Amount of total given to customer as cash.
Required if customer is receiving cash.

aut hnum AN |Approval Code. See Appendix B.5.2:

Approval Code.
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Key Spec Description

st an AN |System Trace Audit Number. See
Appendix B.5.16: System Trace Audit
Number.

bat ch N, Max |Batch number

10
item N Sequence number
car dhol der nane ANS |Name on card/check

avs A Address verification result. See
Appendix B.2.1: AV S Result Codes.

cv A Cardholder verification result. See
Appendix B.2.2: CV Result Codes.

clerkid ANS |Clerk ID

stationid N, Max | Station ID

10

conment s ANS |Free-form comment field

di vi si onnum ANS |Description of division within company,
usualy for ACH transactions

pronoi d N Promotion ID. Primarily for BillMeL ater

descrer ch ANS |Merchant name descriptor, meant to change
how amerchant is displayed on a cardholder's
receipt. Formatting varies from processor to
processor, and not all processors support this
feature.

descl oc ANS |Merchant location descriptor. Formatting
varies from processor to processor, and not all
processors support this feature.

pt rannum N, Max |Similar to or der num but numeric for

19 |efficient indexing in the database. It is

recommended to use or der numinstead.

or der num ANS |Order number

cust ref ANS, |Customer Reference Number

Max
128

di scount anount M |Amount of discount applied to the order asa
whole. If Level Il lineitems are part of the
order, thisincludes all discounts for each line
item. The sum of al lineitem discounts must
be less than or equal to thisvalue.

frei ght anount M JAmount of freight/shipping on the order.

For Level |11, if shipping was charged on the
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order, thisfield must be sent. If the charge
was greater than 0, then shi pzi p must also

be sent. Freight is never part of the individual
lineitems.

dut yanmount M | Tota amount of duty (fee associated with
import of goods) on order

shi pzi p AN |Zip code where product is being shipped. 5 or
9 digitsfor US zip codes, or 6 aphanumeric
characters for Canadian postal codes.

shi pcountry AN |Country where product is being shipped,
formatted as | SO 3166-1 numeric or apha-3

| 3num N Number of Level 111 lineitems

bdat e ANS |For Lodging, beginning date of stay. See
Appendix C.8: Date Formats.

edat e ANS |For Lodging, ending date of stay. See
Appendix C.8: Date Formats.

roommum ANS |For Lodging, room number

exchar ges AS |For Lodging, additional charges not included
in the room rate. See Appendix C.7: Extra
Charge Codes.

rate M  |For Lodging, room rate per night

raw_code AN |If raw codes are enabled, code from processor

indicating result of transaction. Each
processor has different specifications for this

value.
raw_avs AN, |[If raw codes are enabled, code from processor
Fixed 1 |indicating AV Sresult. See Appendix B.5.4:
AV'S Response Code.
raw_cv A If raw codes are enabled, code from processor

Fixed 1 |indicating CV result. See Appendix B.5.8:
Cardholder Verification Response Code.

raw_cavv A, |If raw codes are enabled, code from processor
Fixed 1 |indicating CAVYV result. See Appendix B.5.6:
CAVYV Result Code.

raw_cardl evel ANS, |If raw codes are enabled, code from processor
Fixed 2 |indicating card level according to Visa 62.23
standard. See Appendix B.3: Card Level
Result Codes.

customer _id N, Max |Unigue ID assigned to customer
19
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19

Key Spec Description
t oken N, Max | Token ID
19
order id N, Max |Order ID associated with order from product/

order system

sur char geanount

M

Amount of total being received as a surcharge

In addition to the fields above, this report also returns any custom fields

set for the merchant. See Section 5.1.8: Get M erchant | nformation.

5.6.3 Get Settled Transactions

Get adatablock of settled transactions for the current Merchant User, matching on provided
parameters. If no dates are specified and neither t t i d nor bat ch are sent, then the report will
only return datafrom the last 30 days.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y gl
user O | ANS, |Merchant User that ran the transaction
Max
256
showoi ds O A |Void status. Possible values:
yes - Include voids (default)
no - Don't include voids
onl y - Show only voids
reversible 0] A |Reversible status. If not sent, both types will
be shown. Possible values:
yes - Show only transactions that can be
reversed or unsettled
no - Show only transactions that cannot
be reversed or unsettled
bot h - Show both types
ttid @] N, |UniqueID referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
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Request Parameters
Key Req| Spec Description
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
| ast _nodi fied_bdate O N |Used tofilter report by date range. Thisis
the beginning date.
| ast _nodi fied_edate (0] N  |Used tofilter report by date range. Thisis
the ending date.
type O | AS |Listof transaction typesto match, separated
by pipes (| ). Available transactions are
any listed in Chapter 6: Merchant Subuser
Actions.
cardtypes O | AS |Listof card types, separated by pipes(] ).
See Appendix C.1: Card Types.
sub C N, |Subaccount to use (for split routes), or 0 to
Max |use the default route
10
bat ch (0] N, |Batch number
Max
10
pcl evel 0] N |Card level. Possible values:
0 - Non-commercia card
1 - Commercial card
2 - Purchase card
acct (@] N, [|Account number. Note: Itisvalidto passin
Min 4 |only the last four digits of the card.
clerkid O | ANS |Clek ID
stationid (0] N, [StationID
Max
10
conment s O | ANS |Free-form comment field
car dhol der nane O | ANS |Name on card/check
anount @) M |Amount of transaction
Report Fields
Key Spec Description
user ANS, |Merchant User that ran the transaction
Max
256
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Key

Spec

Description

ttid

N, Max
19

Unique ID referencing a transaction within
Monetra, as returned with the original
transaction

nsof t _code

AS

Detailed result code specific to system-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

type

Transaction type. Possible transaction types
are any listed in Chapter 6: Merchant Subuser
Actions.

proc

ANS

Name of processor used

ent r ynode

Fixed 1

Monetra-defined value indicating how
the transaction data was entered. See
Appendix B.4. Alphabetical Listing.

t xnst at us

List of transaction status flags, separated by
pipes(] ). Possible values:

DECLI NED - Transaction was declined
UNCAPTURED - Transaction is not

captured (i.e. not added to a batch for later
settlement)

CAPTURED - Transaction was captured (i.e.
added to the batch for later settlement)
COVPLETE - Transaction is complete (i.e.
settled or voided)

VO DED - Transaction was reversed/voided
ONLI NE - Transaction went out to the
processing institution

SENSI TI VEDATA - Transaction still
contains sensitive dataon file

tranfl ags

ANS

Monetra-defined transaction flags. See
Appendix B.5.18: Transaction Flags.

reversi bl e

Boolean flag indicating whether or not the
transaction can be reversed or unsettled

card

Card type detected. See Appendix C.1: Card
Types.

pcl evel

Card level. Possible values:

0 - Non-commercia card
1 - Commercial card
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Key

Spec

Description

2 - Purchase card

cardl evel

AN,
Max 2

Card level result. See Appendix B.3: Card
Level Result Codes.

abar out e

N, 9

ABA routing number from check

account

AN

Masked account number

expdat e

N, 4

Expiration date printed on card, MMY'Y

checknum

N

Sequential number on check

ti mestanp

NS

Timestamp for transaction, YYYY-MM-DD
HH:MM:SS+/-272727

last _nodified ts

NS

Timestamp of last transaction modification,
YYYY-MM-DD HH:MM:SS +/-Z2Z7Z7

accounttype

AS

Type of bank account. See Appendix A.1.6:
Bank Account (ACH).

reasoncode

Reason for reversal/void. Possible values:

REVERSAL _CLERKVO D - Clerk requested
to void the transaction (default)

REVERSAL CUSTOVERCANCEL - Customer
canceled transaction after approval (only if
customer hits cancel)

REVERSAL DELI VERYFAI LURE -
Response could not be delivered to the POS
REVERSAL DEVI CEFAI LURE - Could not
communicate with EMV terminal
REVERSAL CARDREMOVED - Card was
removed prior to processor response
REVERSAL _CARDDECLI NE - Chip card
declined the transaction after it was
approved online

REVERSAL NACFAI LURE - Interac MAC
verification failure

REVERSAL _FRAUD - Fraud suspected
(default for f r audaut odeny transactions)
DECLI NE_CHI PMALFUNCTI ON - EMV
device was not able to read chip

DECLI NE_BADPI N - Incorrect PIN

DECLI NE_CARDDECLI NE - Chip card
declined the transaction before going online
to the processor

anount

<

Amount of transaction

r eqanount

<

Reguested amount

ori g_aut hanount

<

aut hanmount from the original transaction
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Key

Spec

Description

aut hanount

M

Amount actually authorized

exanount M Extraamount. Typically used for Retail and
Restaurant tipping.

t ax M |Amount of total that istax applied to the
order, or nt if the transaction is non-taxable/
tax-exempt

cashback M |Amount of total given to customer as cash.
Required if customer is receiving cash.

aut hnum AN |Approval Code. See Appendix B.5.2:
Approval Code.

stan AN | System Trace Audit Number. See
Appendix B.5.16: System Trace Audit
Number.

bat num N, Max |Batch number

10

item N Sequence number

car dhol der nane ANS |Name on card/check

avs A |Address verification result. See
Appendix B.2.1: AV S Result Codes.

cv A |Cardholder verification result. See
Appendix B.2.2: CV Result Codes.

clerkid ANS |Clek ID

stationid N, Max |Station ID

10

conment s ANS |Free-form comment field

di vi si onnum ANS |Description of division within company,
usually for ACH transactions

pronoi d N Promotion ID. Primarily for BillMeL ater

descrer ch ANS |Merchant name descriptor, meant to change
how a merchant is displayed on a cardholder's
receipt. Formatting varies from processor to
processor, and not all processors support this
feature.

descl oc ANS |Merchant location descriptor. Formatting
varies from processor to processor, and not all
processors support this feature.

pt rannum N, Max |Similar to or der num but numeric for

19 |efficient indexing in the database. Itis

recommended to use or der numinstead.
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Key Spec Description
or der num ANS |Order number
custref ANS, |Customer Reference Number
Max
128
di scount anount M |Amount of discount applied to the order asa
whole. If Level 11l lineitems are part of the
order, thisincludes all discounts for each line
item. The sum of al line item discounts must
be less than or equal to thisvalue.
frei ght amount M |Amount of freight/shipping on the order.
For Level 111, if shipping was charged on the
order, thisfield must be sent. If the charge
was greater than 0, then shi pzi p must also
be sent. Freight is never part of the individual
lineitems.
dut yanount M | Total amount of duty (fee associated with
import of goods) on order
shi pzip AN |Zip code where product is being shipped. 5 or
9 digitsfor US zip codes, or 6 alphanumeric
characters for Canadian postal codes.
shi pcountry AN |Country where product is being shipped,
formatted as | SO 3166-1 numeric or apha-3
| 3num N Number of Level Il lineitems
bdat e ANS |For Lodging, beginning date of stay. See
Appendix C.8: Date Formats.
edat e ANS |For Lodging, ending date of stay. See
Appendix C.8: Date Formats.
roomum ANS |For Lodging, room number
exchar ges AS |For Lodging, additional charges not included
in the room rate. See Appendix C.7: Extra
Charge Codes.
rate M  |For Lodging, room rate per night
raw_code AN |If raw codes are enabled, code from processor
indicating result of transaction. Each
processor has different specifications for this
value.
raw_avs AN, |If raw codes are enabled, code from processor
Fixed 1 |indicating AV Sresult. See Appendix B.5.4:

AV S Response Code.
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Key Spec Description
raw_cv A, |If raw codes are enabled, code from processor
Fixed 1 |indicating CV result. See Appendix B.5.8:
Cardholder Verification Response Code.
raw_cavv A, If raw codes are enabled, code from processor
Fixed 1 |indicating CAVV result. See Appendix B.5.6:
CAVYV Result Code.
raw_cardl evel ANS, |If raw codes are enabled, code from processor
Fixed 2 |indicating card level according to Visa 62.23
standard. See Appendix B.3: Card Level
Result Codes.
customer _id N, Max |Unigue ID assigned to customer
19
t oken N, Max | Token ID
19
order id N, Max |Order ID associated with order from product/
19 |order system
sur char geanount M |Amount of total being received as a surcharge

In addition to the fields above, this report also returns any custom fields
set for the merchant. See Section 5.1.8: Get Merchant Information.

5.6.4 Get Failed Transactions

Get adatablock of failed transactions for the current Merchant User, matching on provided
parameters. If no dates are specified and neither t t i d nor bat ch are sent, then the report will
only return data from the last 30 days.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y adni n

admi n Y gf t

user O | ANS, |Merchant User that ran the transaction
Max
256

ttid @] N, |UniqueID referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction

bdat e O | ANS |Beginning date. See Appendix C.8: Date

Formats.
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Request Parameters
Key Req| Spec Description
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
| ast _nodi fied_bdate O N |Used tofilter report by date range. Thisis
the beginning date.
| ast _nodi fied_edate (0] N  |Used tofilter report by date range. Thisis
the ending date.
type O | AS |Listof transaction typesto match, separated
by pipes (| ). Available transactions are
any listed in Chapter 6: Merchant Subuser
Actions.
cardtypes O | AS |Listof card types, separated by pipes(] ).
See Appendix C.1: Card Types.
sub C N, |Subaccount to use (for split routes), or 0 to
Max |use the default route
10
bat ch (0] N, |Batch number
Max
10
pcl evel 0] N |Card level. Possible values:
0 - Non-commercia card
1 - Commercial card
2 - Purchase card
acct (@] N, [|Account number. Note: Itisvalidto passin
Min 4 |only the last four digits of the card.
clerkid O | ANS |Clek ID
stationid (0] N, [StationID
Max
10
conment s O | ANS |Free-form comment field
car dhol der nane O | ANS |Name on card/check
anount @) M |Amount of transaction
Report Fields
Key Spec Description
user ANS, |Merchant User that ran the transaction
Max
256
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Key

Spec

Description

ttid

N, Max
19

Unique ID referencing a transaction within
Monetra, as returned with the original
transaction

nsof t _code

AS

Detailed result code specific to system-
interna checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

type

Transaction type. Possible transaction types
are any listed in Chapter 6: Merchant Subuser
Actions.

proc

ANS

Name of processor used

ent r ynode

Fixed 1

Monetra-defined value indicating how
the transaction data was entered. See
Appendix B.4. Alphabetical Listing.

t xnst at us

List of transaction status flags, separated by
pipes(] ). Possible values:

DECLI NED - Transaction was declined
UNCAPTURED - Transaction is not

captured (i.e. not added to a batch for later
settlement)

CAPTURED - Transaction was captured (i.e.
added to the batch for later settlement)
COVPLETE - Transaction is complete (i.e.
settled or voided)

VO DED - Transaction was reversed/voided
ONLI NE - Transaction went out to the
processing institution

SENSI TI VEDATA - Transaction still
contains sensitive dataon file

tranfl ags

ANS

Monetra-defined transaction flags. See
Appendix B.5.18: Transaction Flags.

card

Card type detected. See Appendix C.1: Card
Types.

abarout e

N, 9

ABA routing number from check

account

AN

Masked account number

expdat e

N, 4

Expiration date printed on card, MMY'Y

checknum

Seguential number on check
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Key

Spec

Description

ti nmestanp

NS

Timestamp for transaction, YYYY-MM-DD
HH:MM:SS +/-Z27277

accounttype

AS

Type of bank account. See Appendix A.1.6:
Bank Account (ACH).

reasoncode

Reason for reversal/void. Possible values:

REVERSAL_CLERKVO D - Clerk requested
to void the transaction (default)

REVERSAL CUSTOVERCANCEL - Customer
canceled transaction after approval (only if
customer hits cancel)
REVERSAL _DELI VERYFAI LURE -
Response could not be delivered to the POS
REVERSAL_DEVI CEFAI LURE - Could not
communicate with EMV terminal
REVERSAL CARDREMOVED - Card was
removed prior to processor response
REVERSAL _CARDDECLI NE - Chip card
declined the transaction after it was
approved online

REVERSAL NACFAI LURE - Interac MAC
verification failure

REVERSAL _FRAUD - Fraud suspected
(default for f r audaut odeny transactions)
DECLI NE_CHI PMALFUNCTI ON - EMV
device was not ableto read chip

DECLI NE_BADPI N - Incorrect PIN

DECLI NE_CARDDECLI NE - Chip card
declined the transaction before going online
to the processor

anount

Amount of transaction

bat ch

N, Max
10

Batch number

code

Transaction result code. See Appendix B.1.1:
Authorization Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

car dhol der nane

ANS

Name on card/check

avs

Address verification result. See
Appendix B.2.1: AVS Result Codes.

CcVv

Cardholder verification result. See
Appendix B.2.2: CV Result Codes.
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Key Spec Description
clerkid ANS |Clerk ID
stationid N, Max |Station ID
10
conment s ANS |Free-form comment field

di vi si onnum

ANS

Description of division within company,
usually for ACH transactions

pronoi d N Promotion ID. Primarily for BillMeL ater
descnerch ANS |Merchant name descriptor, meant to change
how amerchant is displayed on a cardholder's
receipt. Formatting varies from processor to
processor, and not all processors support this
feature.
descl oc ANS |Merchant location descriptor. Formatting
varies from processor to processor, and not all
processors support this feature.
pt rannum N, Max | Similar to or der num but numeric for
19 |efficient indexing in the database. It is
recommended to use or der numinstead.
or der num ANS |Order number
custref ANS, |Customer Reference Number
Max
128
bdat e ANS |For Lodging, beginning date of stay. See
Appendix C.8: Date Formats.
edat e ANS |For Lodging, ending date of stay. See
Appendix C.8: Date Formats.
roonmum ANS |For Lodging, room number
exchar ges AS |For Lodging, additiona charges not included
in the room rate. See Appendix C.7: Extra
Charge Codes.
rate M  |For Lodging, room rate per night
raw code AN |If raw codes are enabled, code from processor
indicating result of transaction. Each
processor has different specifications for this
value.
raw_avs AN, |If raw codes are enabled, code from processor
Fixed 1 |indicating AV S result. See Appendix B.5.4:

AV S Response Code.
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raw_cv A, |If raw codes are enabled, code from processor
Fixed 1 |indicating CV result. See Appendix B.5.8:
Cardholder Verification Response Code.

raw_cavv A, |If raw codes are enabled, code from processor
Fixed 1 |indicating CAVV result. See Appendix B.5.6:
CAVYV Result Code.

raw_cardl evel ANS, |If raw codes are enabled, code from processor
Fixed 2 |indicating card level according to Visa 62.23
standard. See Appendix B.3: Card Level

Result Codes.
customer _id N, Max |Unigue ID assigned to customer
19
t oken N, Max | Token ID
19
order id N, Max |Order ID associated with order from product/

19 |order system

In addition to the fields above, this report also returns any custom fields
set for the merchant. See Section 5.1.8: Get Merchant Information.

5.6.5 Get Transaction Details

Get the original transaction response, including the relevant data necessary for receipt printing.

Some of the response parameters for this action are unique, but most are common to all
Merchant Subuser actions, likesal e, r ever sal , etc. The parametersuniquetot r andet ai |
are shown below. For details on other parameters, see the listingsin Appendix A: Regquest
Parameters and Appendix B: Response Parameters. Additionally, any parameters specified in
the Merchant User'sner ch_cust om fi el ds arevalid response parameters.

To see enhanced information such as the raw values sent back by the processor, see
Section 5.6.1: Get Raw Data.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y adni n
admi n Y trandet ai |
ttid Y N, |UniquelD referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction
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code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

| ast _nodified ts NS |Timestamp of last transaction modification,
YYYY-MM-DD HH:MM:SS +/-Z2Z727

mer ch_proc ANS |Name of processing institution used

ori g_code A code from the original transaction

orig nsoft code ANS |nsoft code from the original transaction

ori g_phard_code ANS |phar d_code from the original transaction

ori g_reganount M anmount from the original transaction

orig_verbi age ANS |ver bi age from the original transaction

In addition to the fields above, this report also returns various request
and response parameters from the original transaction. See Appendix A:
Request Parameters and Appendix B: Response Parameters.
In addition to the fields above, this report also returns any custom fields
set for the merchant. See Section 5.1.8: Get Merchant Information.

5.6.6 Get Unsettled Batch Totals

Get a datablock of unsettled batches, optionally limited by date or a provided batch number.
Each record will include detailed totals for the batch.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y admi n
admi n Y bt
bat ch (@] N, |Batch number
Max
10
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
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Key Spec Description
Bat chNum N, Max | Batch number
10
sub N, Max |Subaccount for batch
10
st at us A Batch status. Possible values:
open - Transactions can be added to batch
cl osed - Transactions cannot be added to
batch
total transNum N Total number of authorizations and returnsin
the batch
t ot al t ransAnount M |Aggregate authorization amounts minus
aggregate return amounts
t ot al Aut hNum N Tota number of authorizations
t ot al Aut hAnount M  |Aggregate amount of all authorizations
t ot al Ret ur nNum N Total number of returns
t ot al Ret ur nAnount M |Aggregate amount of all returns
t ot al t r ansExanount M For Restaurant, authorization examounts
minus return examounts
t ot al Aut hExanount M  |For Restaurant, aggregate examount of all
authorizations
t ot al Ret ur nExanmount M  |For Restaurant, aggregate examount of all
returns
NunVi saAut h N Total number of Visaauthorizations
Ammt Vi saAut h M  |Aggregate amount of all Visa authorizations
NunmVi saRet urn N Total number of Visareturns
Ammt Vi saRet ur n M  |Aggregate amount of all Visareturns
NunVi saDSAut h N Total number of Discover authorizations
Ammt Vi saDSAut h M  |Aggregate amount of all Discover
authorizations
NunVi saDSRet ur n N Total number of Discover returns
Amt Vi saDSRet ur n M  |Aggregate amount of all Discover returns
NunmviCAut h N Total number of Mastercard authorizations
Ammt MCAut h M  |Aggregate amount of all Mastercard
authorizations
NunmMCRet ur n Total number of Mastercard returns
Ammt MCRet ur n M  |Aggregate amount of all Mastercard returns
NunDi scAut h N Total number of Discover authorizations
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Key Spec Description

Ammt Di scAut h M  |Aggregate amount of all Discover
authorizations

NunDi scRet urn N Total number of Discover returns

Ammt Di scRet urn M |Aggregate amount of all Discover returns

NunCUPAut h N | Total number of China UnionPay
authorizations

Amt CUPAut h M  |Aggregate amount of all China UnionPay
authorizations

NumCUPRet ur n N Total number of China UnionPay returns

Ammt CUPRet ur n M  |Aggregate amount of al China UnionPay
returns

NumAnexAut h N  |Tota number of American Express
authorizations

Ammt AnexAut h M  |Aggregate amount of all American Express
authorizations

NumAmexRet ur n N Total number of American Express returns

Ammt AmexRet ur n M |Aggregate amount of all American Express
returns

NunDi ner sAut h Total number of Diners Club authorizations

Ammt Di ner sAut h M  |Aggregate amount of al Diners Club
authorizations

NunDi ner sRet urn N Total number of Diners Club returns

Ammt Di ner sRet urn M  |Aggregate amount of all Diners Club returns

NunCBAut h N | Tota number of Carte Blanche authorizations

Ammt CBAut h M  |Aggregate amount of al Carte Blanche
authorizations

NunmCBRet ur n Total number of Carte Blanche returns

Ammt CBRet ur n M |Aggregate amount of all Carte Blanche
returns

NumJ CBAut h N | Tota number of Japan Credit Bureau
authorizations

Ammt JCBAUt h M  |Aggregate amount of al Japan Credit Bureau
authorizations

NumJ CBRet ur n N Total number of Japan Credit Bureau returns

Ammt JCBRet ur n M  |Aggregate amount of all Japan Credit Bureau
returns

Nun@ FTAut h N  |Tota number of Gift Card authorizations
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Key Spec Description

Amt G FTAut h M  |Aggregate amount of all Gift Card
authorizations
Nunm@ FTRet urn N Total number of Gift Card returns
Amt G FTRet ur n M  |Aggregate amount of all Gift Card returns
Nunx her Aut h N  |Tota number of uncategorised authorizations
Ammt O her Aut h M  |Aggregate amount of al uncategorised
authorizations

Numt her Ret ur n N Total number of uncategorised returns
Amt O her Ret ur n M  |Aggregate amount of all uncategorised returns
NunDebi t Aut h N | Tota number of Debit authorizations
Ammt Debi t Aut h M  |Aggregate amount of al Debit authorizations
NunDebi t Ret ur n N Total number of Debit returns
Ammt Debi t Ret ur n M |Aggregate amount of al Debit returns
NunEBTAut h N  |Tota number of EBT authorizations
Ammt EBTAut h M  |Aggregate amount of all EBT authorizations
NunEBTRet ur n N Total number of EBT returns
Ammt EBTRet ur n M  |Aggregate amount of all EBT returns
NuntCheckAut h N | Tota number of check authorizations
Amt CheckAut h M  |Aggregate amount of all check authorizations
NumACHAuUt h N Total number of ACH authorizations
Ammt ACHAut h M  |Aggregate amount of all ACH authorizations
NunmACHRet ur n N  |Tota number of ACH returns
Amt ACHRet ur n M  |Aggregate amount of all ACH returns

NunmnknownAut h

Unused

Ammt UnknownAut h Unused
NumunknownRet ur n Unused
Ammt UnknownRet ur n Unused

5.6.7 Get Settled Batch Totals

Get adatablock of settled batches, optionally limited by date or a provided batch number.
Each record will include detailed totals for the batch. One of bat ch, bdat e/edat e, or

reversi bl e must be specified.

Access | evel : Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y admin
admi n Y pbt
bat ch C N, [Batch number
Max
10
bdat e C | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e C | ANS |Ending date. See Appendix C.8: Date
Formats.
reversibl e O A |Reversible status. If not sent, both types will
be shown. Possible values:
yes - Show only transactions that can be
reversed or unsettied
no - Show only transactions that cannot
be reversed or unsettled
bot h - Show both types

Report Fields
Key Spec Description
Bat chNum N, Max | Batch number
10
sub N, Max | Subaccount for batch
10
ti mest anp ANS |Settlement timestamp, YYYY-MM-DD
HH:MM:SS +/-Z27277
total transNum N Total number of authorizations and returnsin
the batch
tot al t r ansAnount M |Aggregate authorization amounts minus

aggregate return amounts

t ot al Aut hNum N | Tota number of authorizations

t ot al Aut hAnpunt M  |Aggregate amount of all authorizations

t ot al Ret ur nNum N Total number of returns

t ot al Ret ur nAnount M  |Aggregate amount of all returns

t ot al t ransExanount M For Restaurant, authorization examounts
minus return examounts

t ot al Aut hExanmount M  |For Restaurant, aggregate examount of all
authorizations

t ot al Ret ur nExanount M For Restaurant, aggregate examount of all

returns
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Key Spec Description

NunmVi saAut h N | Tota number of Visaauthorizations

Ammt Vi saAut h M  |Aggregate amount of all Visa authorizations

NunVi saRet urn N  |Tota number of Visareturns

Ammt Vi saRet ur n M  |Aggregate amount of all Visareturns

NunVi saDSAut h N  |Tota number of Discover authorizations

Ammt Vi saDSAut h M |Aggregate amount of all Discover
authorizations

NunVi saDSRet ur n N | Tota number of Discover returns

Ammt Vi saDSRet ur n M |Aggregate amount of all Discover returns

NuniVCAut h N  |Tota number of Mastercard authorizations

Anmt MCAut h M |Aggregate amount of all Mastercard
authorizations

NumVCRet ur n N  |Tota number of Mastercard returns

Ammt MCRet ur n M |Aggregate amount of all Mastercard returns

NunDi scAut h N  |Tota number of Discover authorizations

Ammt Di scAut h M |Aggregate amount of all Discover
authorizations

NunDi scRet urn Total number of Discover returns

Ammt Di scRet urn M |Aggregate amount of all Discover returns

NunCUPAut h N | Total number of China UnionPay
authorizations

Ammt CUPAuUt h M |Aggregate amount of all China UnionPay
authorizations

NunCUPRet ur n N | Tota number of China UnionPay returns

Ammt CUPRet ur n M  |Aggregate amount of all China UnionPay
returns

NumAnexAut h N  |Tota number of American Express
authorizations

Ammt AnexAut h M |Aggregate amount of all American Express
authorizations

NumAnexRet ur n N | Tota number of American Express returns

Amt AnexRet ur n M  |Aggregate amount of all American Express
returns

NunDi ner sAut h N | Tota number of Diners Club authorizations

Ammt Di ner sAut h M |Aggregate amount of all Diners Club
authorizations

NunDi ner sRet urn N | Tota number of Diners Club returns
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Key Spec Description

Ammt Di ner sRet urn M  |Aggregate amount of all Diners Club returns

NunCBAut h N Total number of Carte Blanche authorizations

Ammt CBAut h M  |Aggregate amount of al Carte Blanche
authorizations

NunCBRet ur n N | Tota number of Carte Blanche returns

Ammt CBRet ur n M  |Aggregate amount of all Carte Blanche
returns

NumJ CBAut h N Total number of Japan Credit Bureau
authorizations

Amt JCBAUt h M  |Aggregate amount of all Japan Credit Bureau
authorizations

NumJ CBRet ur n N | Tota number of Japan Credit Bureau returns

Amt JCBRet ur n M  |Aggregate amount of all Japan Credit Bureau
returns

Nun@ FTAut h N Total number of Gift Card authorizations

Amt G FTAut h M  |Aggregate amount of all Gift Card
authorizations

Nun@ FTRet urn N  |Tota number of Gift Card returns

Amt G FTRet urn M  |Aggregate amount of all Gift Card returns

Num her Aut h N Total number of uncategorised authorizations

Amt O her Aut h M  |Aggregate amount of al uncategorised
authorizations

Nunx her Ret ur n N | Tota number of uncategorised returns

Ammt O her Ret ur n M  |Aggregate amount of all uncategorised returns

NunDebi t Aut h N Total number of Debit authorizations

Ammt Debi t Aut h M  |Aggregate amount of all Debit authorizations

NunDebi t Ret urn N | Tota number of Debit returns

Amt Debi t Ret urn M  |Aggregate amount of all Debit returns

NunEBTAut h N Total number of EBT authorizations

Ammt EBTAut h M  |Aggregate amount of all EBT authorizations

NunmEBTRet ur n N Total number of EBT returns

Amt EBTRet urn M  |Aggregate amount of all EBT returns

NunCheckAut h N Total number of check authorizations

Ammt CheckAut h M  |Aggregate amount of all check authorizations

NumACHAuUt h N  |Tota number of ACH authorizations

Amt ACHAut h M  |Aggregate amount of all ACH authorizations
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Key

Spec

Description

NumACHRet ur n

N

Total number of ACH returns

Amt ACHRet ur n

M

Aggregate amount of all ACH returns

NumunknownAut h

Unused

Ammt UnknownAut h Unused
NumnknownRet ur n Unused
Ammt UnknownRet ur n Unused
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5.7 History Maintenance

The requestsin this section allow Main Merchant Usersto perform house-cleaning duties on

the system.

These are the various transactions and records that will be cleared for each action:

5.7.1

admin Uncaptured Voided Failed Settled |Settlement| Sensitive
[ransactiongransactionstransactiongransactiony record data
cth X X X
cut. X
cfh X
securetrans X
Clear Transaction History

Clear voided and settled transactions and settlement records from the history.

Voided transactions can be seen with the gut and gl reportsusing t ype=voi d.

Settled transactions can be seen with the gl report.

Settlement records can be seen with the pbt report.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y adni n
adni n Y cth
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
bat ch (@] N, |Batch number
Max
10
keeptotal s @) A |Boolean flag indicating whether or not to
keep settlement records. Defaultsto no.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction

outcome, meant to be passed on to display

5.7.2 Clear Uncaptured Transactions

Clear uncaptured transactions from the history.

Thisis used to remove stale transactions that would not be funded if settled. To prevent
accidental misuse, this request can only operate on transactions that are at least 30 days old.
Typically, settlement of atransaction over 30 days old will result in arejection of funding. If
an old transaction needs to be collected, a new charge should be issued.

This request only works on uncaptured transactions, meaning ones that have been authorized
but not added to a batch. This can be from either asal e sent with capt ur e=no or a

pr eaut hori zati on.

Uncaptured transactions can be seen with the gut report using capt ur e=no.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y cut
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date

Formats.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction

outcome, meant to be passed on to display

5.7.3 Clear Failed History

Clear failed transactions from the history.

Failed transactions can be seen with the gf t report.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admin
admi n Y cfh
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
msof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.7.4 Secure Transactions

Clear sensitive data from the transaction history.

Thiswill remove PCI-protected data like account information from the transaction history
while keeping the record intact. An integrator might use this request to further secure their
systems by removing sensitive data that is longer relevant for business operations.

(/ Note: Transactions that have had their sensitive data scrubbed will no longer be eligible for
future transactions run using their t t i d, including refunds, duplicate sales, and settlements.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y securetrans
sub C N, |Subaccount to use (for split routes), or 0 to
Max |usethe default route
10
bat ch 0] N, |Batch number
Max
10
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date
Formats.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
msof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.8 Level Il

Level 111 processing (aka Enhanced Processing) is afeature specifically designed for
processing commercial cards and government purchasing cards within a business-to-business
and/or business-to-government environment. In order to process Level 111 transactions
successfully, you must be able to supply detailed line item information to compl ete the
transaction. The required line item details are basically the same as the details a customer
might see on an invoice, such as products purchased, SKU numbers, descriptions, quantities,
etc.

Both Visaand Mastercard are currently supported for Level I11 transactions.
Performing Level |11 transactionsis atwo-step processin Monetra:

1. Run aregular authorization (either asal e or pr eaut hori zat i on), including some
additional parameters, as outlined below.

2. Add Level 111 line items to the authorization. It should be noted that line items can be added
to and deleted from only unsettled transactions.

(/ Note: Y ou must be specifically licensed to support Level 111 features and use a processor that
supports the same.

When performing the initial Level 111 authorization, these parameters are required or
conditional based on other factors:
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Key Req| Spec Description

anount Y M  |Total amount of transaction, including all
subtotals and supplementary amounts. This
is always the amount to be settled.

or der num Y | AN, [Merchant order number or hotel folio

Max
25

t ax Y M |Amount of total that istax applied to the
order, or nt if the transaction is non-
taxabl e/tax-exempt

custr ef Y | AN, |Customer reference number, or PO number.

Max |Defaultsto value of or der num
17

di scount anount C M |Amount of discount applied to the order as
awhole. Thisincludes all discounts for each
lineitem. The sum of al lineitem discounts
must be less than or equal to this value.

frei ght anount C M |Amount of freight/shipping on the order. If
shipping was charged on the order, thisfield
must be sent along with shi pzi p. Freightis
never part of theindividual line items.

dut yanount C M | Total amount of duty (fee associated with
import of goods) on order

shi pzi p C | AN |Zipcodewhere product is being shipped.
Defaults to merchant's billing zip code. 5 or
9 digitsfor US zip codes, or 6 alphanumeric
characters for Canadian postal codes.

shi pcountry C | AN, 3 |Country where product is being shipped,
formatted as | SO 3166-1 numeric or apha-3

5.8.1 Add Line Iltem

Add anew Level |1l lineitem.

Each line item must have certain parameters, as seen in the table below, while others are
optional. Additionally, some parameters have maximum values. Unless otherwise stated, all
amounts have a maximum decimal precision of 5 digits. Typicaly, thereis a maximum of 97
line items per transaction. If more are needed, the transaction should be broken up into smaller

transactions.

Access | evel : Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y adni n

admi n Y | 3add

ttid Y N, |Unique ID referencing atransaction within

Max |Monetra, as returned with the original

19 |transaction
commodi t ycode Y | ANS, |International description code of the

8-12 |individua good or service being supplied
The acquiring bank or processor should
provide the merchant an updated listing of
currently defined codes. Please note that this
is different from the 4-character summary
commodity code. Codes can be found online
at http://www.unspsc.org.
The code itself will not be validated; only
the format is validated.

description Y | ANS, |Merchant-defined description of theitem or

Max |service being sold
26
pr oduct code Y | ANS, |Merchant-defined code for the item being
Max |purchased, such asa UPC #, SKU #, or Item
12 |#

qty Y N | Quantity of theitem being purchased
(Maximum value of 99,999 units)

uni t Y | ANS, |Merchant-defined unit of measure

Max
12

uni tprice Y M |ltem price per unit, without duty, freight,
discount, or tax (Maximum value of
9,999,999.99)

di scount anount 0] M  |Discount amount per line item (Maximum
value of 9,999,999.99, no more than 2
decimals)

di scountrate 0] M |Discount rate per line item (Maximum value
of 99.99)

anmount Y M |Lineitem total amount after all taxes

and discounts have been applied (but not
inclusive of duty or freight) (Maximum
value of 9,999,999.99, no more than 2
decimals)
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Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

| 3id N, Max |ID associated with the Level Il lineitem

19

5.8.2 Delete Line Item

Delete an existing Level 111 line item.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
Request Parameters
Key Req| Spec Description

action Y admi n

admi n Y | 3del

| 3id Y N, |ID associated with the Leve |11 lineitem

Max
19
Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
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5.8.3 List Line Items

Get adatablock of Level 111 lineitems for atransaction, optionally limited to a single provided
lineitem.

Either thet t i d of the transaction or the| 3i d of aline item must be provided.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Reg| Spec Description
action Y admin
admi n Y | 3list
ttid C N, |UniqueID referencing atransaction within

Max |Monetra, as returned with the original
19 |transaction

| 3id C N, |ID associated with the Level 11 lineitem
Max
19
Report Fieds
Key Spec Description
ttid N, Max |Unique ID referencing atransaction within
19 |Monetra, as returned with the original
transaction
| 3id N, Max |ID associated with the Level 111 lineitem
19
comuodi t ycode ANS, |International description code of the

8-12 |individual good or service being supplied

The acquiring bank or processor should
provide the merchant an updated listing of
currently defined codes. Please note that this
is different from the 4-character summary
commodity code. Codes can be found online
at http://www.unspsc.org.

The code itself will not be validated; only the
format is validated.

description ANS, |Merchant-defined description of theitem or
Max 26 |service being sold
product code ANS, [Merchant-defined code for the item being

Max 12 |purchased, such asa UPC #, SKU #, or Item #
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Key Spec Description
qty N  |Quantity of the item being purchased
(Maximum value of 99,999 units)
uni t ANS, |Merchant-defined unit of measure
Max 12
uni tprice M Item price per unit, without duty, freight,

discount, or tax (Maximum value of
9,999,999.99)

di scount anount M |Discount amount per line item (Maximum
value of 9,999,999.99, no more than 2
decimals)

di scountrate M  |Discount rate per line item (Maximum value
of 99.99)

anount M Lineitem total amount after all taxes and

discounts have been applied (but not inclusive
of duty or freight) (Maximum value of
9,999,999.99, no more than 2 decimals)
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5.9 Image Storage

5.9.1 Add Image

Link animage to atransaction and store it in Monetra.

If an image of the provided typeis already stored with the transaction, this will overwrite it.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y adni n
admi n Y i mgeadd
i mage Y | ANS |Base64-encoded image data, formatted as
TIFF, PNG, or PBM, lessthan 64k in size
i mge_type Y A |Type of image captured. Possible values:
signature
check
ttid Y N, |Unique ID referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction

Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1.
Authorization Codes.

nmsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.9.2 Delete Image

Delete an existing image stored with a transaction.
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Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y admi n
admi n Y i magede
i mage_t ype Y A |Type of image captured. Possible values:
signature
check
ttid Y N, |UniqueID referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction
Response Parameters
Key Spec Description
code A | Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsoft code

AS

Detailed result code specific to system-

internal checks. See Appendix B.1.2: Monetra

Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

5.9.3 List Images

Get adatablock of images stored in Monetra, optionally limited to specific data.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y admin
admi n Y geti nages
i mage_f or mat O A |Image format. Possible values:
tiff (default)
png
pbm
ttid O | N, [UniquelD referencing atransaction within
Max |Monetra, as returned with the original
19 |transaction
bat ch (@] N, |Batch number
Max
10
st at us @) A |Status of transaction. Possible values:
unsettl ed
settl ed
bdat e O | ANS |Beginning date. See Appendix C.8: Date
Formats.
edat e O | ANS |Ending date. See Appendix C.8: Date

Formats.
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Report Fieds
Key Spec Description
ttid N, Max |Unique ID referencing atransaction within
19 |Monetra, asreturned with the original
transaction
ts NS |Timestamp of when image was added,
YYYY-MM-DD HH:MM:SS +/-2Z7Z
st at us A |Status of transaction. Possible values:
unsettl ed
settl ed
pt r annum N, Max |Similar to or der num but numeric for
19 |efficient indexing in the database. It is
recommended to use or der numinstead.
bat ch N, Max |Batch number
10
i mage_t ype A | Type of image captured. Possible values:
signature
check
i mage ANS |Base64-encoded image data, formatted as
TIFF, PNG, or PBM, lessthan 64k in size
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5.10 Automated Merchant Task Management

Monetra has a built-in task scheduler known by the common Unix name of "Cron". It
is capable of scheduling various tasks--such as history purges, settlements, and token

management--on a periodic basis.

The Cron subsystem will email the results of each task to the specified addresses. For
Merchant User tasks, the Cron email system will use the email as specified in the merchant
configuration. Monetra must be properly configured to send emails either viaalocal instance
of sendmai | or avalid SMIP server location. For more information on this, see the Secure
Install Guide here [https:.//www.monetra.com/documentation].

For Monetra users, global settings pertaining to the Cron subsystem can be set in the
mai n. conf fileintheM sc section.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y adm n

adnmi n Y cron

cron Y A | The Cron function to perform. See
Section 5.10.1: Cron Functions.

cron_date C | ANS |[Frequency to run the task. See
Section 5.10.2: Cron Date Format.

cron_task C A |Cron task to schedule. See Section 5.10.3:
Cron Tasks.

cron_dat a C N |Data specific to a Cron task. See
Section 5.10.4: Cron Data.

cronid C N, |Only usedforrenove andrun_t ask

Max |functions, uniquecr on identifier, as
20 |returned from audit
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Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

5.10.1 Cron Functions

The following functions may be performed through the Cron subsystem:

cron Description
add Add the task to the Cron schedule
list List all scheduled tasks
renove Remove the task from the Cron schedule
run_t ask Run the task immediately. Thiswill not schedule the task. It will only be
run one time.

5.10.2 Cron Date Format

The date format is very flexible to allow awide range of dates. Y ou can specify one or more

days of the week to run the task or certain days of the month, but you can only specify one
time per task. The format is:

<ti me>| <day/ dat e>[ ; <day/date>[;...]]

Format Description
<ti me> Represented as HHW assuming a 24hr clock. (e.g. 1430 is 2:30pm)

<day/ dat e> |The standard, three-letter abbreviation for the day of the week, or the
numeric day of the month starting at 1. An asterisk (*) represents every
day, which is easier than specifying each day of the week.

Example formats:

Format Meaning
0100| fri 1:00 am every Friday
0200] non; t hu |2:00am every Monday and Thursday
1200] 1; 15 12:00pm on the 1st and 15th of each month
2200]| * 10:00pm everyday
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5.10.3 Cron Tasks

Main Merchant Users may specify one of the following tasks:

cron_t ask

Description

settle

Settles all unsettled batches, as seen via Section 5.6.6: Get Unsettled
Batch Totals. Same as Section 6.5.1: Settle Batch.

secur ehi st

Clears sensitive data from the transaction history. Same as
Section 5.7.4: Secure Transactions.

pur gehi st

Clear failed, voided, and settled transactions from the history. Same
as Section 5.7.3: Clear Failed History and Section 5.7.1: Clear
Transaction History together.

pur geexpi red

Purges expired cards/accounts within the token system. Same as
Section 5.2.8: Delete Expired Tokens.

pur ger ecur hi st

Purges the history of recurring and installment payment attempts
within the recurring billing and storage system. Same as
Section 5.2.7: Clear Token History.

pur geuncapt ur ed

Purges uncaptured transactions from the history. Same as
Section 5.7.2: Clear Uncaptured Transactions.

(/ Note: Depending on the Cron task requested, you might receive a different response. For

example, cron=l i st will return acomma-separated list of scheduled tasks with the these
headers/fields: croni d, cron_t ask, cron_dat e, cron_data, | ast _ts, next _ts

5.10.4 Cron Data

Some of the tasks above require additional datato perform their duty. The table below
summarizes any necessary information.

&7 Note: The number of days'months must be positive integers.

cron_dat a Description
secur ehi st Number of daysto keep
pur gehi st Number of daysto keep
pur geexpi red Number of monthsto keep (optional)
pur ger ecur hi st Number of days to keep
pur geuncapt ured |Number of daysto keep
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5.11 Transaction Export/Import

(/ Note: While TranSafe can be part of this process, it is really meant to be carried out between
multiple instances of Monetra.

Exporting/importing transaction data is used to facilitate the concept of an "overhead
authorization system”, meaning one system authorizes a transaction that a different store will
settle. This section details the steps needed to transfer the transaction data from one Monetra
instance to another.

Consider this example: A company has one website and multiple physical stores. Thereisa
Monetra instance running for the website's Ecommerce shopping cart aswell as one for each
of the stores. A customer can place an order through the website that will be fulfilled by one
of the stores. The Ecommerce instance of Monetrawill handle the actual authorization, but
the fulfilling store needs the transaction details for bookkeeping purposes. In this example,
the Ecommerce Monetra instance would carry out the sale and then encrypt and export the
unsettled transaction data. It would then send that data to the store fulfilling the order, which
would import and decrypt the data. At this point, the physical store would have the record of
thesale asif it had authorized the transaction itself. If the transaction was captured, it will be
added to the open batch and settled at this store.

Unless the Merchant User's config allows PAN access globally or does not have the obscur e
flag set, the transaction data must be encrypted. Continuing with the example above, the
physical stores would each create an RSA public/private key pair. Thisis done either internally
by provisioning a CardShield RSA key pair using keyt ype=r sa or externally by creating an
RSA key pair. If done internally, then the private key will be securely stored in Monetra. If
done externaly, then the path to the private key will needto besetint xn_i nport _key in

mai n. conf . In both cases, the public key will be sent to the Ecommerce instance, which will
then add it to the associated Merchant User in either the initial Add User request or later with
an Edit User request, using the parameter t xn_export _key, asdetailed in Section 4.3.1: Add
Merchant User.

5.11.1 Export Transaction

Export the record of a specified transaction.

To do thisautomatically in atransaction request, seethet xnexpor t parameter.

(/ Note: Only unsettled transactions are eligible for export.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y adni n

action Y t xnexport

ttid Y N, |Unique ID referencing atransaction within

Max |Monetra, as returned with the original
19 |transaction
t xnexport 0] A |If settoencrypt ed, encrypt exported data
packet
Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

t xnexport dat a ANS |Base64-encoded export data packet, for use
with a subsequent Transaction Import

5.11.2 Import Transaction

Import atransaction from a previously-exported packet.

Thiswill generateanew t t i d that is specific to the destination account.

Access | evel:
Tabl e | egend: Section 3.4. Parameter Formatting L egend

Section 2.4.2: Merchant User Authentication

Request Parameters

Key Req| Spec Description
action Y adni n
admi n Y t xni npor t
t xndat a Y | ANS |Base64-encoded export data packet, as
obtained from a Transaction Export
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code AS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

ttid N, Max |Unique ID referencing atransaction within

19 |Monetra, asreturned with the original

transaction
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B.3.8. MEICH REIUIN ...t e e e e s e s e e e e eeeeens 247

6.4, ChECK TTaNSACHIONS ...vvuiiieiiieieiiieee e e e ettt e e e e e e ettt s e e e e e s e e et e e e e e e e s e e erabaaeeeees 249
B.4.1. VErifY CheCK ...cooiiiiiiiie et e e e e re e e e e e e 249
B.4.2. CONVEIt CRECK ... e e e e et 250
6.4.3. Convert Check With VENfiCation ..........ceeviiiiiiiiiiieeeeeeeeeeeeee e 252
6.4.4. Convert Check With GUAIENLEE ........vveeiiiiiiiiieeiee e 254
6.4.5. Convert Check With OVEITIAE ........ovvveiiiiiiiieeeee e 256
6.4.6. Upload CheCK IMAJE ......uvuiiiieeeii it e e a e e e ee e 258
(SRS AV o Lo T 259
6.4.8. Processor-Specific INfOrmation ...........ccceeeiiiiciiiiieeee e 260
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B.5.1. SEI@ BAICN ... 262
6.5.2. Request Settlement SEatUS .........ceeiiiceiiiiiiie e 262

B.6. ChECK PaSSWOIT ......uuuiiiiiiiiiiiiiee ettt e et e e e e e e e e et e e e e e e s e e saabaeeeeeanaens 264

The following sections in this chapter detail the actions that Merchant Subusers with sufficient
privileges are allowed to perform.

Please review the required permission level to send Merchant User actions. See Section 2.4.2:
Merchant User Authentication.
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6.1 Credit Card and Debit Card Transactions

The actions in this section apply to credit cards and debit cards.

6.1.1 Sale

Authorize ahold on funds and add the transaction to a batch for later settlement.
The funds will be delivered to the merchant after a successful settlement.

The transaction amount is assumed to be the final transaction amount that will be settled. If the
transaction amount is subject to change, a preauth request should be used instead.

To use account data from a previous transaction, pass the previous transaction'st t i d. Any
previous transaction can be used, aslong asit hasn't been secured or purged.

(/ Note: If asale needs to be canceled before it has been settled, then ar ever sal must be
issued. Thiswill both remove the hold on the authorized funds and remove the transaction
from the batch.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y sal e

Account Data Y Various parameters. See Appendix A.1:
Account Information.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Verification Data O Various parameters. See Appendix A.3:
Verification Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

PIN Data O Various parameters. See Appendix A.5: PIN
Information.

Token Data @] Various parameters. See Appendix A.6:

Token Information.

COF Data O Various parameters. See Appendix A.7:
COF/Recurring Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data O Various parameters. See Appendix A.9:
Receipt Information.
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Request Parameters

Key Req| Spec Description

Shipping Data 0] Various parameters. See Appendix A.10:
Shipping Information.

Ecommerce Data O Various parameters. See Appendix A.11.
Ecommerce Information.

Healthcare Data (0] Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data 0] Various parameters. See Appendix A.13:
L odging Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Level Ill Data 0] Various parameters. See Appendix A.16:
Level 111 Information.

ttid C N, |Unique ID returned with every transaction.

Max |Required if referencing a previous
19 |transcation to reuse account data.
capture @] A |Boolean flag indicating whether or not the

approved transaction should be added to the
batch. Defaultsto yes. If no, the transaction
isfunctionally equivalent to apr eaut h.
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

ANS

Detailed result code specific to system-
interna checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

aut hanmount M |Amount of funds actually authorized. Thisis

only present when the authorized amount is
less than the requested amount, as can happen
with insufficient funds. If al of the requested
amount is authorized, then this will not appear
in the response.

See Appendix B: Response Parameters for more possible response parameters.

6.1.2 Reversal

Remove the hold on funds from a previous authorization.

Some card brands allow partial reversals, where only part of the hold isremoved. Thisis
beneficial in some industries such as Ecommerce where an order might be changed before the

transaction is compl eted.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y rever sal
ttid Y N, |Unique ID referencing the transaction
Max |to modify, as returned with the original
19 |transaction
reversal _reason 0] A |Reason for issuing the reversal/void.

Possible values:

cl erkvoi d - Clerk requested to void the
transaction (default)

cust oner cancel - Customer canceled
transaction after approva (only if
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Request Parameters

Key

Req| Spec

Description

customer hits cancel; usecl er kvoi d if
customer instructs clerk to cancel)

del i veryfai | ur e - Response could not
be delivered to the POS

devi cef ai | ure - Could not
communicate with EMV terminal

car drenoved - Card was removed prior
to processor response

carddecl i ne - Chip card declined the
transaction after it was approved online
macf ai | ure - Interac MAC verification
failure

fraud - Fraud suspected (default for

f r audaut odeny transactions)

Monetary Data

Various parameters. See Appendix A.2:
Monetary Information.

Processing Data

Various parameters. See Appendix A.8:
Processing Information.

Receipt Data

Various parameters. See Appendix A.9:
Receipt Information.

Lane Data

Various parameters. See Appendix A.15:
Lane Information.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.1.3 Return

Refund a prior purchase.
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If the transaction being referenced is still unsettled, the return amount must be different than
the original authorization amount. If the amounts are the same, areversal should be issued
instead.

For credit cards, instead of sending the sensitive account info, a prior transaction'st t i d can be
referenced (if the transaction hasn't been secured or purged).

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y return
ttid C N, |UniquelD returned with every transaction.

Max |Required if referencing a previous
19 |transcation to reuse account data.

Account Data C Various parameters. See Appendix A.1:
Account Information.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

Processing Data O Various parameters. See Appendix A.8:
Processing Information.

Receipt Data @) Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data o Various parameters. See Appendix A.15:
Lane Information.
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Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.1.4 Preauthorization

Authorize a hold on funds without adding the transaction to a batch.

A preaut h isessentially thefirst part of asal e. A regular sal e authorizesahold on
funds and adds the transaction to a batch, while apr eaut h authorizes the hold but does
not add the transaction to a batch. This meansthat apr eaut h cannot be settled by itself.
To add apr eaut h to abatch, thereby making it eligible for settlement, you need to issue a
pr eaut hconpl et e.

The transaction amount can change between the pr eaut h and pr eaut hconpl et e. You
should use thisif the final amount is not known at the time of authorization, e.g. adding atip.

Some industries, such as Ecommerce, necessitate the use of apr eaut h. When selling physical
goads, the final charge (settle) cannot take place until the goods are shipped. If thereis a short
delay between taking payment and shipping, apr eaut h can be used to delay taking the funds
from a customer's account. Y ou might need to work with your merchant account provider to
determine whether asal e or pr eaut h ismore appropriate for your business needs.

To use account data from a previous transaction, pass the previous transaction'st t i d. Any
previous transaction can be used, aslong asit hasn't been secured or purged.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Req| Spec Description

action Y pr eaut h

Account Data Y Various parameters. See Appendix A.1:
Account Information.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Verification Data o Various parameters. See Appendix A.3:
Verification Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

PIN Data O Various parameters. See Appendix A.5: PIN
Information.

Token Data 0] Various parameters. See Appendix A.6:
Token Information.

COF Data O Various parameters. See Appendix A.7:
COF/Recurring Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data O Various parameters. See Appendix A.9:
Receipt Information.

Shipping Data (0] Various parameters. See Appendix A.10:
Shipping Information.

Ecommerce Data @] Various parameters. See Appendix A.11:
Ecommerce Information.

Healthcare Data o Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data O Various parameters. See Appendix A.13:
L odging Information.

Merchant Data 0] Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Level 11l Data o Various parameters. See Appendix A.16:
Level 11l Information.

ttid C N, |UniquelD returned with every transaction.

Max |Required if referencing a previous
19 |transcation to reuse account data.
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

ANS

Detailed result code specific to system-
interna checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

aut hanmount M |Amount of funds actually authorized. Thisis

only present when the authorized amount is
less than the requested amount, as can happen
with insufficient funds. If al of the requested
amount is authorized, then this will not appear
in the response.

See Appendix B: Response Parameters for more possible response parameters.

6.1.5 Preauthorization Complete

Finalizeapr eaut h.

This adds the transaction to a batch so that it can be settled and the funds can be transferred.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y pr eaut hconpl et e

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Processing Data @) Various parameters. See Appendix A.8:
Processing Information.

Receipt Data o Various parameters. See Appendix A.9:
Receipt Information.

Lane Data o Various parameters. See Appendix A.15:

Lane Information.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.1.6 Force

Add an authorized transaction to a batch.

To add atransaction that was authorized outside of Monetra, you must send the full transaction
data, including the account data, amount, and approval code.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y force

appr code Y | AN |Approva code (aka authorization number)
that the processing institution returned for
the authorization, whether from a phone
auth or another device. Not necessary if a
previous transaction isreferenced by t t i d.

Account Data Y Various parameters. See Appendix A.1:
Account Information.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Verification Data 0] Various parameters. See Appendix A.3:
Verification Information.

Order Data O Various parameters. See Appendix A.4:
Order Information.

Token Data (0] Various parameters. See Appendix A.6:
Token Information.

COF Data O Various parameters. See Appendix A.7:
COF/Recurring Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Shipping Data O Various parameters. See Appendix A.10:
Shipping Information.

Healthcare Data 0] Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data 0] Various parameters. See Appendix A.13:
L odging Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Level Ill Data 0] Various parameters. See Appendix A.16:

Level IIl Information.
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Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.1.7 Capture

Add an uncaptured sal e to abatch.

If asal e was sent with capt ur e=no and approved, then a hold has been placed on funds, but
the transaction was not added to a batch and is not eligible for settlement. Thiswill add the
uncaptured transaction to a batch and make it eligible for settlement.

Thisisfunctionally equivalent to apr eaut hconpl et e, except that the original transaction is
asal e instead of apr eaut h.

There are anumber of reasons to use this flow over the pr eaut h/pr eaut hconpl et e flow,
including the necessity for some MCCs to authorize and settle for the same amount. Y ou

should work with your merchant account provider to determine the appropriate flow for your
business needs.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key

Req| Spec

Description

action

Y

capture

ttid

Y

Unique ID referencing the transaction
to modify, as returned with the original
transaction

Monetary Data

Various parameters. See Appendix A.2:
Monetary Information.

Processing Data

Various parameters. See Appendix A.8:
Processing Information.

Merchant Data

Various parameters. See Appendix A.14:
Merchant Information.

Lane Data

Various parameters. See Appendix A.15:
Lane Information.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsof t _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.1.8 AVS Only

Check acard's legitimacy.

There are three main uses for this action:

1. Verify the card isvalid and open
2. Verify AVS and CV data

3. Tokenizethe card

This does not verify availability of funds, and it does not place a hold on any funds.

To use account data from a previous transaction, pass the previous transaction'st t i d. Any
previous transaction can be used, aslong asit hasn't been secured or purged.
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Access | evel :
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.2: Merchant User Authentication

Request Parameters

Key Req| Spec Description
action Y avsonly
Account Data Y Various parameters. See Appendix A.1:
Account Information.
Verification Data Y Various parameters. See Appendix A.3:
Verification Information.
PIN Data 0] Various parameters. See Appendix A.5: PIN
Information.
Token Data o Various parameters. See Appendix A.6:
Token Information.
COF Data o Various parameters. See Appendix A.7:
COF/Recurring Information.
Processing Data O Various parameters. See Appendix A.8:
Processing Information.
Ecommerce Data @] Various parameters. See Appendix A.11:
Ecommerce Information.
Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.
Lane Data o Various parameters. See Appendix A.15:
Lane Information.
ttid C N, [UniquelD returned with every transaction.
Max |Required if referencing a previous
19 |transcation to reuse account data.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
nsof t _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.
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6.1.9 Card Type

Get information on a card without running afinancial transaction.

Thiswill perform areal-time card type look-up against the system's current BIN table. Unlike
anavsonl y request, thisisalocal card check that staysin Monetra; no information will be
sent out to the processing institution.

This should be used when you need to know what type of card is being presented in advance
of afinancia request. It is particularly useful for integrated systems that do not maintain their
own internal BIN table.

(/ Note: When using TranSafe or running a Monetra instance with a Global BIN file configured,
extended metadata might be returned. Which fields are returned depends on relevance and
presence in the Global BIN file.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y cardtype

Account Data Y Various parameters. See Appendix A.1:
Account Information.

Token Data O Various parameters. See Appendix A.6:
Token Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Merchant Data O Various parameters. See Appendix A.14.
Merchant Information.

Lane Data 0] Various parameters. See Appendix A.15:
Lane Information.

ttid C N, |Unique ID returned with every transaction.

Max |Required if referencing a previous
19 |transcation to reuse account data
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Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.1.10 Adjust

Modify transaction data.

Sometimes, not all parameters are required or known at the time of authorization, and some
might change afterwards. Using this action, you can add, modify, and remove transaction
parameters after the initial authorization.

This can also edit fields that affect interchange rates (e.gt ax, r at e, and bdat e/edat e). If an
interchange parameter is not known or finalized, it can be added or updated.

When dealing with changes to amounts, it is typically better to use apr eaut h and
preaut hconpl et e instead of adjusting a sale. WorldPay's 610 platform is a specia case
whereit is better tousesal e and adj ust .

(/ Note: Thiswill only affect transactions that are currently unsettled. It should be used with
captured transactions. It should not be used with apr eaut h that has not had a corresponding
preaut hconpl et e. In that case, the transaction should be adjusted when issuing the
pr eaut hconpl et e.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y adj ust
ttid Y N, |UniquelD referencing the transaction

Max |to modify, as returned with the origina
19 |transaction

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Processing Data O Various parameters. See Appendix A.8:
Processing Information.

Receipt Data o Various parameters. See Appendix A.9:
Receipt Information.

Healthcare Data O Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data 0] Various parameters. See Appendix A.13:
L odging Information.

Merchant Data O Various parameters. See Appendix A.14:
Merchant Information.

Lane Data o Various parameters. See Appendix A.15:
Lane Information.

Level 11l Data O Various parameters. See Appendix A.16:
Level 111 Information.

Response Parameters

Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

msoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.1.11 Incremental (Lodging)

Increase an authorization's amount.

The amount sent with this action should be the amount to be settled, not the amount to
increment.
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(/ Note: Thisisfor transactions run with Lodging MCCs only.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y i ncrenent al
ttid Y N, |UniquelD referencing the transaction

Max |to modify, as returned with the original
19 |transaction

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Processing Data O Various parameters. See Appendix A.8:
Processing Information.

Receipt Data o Various parameters. See Appendix A.9:
Receipt Information.

Lodging Data O Various parameters. See Appendix A.13:
L odging Information.

Merchant Data 0] Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Response Parameters

Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

msoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.1.12 Void

Delete a transaction from within Monetra.

In the vast mgjority of cases, you should usear ever sal instead of avoi d.
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A voi d removes the transaction from within Monetra, but it usually does not go online and
get sent to a processor. This means that the hold on the funds for which the transaction was
originally authorized will not be removed, and the customer will not be able to access those
funds until the hold expires.

When atransaction has been removed from Monetra, you cannot see/modify/interact with it
again.

The main usefor avoi d isto ensure that the transaction will not settle if ar ever sal failed.
Because avoi d istypicaly offline and never leaves Monetra, there is till a chance of success,
with the right processor. A r ever sal can fail for legitimate reasons, such as the transaction
already being settled, in which case ar et ur n should be issued. Another caseis when the
transaction has already been reversed. If ar ever sal fails, you should evaluate the response to
determineif avoi d isactually necessary as afollow-up.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y voi d
ttid Y N, |Unique ID referencing the transaction

Max |to modify, as returned with the original
19 |transaction

reversal _reason 0] A |Reason for issuing the reversal/void.
Possible values:

cl erkvoi d - Clerk requested to void the
transaction (default)

cust oner cancel - Customer canceled
transaction after approval (only if
customer hits cancel; usecl er kvoi d if
customer instructs clerk to cancel)

del i veryfail ure - Response could not
be delivered to the POS

devi cef ai | ure - Could not
communicate with EMV terminal

car drenoved - Card was removed prior
to processor response

car ddecl i ne - Chip card declined the
transaction after it was approved online
mecf ai | ur e - Interac MAC verification
failure

fraud - Fraud suspected (default for

f r audaut odeny transactions)

Processing Data O Various parameters. See Appendix A.8:
Processing Information.
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Request Parameters

Key

Req

Spec Description

Receipt Data

O

Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data

@)

Various parameters. See Appendix A.14.
Merchant Information.

Lane Data

@)

Various parameters. See Appendix A.15:
Lane Information.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nmsof t _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.
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6.2 EBT Transactions

The actions in this section apply to Electronic Benefit Transfer (EBT) cards. Some are for
Food Stamps, and some are for Cash Benefits cards.

6.2.1 Food Stamps Transactions

6.2.1.1 Sale

Debit funds from a Food Stamps account.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Reg| Spec Description

action Y ebt fssal e

Account Data Y Various parameters. See Appendix A.1:
Account Information.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data @] Various parameters. See Appendix A .4
Order Information.

PIN Data 0] Various parameters. See Appendix A.5: PIN
Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data 0] Various parameters. See Appendix A.9:
Receipt Information.

Healthcare Data @] Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data 0] Various parameters. See Appendix A.13:
L odging Information.

Merchant Data @) Various parameters. See Appendix A.14:

M erchant I nformation.

Lane Data 0] Various parameters. See Appendix A.15:
Lane Information.
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Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsoft _code

ANS

Detailed result code specific to system-

interna checks. See Appendix B.1.2: Monetra

Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.2.1.2 Return

Refund a previousdly settled amount to a Food Stamps account.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y ebtfsreturn
ttid Y N, |Unique ID referencing the transaction
Max |to modify, asreturned with the original
19 |transaction

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data @) Various parameters. See Appendix A.4:
Order Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data o Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data O Various parameters. See Appendix A.14.
Merchant Information.

Lane Data @) Various parameters. See Appendix A.15:

Lane Information.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.2.1.3 Voucher Sale

Add a Food Stamps sale to Monetra that was authorized through another system (e.g. over the

phone).

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y ebt f svoucher
voucher appr oval Y | AN, |Voucher approval number from issuer, not
Max 6 |required for all processors
voucher seri al Y | AN, |Voucher serial number from issuer, not
Max |required for all processors
15
Account Data Y Various parameters. See Appendix A.1:
Account Information.
Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.
Order Data O Various parameters. See Appendix A.4:
Order Information.
PIN Data 0] Various parameters. See Appendix A.5: PIN
Information.
Processing Data O Various parameters. See Appendix A.8:
Processing Information.
Receipt Data o Various parameters. See Appendix A.9:
Receipt Information.
Merchant Data O Various parameters. See Appendix A.14.
Merchant Information.
Lane Data 0] Various parameters. See Appendix A.15:
Lane Information.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
nsof t _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.2.1.4 Balance Inquiry

Get the balance remaining in a Food Stamps account.
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Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description

action Y ebt f sbal ance

Account Data Y Various parameters. See Appendix A.1:
Account Information.

PIN Data @) Various parameters. See Appendix A.5: PIN
Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.2.2 EBT Cash Benefits Transactions

6.2.2.1 Sale

Debit funds from a Cash Benefits account.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key

Req

Spec

Description

action

Y

ebt cbsal e

Account Data

Y

Various parameters. See Appendix A.1:
Account Information.

Monetary Data

Various parameters. See Appendix A.2:
Monetary Information.

Order Data

Various parameters. See Appendix A.4:
Order Information.

PIN Data

Various parameters. See Appendix A.5: PIN
Information.

Processing Data

Various parameters. See Appendix A.8:
Processing Information.

Receipt Data

Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data

Various parameters. See Appendix A.14:
Merchant Information.

Lane Data

Various parameters. See Appendix A.15:
Lane Information.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.2.2.2 Cash Withdrawal

Debit funds from a Cash Benefits account, with the full amount given as cash to the customer.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key

Req

Spec

Description

action

Y

ebt cbcash

Account Data

Y

Various parameters. See Appendix A.1:
Account Information.

Monetary Data

Various parameters. See Appendix A.2:
Monetary Information.

Order Data

Various parameters. See Appendix A.4:
Order Information.

PIN Data

Various parameters. See Appendix A.5: PIN
Information.

Processing Data

Various parameters. See Appendix A.8:
Processing Information.

Receipt Data

Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data

Various parameters. See Appendix A.14:
Merchant Information.

Lane Data

Various parameters. See Appendix A.15:
Lane Information.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.2.2.3 Balance Inquiry

Get the balance remaining in a Cash Benefits account.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y ebt cbbal ance
Account Data Y Various parameters. See Appendix A.1:
Account Information.
PIN Data (0] Various parameters. See Appendix A.5: PIN
Information.
Processing Data o Various parameters. See Appendix A.8:
Processing Information.
Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.
Lane Data O Various parameters. See Appendix A.15:
Lane Information.
Response Parameters
Key Spec Description
code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.
nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.
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6.3 Gift Card Transactions

The actions in this section apply to gift cards.

6.3.1 Activate

Activate a gift card.

Typicaly, thisis used for a gift card that has a preset amount. When the card is activated, it
comes with that amount loaded already. This means you don't need to pass an anount with
thisrequest. To activate a card and load it with a specific amount, usei ssue instead.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Reg| Spec Description

action Y activate

Account Data Y Various parameters. See Appendix A.1:
Account Information.

Monetary Data 0] Various parameters. See Appendix A.2:
Monetary Information.

Order Data @] Various parameters. See Appendix A .4
Order Information.

PIN Data C Various parameters. See Appendix A.5: PIN
Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data 0] Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data @] Various parameters. See Appendix A.14:
Merchant Information.

Lane Data 0] Various parameters. See Appendix A.15:

Lane Information.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.3.2 Issue

Activate and load a gift card.

Typically, thisis used for a gift card that does not come with a value pre-loaded. This activates
the gift card and loads it for the anount specified. To activate a card that has a preset amount,

useact i vat e instead.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key

Req

Spec

Description

action

Y

i ssue

Account Data

Y

Various parameters. See Appendix A.1:
Account Information.

Monetary Data

Various parameters. See Appendix A.2:
Monetary Information.

Order Data

Various parameters. See Appendix A.4:
Order Information.

PIN Data

Various parameters. See Appendix A.5: PIN
Information.

Processing Data

Various parameters. See Appendix A.8:
Processing Information.

Receipt Data

Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data

Various parameters. See Appendix A.14:
Merchant Information.

Lane Data

Various parameters. See Appendix A.15:
Lane Information.

Response Parameters

Key

Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.3.3 Balance Inquiry

Get the balance remaining on the gift card.

Access | evel

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y bal ancei nq
Account Data Y Various parameters. See Appendix A.1:
Account Information.
PIN Data C Various parameters. See Appendix A.5: PIN
Information.
Processing Data o Various parameters. See Appendix A.8:
Processing Information.
Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.
Lane Data @] Various parameters. See Appendix A.15:
Lane Information.
Response Parameters
Key Spec Description
code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.
nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.3.4 Redemption

Debit funds from a gift card.

This decreases the amount of funds available on the card.

Access | evel :

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Section 2.4.2: Merchant User Authentication
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Request Parameters

Key Req| Spec Description

action Y redenption

Account Data Y Various parameters. See Appendix A.1:
Account Information.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

PIN Data C Various parameters. See Appendix A.5: PIN
Information.

Processing Data O Various parameters. See Appendix A.8:
Processing Information.

Receipt Data 0] Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data O Various parameters. See Appendix A.14:
Merchant Information.

Lane Data o Various parameters. See Appendix A.15:
Lane Information.

Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1.

Authorization Codes.

nsoft code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction

outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.3.5 Tip

Add atip to agift card transaction.

Thisis meant to be used after the original transaction, when the card is no longer present. This
decreases the amount of funds available on the card.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y tip
ttid Y N, |UniquelD referencing the transaction
Max |to modify, as returned with the origina
19 |transaction
Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.
Processing Data O Various parameters. See Appendix A.8:
Processing Information.
Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.
Lane Data O Various parameters. See Appendix A.15:
Lane Information.
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsof t _code

ANS

Detailed result code specific to system-
interna checks. See Appendix B.1.2: Monetra

Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction

outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.3.6 Cash Out

Debit al remaining funds from a gift card.

Thisis used to convert a card's balance into cash. After this, the card will have a balance of
$0.00. Some U.S. states mandate support for this action.

(/ Note: Not al gift card processors support this action.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req

Spec

Description

action

Y

cashout

Account Data Y

Various parameters. See Appendix A.1:
Account Information.

Order Data

Various parameters. See Appendix A.4:
Order Information.

PIN Data

Various parameters. See Appendix A.5: PIN
Information.

Processing Data o

Various parameters. See Appendix A.8:
Processing Information.

Receipt Data O

Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data (@]

Various parameters. See Appendix A.14:
Merchant Information.

Lane Data

Various parameters. See Appendix A.15:
Lane Information.

Response Parameters

Key Spec

Description

code

A

Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code

AS

Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age

ANS

Human-interpretabl e text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.3.7 Reload

L oad money onto a gift card.

This increases the amount of funds available on the card.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y rel oad

Account Data Y Various parameters. See Appendix A.1:
Account Information.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

PIN Data C Various parameters. See Appendix A.5: PIN
Information.

Processing Data O Various parameters. See Appendix A.8:

Processing Information.

Receipt Data 0] Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data O Various parameters. See Appendix A.14:
Merchant Information.

Lane Data o Various parameters. See Appendix A.15:
Lane Information.

Response Parameters
Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsof t _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.3.8 Merch Return

Refund a purchase.

This increases the amount of funds available on the card.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y nmer chreturn
ttid C N, |UniquelD referencing the transaction

Max |to modify, as returned with the origina
19 |transaction

Account Data C Various parameters. See Appendix A.1:
Account Information.

Monetary Data C Various parameters. See Appendix A.2:
Monetary Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

PIN Data C Various parameters. See Appendix A.5: PIN
Information.

Processing Data 0] Various parameters. See Appendix A.8:

Processing I nformation.

Receipt Data O Various parameters. See Appendix A.9:
Receipt Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Response Parameters
Key Spec Description

code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |
CONFIDENTIAL 248



6.4 Check Transactions

Check transactions are processed through different networks than other card types are. While
Credit transactions place holds on available funds and Debit transactions immediately transfer
money out of the cardholder's bank account, Check transactions neither place holds nor
transfer money right away, and they also don't check if the requested amount is available in the
account.

To accept aphysical check asaform of payment, you must first capture the check data. While
the data can be entered manually, some processors require the use of a MICR reader. When
you have the check data, you then convert it into an electronic check before processing it
through the bank-to-bank network (ACH). Monetra currently supports four different types of
conversion (Section 6.4.2: Convert Check - Section 6.4.5: Convert Check with Override). They
al have the same conversion functionality, but some offer different features on top of that. If
the conversion is approved, then the transaction has been authorized and the sale approved.

Check and ACH as account types are similar in function, but they differ in where the account
information comes from and what fields it has. Check data comes from a physical check that is
converted into an electronic check and istied to that specific check, while ACH data represents
the account directly. Check data can be entered manually or read using aMICR reader; ACH
datais aways entered manually. The actionsin this section apply to checks only.

After aphysical check is converted, the transaction is processed over the ACH network, which
means that the transaction now follows NACHA rulesinstead of check rules, and aone-time
debit is authorized against the account.

(/ Note: Not al of the actions below are supported on al of the Check/ACH processors. See
Section 6.4.8.1: Processor Support for a complete mapping.

6.4.1 Verify Check

Verify acheck.

This does not actually verify that the check's account exists or isin good standing. While
some processors differ in their offerings, this typically performs afraud test by checking if the
account owner is known to write bad checks.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |
CONFIDENTIAL 249



Request Parameters

Key Req| Spec Description
action Y checkverify
Check Data Y Multiple parameters. See Appendix A.1.7.
Physical Check.
Processing Data (0] Various parameters. See Appendix A.8:

Processing I nformation.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data o Various parameters. See Appendix A.15:
Lane Information.

Response Parameters
Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

msof t _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.4.2 Convert Check

Convert a check.

Thisis asimple conversion with no additional features.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y checkconvonl y

Check Data Y Multiple parameters. See Appendix A.1.7.
Physical Check.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data O Various parameters. See Appendix A.9:
Receipt Information.

Healthcare Data 0] Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data 0] Various parameters. See Appendix A.13:
L odging Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Level Ill Data (0] Various parameters. See Appendix A.16:

Level IIl Information.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

auth ANS | Authorization code

bat ch N, Max | Assigned batch number

10

st an N Corresponds to NCN Transaction Number
from processor

item N, Max |Assighed item number

10

bouncef ee M |Amount charged for areturned check

printdata ANS |Datareturned that must be printed on the
customer's receipt

See Appendix B: Response Parameters for more possible response parameters.

6.4.3 Convert Check with Verification

Convert a check with verification.

&7 Note: Thelevel and type of verification depends on the processor.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y checkconvvrfy

Check Data Y Multiple parameters. See Appendix A.1.7.
Physical Check.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data O Various parameters. See Appendix A.9:
Receipt Information.

Healthcare Data 0] Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data 0] Various parameters. See Appendix A.13:
L odging Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Level Ill Data (0] Various parameters. See Appendix A.16:

Level IIl Information.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

auth ANS |Authorization code

bat ch N, Max | Assigned batch number

10

st an N Corresponds to NCN Transaction Number
from processor

bouncef ee M |Amount charged for areturned check

printdata ANS |Datareturned that must be printed on the
customer's receipt

See Appendix B: Response Parameters for more possible response parameters.

6.4.4 Convert Check with Guarantee

Convert a check with a guarantee on funds.

(/ Note: The level and type of guarantee depends on the processor.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y checkconvguar

Check Data Y Multiple parameters. See Appendix A.1.7.
Physical Check.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data O Various parameters. See Appendix A.9:
Receipt Information.

Healthcare Data 0] Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data 0] Various parameters. See Appendix A.13:
L odging Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Level Ill Data (0] Various parameters. See Appendix A.16:

Level IIl Information.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

auth ANS |Authorization code

bat ch N, Max |Batch number

10

st an N Corresponds to NCN Transaction Number
from processor

bouncef ee M |Amount charged for areturned check

printdata ANS |Datareturned that must be printed on the
customer's receipt

See Appendix B: Response Parameters for more possible response parameters.

6.4.5 Convert Check with Override

Convert a check with override.

This overrides a previous failure.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description

action Y checkconvover

Check Data Y Multiple parameters. See Appendix A.1.7.
Physical Check.

Monetary Data Y Various parameters. See Appendix A.2:
Monetary Information.

Order Data o Various parameters. See Appendix A.4:
Order Information.

Processing Data o Various parameters. See Appendix A.8:
Processing Information.

Receipt Data O Various parameters. See Appendix A.9:
Receipt Information.

Healthcare Data 0] Various parameters. See Appendix A.12:
Healthcare Information.

Lodging Data 0] Various parameters. See Appendix A.13:
L odging Information.

Merchant Data o Various parameters. See Appendix A.14:
Merchant Information.

Lane Data O Various parameters. See Appendix A.15:
Lane Information.

Level Ill Data (0] Various parameters. See Appendix A.16:

Level IIl Information.
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Response Parameters

Key Spec Description

code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsoft _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

auth ANS |Authorization code

bat ch N, Max |Batch number

10

st an N Corresponds to NCN Transaction Number
from processor

bouncef ee M |Amount charged for areturned check

printdata ANS |Datareturned that must be printed on the
customer's receipt

See Appendix B: Response Parameters for more possible response parameters.

6.4.6 Upload Check Image

Upload an image of a check.

Like verifying a check, thisis not afinancial transaction (i.e. it does not move money). In most

instances, thisis used to research a check that has been flagged for review.

To retrieve the images associated with a transaction, see Section 5.9.3: List Images.

(/ Note: Theinitial upload stores the image in Monetra, which will send the image to the

processing institution at settlement.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y checki mageupl oad
ttid Y N, |UniquelD referencing the conversion
Max |transaction to which this check image
19 |belongs
i mage Y | ANS |Base64-encoded image data, formatted as
TIFF, PNG, or PBM, lessthan 64k in size
Response Parameters
Key Spec Description
code A |Transaction result code. See Appendix B.1.1:

Authorization Codes.

nmsof t _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
bat ch N, Max |Batch number
10

See Appendix B: Response Parameters for more possible response parameters.

6.4.7 Void

Delete a check conversion from within Monetra, before it goes online for settlement.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4. Parameter Formatting L egend
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Request Parameters

Key Req| Spec Description
action Y voi d
ttid Y N, |UniquelD referencing the transaction

Max |to modify, as returned with the origina
19 |transaction

Processing Data (0] Various parameters. See Appendix A.8:
Processing Information.

Merchant Data O Various parameters. See Appendix A.14:
Merchant Information.

Lane Data o Various parameters. See Appendix A.15:
Lane Information.

Response Parameters
Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

msof t _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phar d_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.4.8 Processor-Specific Information

This section details information about certain processors that support Check transactions.

6.4.8.1 Processor Support

These are the processing institutions that support the different Check transactions. For more
information, see https://www.monetra.com/certifications.

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |
CONFIDENTIAL 260



https://www.monetra.com/certifications

0o £
O |0 |s —
S |W([E |40 |0
— oo |=|=|0O 0O
é _é S|§ 0L | |Ww|uw
w | w
SI£|E|E| BB F|B
2 81212 |z|n|B|®
action Description PIBIEIE|SI3I8|8
checkverify Verify Check X X X | X
checkconvonl y Convert Only X
checkconvvrfy Convert with Verification X X
checkconvguar Convert with Guarantee X X
checkconvover Convert with Override X
checki mageupl oad |Upload check image X X X
voi d Remove transaction from batch | X X | X X

6.4.8.2 Intuit/Echo

At settlement time, Monetra sends a Batch Retrieval with arequest for summary data to Echo,
which returns the balance Echo has on file. Monetra then stores this information in memory
and issues aBatch Close. If thisis successful and the balance returned from the summary
request matches what Monetra has on file, the settlement returns AUTH and aphar d_code of
SUCCESS. If the balance does not match, then the phar d_code will be BALANCE M SVATCH
and you must call the Echo help desk to determine where the mismatch lies.

6.4.8.3 Certegy

The merchant account setup for Certegy uses some different parameters:

e FM2VERCHI D - Merchant ID for FM2 transactions

* DLCVERCHI D- Merchant ID for check transactions with driver's license
e FMR2VERCHI DBl Z - Same as FM2IVERCHI D, but for business checks

e DLCVERCHI DBI Z - Same as DL CIVERCHI D, but for business checks

* TERMTYPE - Specia parameter that should only be used with specific instructions from
Monetra support
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6.5 Batch Management

6.5.1 Settle Batch

Submit the transactions in the batch for funding.

For most transaction types, thisis a necessary second step to receive the authorized funds. To
automate this step, see Section 5.10: Automated Merchant Task Management.

If you are using multiple subaccounts to settle different card types (e.g. sending Credit
transactions to one processor and Gift transactions to another), you will need to specify aroute
inthe sub parameter.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters
Key Req| Spec Description
action Y settle

bat ch Y N, |Batch number
Max
10

sub C N, |Subaccount to use (for split routes), or 0 to
Max |usethe default route
10

Response Parameters
Key Spec Description

code A Transaction result code. See Appendix B.1.1:
Authorization Codes.

nsof t _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.

6.5.2 Request Settlement Status

Request the settlement status of a batch in the processor's system.
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This does not settle abatch. Typically, this queries the settlement status of the transactionsin
the batch in the processor's system and returns a settlement response.

If you are using multiple subaccounts to settle different card types (e.g. sending Credit
transactions to one processor and Gift transactions to another), you will need to specify aroute

inthe sub parameter.

(/ Note: Not al processors support this action.

Access | evel :

Section 2.4.2: Merchant User Authentication

Tabl e | egend: Section 3.4: Parameter Formatting L egend

Request Parameters

Key Req| Spec Description
action Y settlerfr
bat ch Y N, |Batch number
Max
10
sub C N, |Subaccount to use (for split routes), or 0 to
Max |usethe default route
10
Response Parameters
Key Spec Description
code A Transaction result code. See Appendix B.1.1:

Authorization Codes.

nsoft _code

ANS

Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.

phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.

ver bi age ANS |Human-interpretable text of transaction

outcome, meant to be passed on to display

See Appendix B: Response Parameters for more possible response parameters.
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6.6 Check Password

Verify the current user's password.

Access | evel : Section 2.4.2: Merchant User Authentication
Tabl e | egend: Section 3.4. Parameter Formatting L egend
Request Parameters
Key Req| Spec Description
action Y chkpwd
Response Parameters
Key Spec Description
code A | Transaction result code. See Appendix B.1.1:
Authorization Codes.
nmsof t _code ANS |Detailed result code specific to system-
internal checks. See Appendix B.1.2: Monetra
Codes.
phard_code AS | Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
pass_expire_secs N, Max | Number of seconds until the password expires
19 |(or- 1 for never or O for expired)
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A Request Parameters

This appendix organizes and outlines the various parameters that can be sent with the
Merchant Actionsin Chapter 5: Main Merchant User Actions and Chapter 6: Merchant
Subuser Actions.
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A.1 Account Information

There are multiple ways to collect account information. These are the parameters specific to
each entry method.

{/ Note: Many of these parameters can be sent to Monetra encrypted when using an encrypting
reader with a supported encryption method. In this case, the parameters are prepended with
e_,eg.trackdat a becomese_trackdat a. An encrypted parameter is sent either in
addition to or in place of the equivalent plaintext parameter.

Typically, integrators use UniTerm for device integration and do not work directly with
encrypting readers. Due to the difference in encrypted reader output and some formats being
proprietary, limited information about the encrypted account parametersis provided. If it

is necessary to directly send encrypted reader datato Monetra, please contact support at
support@monetra.com.

A.1.1 Chip Card Entry

Key Req| Spec Description

icc Y X |TLV data, asreturned from an EMV device
for achip insert or tap

rfid 0] A |Indicates whether or not the payment was
accepted via RFID (proximity/tap). Possible
values:

* yes

®* no

» capabl e (POSis capable of accepting
RFID, but this transaction was not
performed in this manner)

A.1.2 Swiped Entry

Key Req| Spec Description

trackdat a Y | ANS |Magnetic stripe data, as read from card via
swipe. May be Track 1 data, Track 2 data,
or combined Track 1/Track 2, following this
format:

e Track 1 data must begin with B

« If sending combined tracks, Track 1 data
must begin with %and end with ?

« If sending combined tracks, Track 2 data
must begin with ; and end with ?

» No whitespace or LRC characters
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A.1.3 Keyed Entry

Key Req| Spec Description
account Y N  |Account number printed on card
expdat e Y | N,4 |Expiration date printed on card, MMYY
cv O | AN, |Card Verification value. Usually 3 digits
Max 4 |on back of VISA/MC/Discover, or 4 digits
on front of AMEX cards. Other possible
values:
e n - CV intentionally not provided (default
if nothing sent).
e nr - CV ispresent on card but not
readable.
* na - CV isnot present on card.
car dhol der name O | ANS |Name asit appears on card/check
street O | ANS |Street address
zip O | AN |Zipcodefor AVS. 5or 9digitsfor USzip
codes, or 6 alphanumeric characters for
Canadian postal codes.
A.1.4 Token
Key Req| Spec Description
t oken Y N, |TokenID, asobtained froman Add
Max |Token request or from a Sale when
19 |tokeni zed=yes
A.1.5 CardShield Ticket
Key Req| Spec Description
cardshi el dticket Y N, |Temporary CardShield ticket ID, as
Max 9 |obtained from the CardShield subsystem
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A.1.6 Bank Account (ACH)

Key

Req

Description

abar out e

N, 9

ABA routing number from check

account

Account number printed on card

accounttype

AS

Type of bank account. Possible values:

e checki ng - Default, mutually exclusive

with savi ngs.
e savi ngs - Mutually exclusive with
checki ng.

e personal - Default, mutually exclusive

with busi ness.
e busi ness - Mutually exclusive with
per sonal .

car dhol der nane

ANS

Name as it appears on card/check

A.1.7 Physical Check

While ACH data references a bank account and is valid as long as the account is, physical

checks authorize a single transaction and are only good for that check number. Even though

physical checks are converted into electronic checks during check conversion, the account data
cannot be tokenized or reused viat ti d.

Some processors require driver's license information in addition to account data. For these,

you can either pass the trackdata from a swiped license (dI t r ack2) or the manually entered
number and state (dl nunber and dl st at e).

(/ Note: To process payments using physical checks, you must use Check Conversion.
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A.1.7.1 MICR Read

Key Req| Spec Description
mcr Y | ANS |TOAD dataon acheck, asread viaaMICR
reader
car dhol der nane O | ANS |Name asit appears on card/check
dl track? O | ANS |AAMVA driver'slicense data, asread via
magnetic swipe read
dl number O | ANS |Number on driver'slicense
dl state O | N,2 |2-digit state code on driver'slicense
dob O | N,6 |Dateof birth, MMDDYY
ssn O | N,4 |Last4digitsof Social Security number
phone (0] N, |Customer's phone number, as
Max |NNNNNNNNNN
10
A.1.7.2 Manual Entry
Key Req| Spec Description
account Y N, |Account number from check
4-19
abarout e Y | N,9 |ABA routing number from check
checknum Y N | Sequential number on check
car dhol der nane O | ANS |Name asit appears on card/check
dl track? O | ANS |AAMVA driver'slicense data, asread via
magnetic swipe read
dl nunber O | ANS |Number on driver'slicense
dl state O | N,2 |2-digit state code on driver'slicense
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A.2 Monetary Information

Key

Req

Description

anount

Total amount of transaction, including all
subtotals and supplementary amounts. This
is always the amount to be settled.

exanount

Extraamount. Typically used for Retail and
Restaurant tipping.

nsf

Boolean flag indicating whether or not

the transaction should be approved with
non-sufficient funds (NSF). For gift cards,
defaultsto yes. For al other cards, defaults
tono. If thisis disabled (set to no or not
sent at al) and a partial approval is returned,
the transaction is automatically reversed

and annsof t _code of NSFAUTCDENY is
returned in the response. If thisis enabled
and there are not enough funds to cover

the full requested amount, the transaction
will be partially approved. In this case,

the approved amount will be present in

aut hamount intheresponse. When a
partial authorization is received, a merchant
should request another payment method for
the remaining funds. It is acceptable to issue
areversal if no additional payment methods
arepossible.

cashbackanpunt

Amount of total given to customer as cash.
Required if customer is receiving cash.

t ax

Amount of total that istax applied to the
order, or nt if the transaction is non-
taxable/tax-exempt

sur char geanount

Amount of total being received as a
surcharge

currency

Currency code. If processing in aforeign
currency, depending on the processor, this
code might be required. 1SO 4217 3-digit
numeric code
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A.3 Verification Information

Key

Req

Spec

Description

street

ANS

Street address

zip

o

AN

Zip code for AVS. 5 or 9 digitsfor US zip
codes, or 6 alphanumeric characters for
Canadian postal codes.

cv

AN,
Max 4

Card Verification value. Usually 3 digits
on back of VISA/MC/Discover, or 4 digits
on front of AMEX cards. Other possible
values:

* n - CV intentionally not provided (default
if nothing sent).

* nr - CV ispresent on card but not
readable.

* na - CV isnot present on card.

f raudaut odeny

Boolean flag indicating whether or not to
override the user's default f r audaut odeny
settings. Defaultsto no.
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A.4 Order Information

Key

Req

Spec

Description

order num

AN,
Max
25

Order number. Required for Ecomm/MOTO
and Restaurant industries and for Level 2/3
qualification. It is recommended to always
send this.

custref

ANS,
Max
128

Customer reference number, as sent to
the processing ingtitution for Level 11/111
interchange qualification

pt rannum

Max
19

Similar to or der num, but numeric for
efficient indexing in the database. Itis
recommended to use or der numinstead.
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A.5 PIN Information

Key

Req

Spec

Description

pin

ANX

Encrypted PIN block, as returned from PIN-
entry device, or plaintext PIN for gift cards.
For PINIess debit bill payments, this should

be set to pi nl ess.

ksn

X, 16
or 20

Key serial number, as returned from PIN-
entry device. If the left-most bytes are
FFFF, those are padding and must be
stripped.
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A.6 Token Information

Key

Req

Spec

Description

t okeni ze

Boolean flag indicating whether or not the
account data should be tokenized as part of
this request. Defaults to no. The token will
be of type st or e, which alows use with
future financial transactions.

mat chi ng_t oken

Witht okeni ze=yes, boolean flag
indicating whether or not Monetra should
first look for and use an existing token for
this account before generating a new one.
If multiple tokens for the same account
are present, it is undefined which will be
returned. Defaultsto no.
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A.7 COF/Recurring Information

Key

Req

Spec

Description

recurring

AS

Type of payment being processed with this
stored card. Not necessary if using a stored
token. Possible values:

recurring - Payment is part of aseries
that will recur until end date is reached
(or indefinitely, if no end date was
specified).

i nstal | nent - Payment ispart of a
numbered series of payments, with the
amount based on afixed total divided by
the number of installments.

cardonfi | e - Payment is not based

on a schedule. For customer-initiated
transactions only.

first -If payment isthefirst with

this stored card, this should be pipe (])
separated with the type of series, e.g.
recurring|first.Acof _transid
and cof _aut hanount will then be
returned, both of which should be passed
in subsequent transactionsif not using a
stored token.

cof transid

Transaction ID returned from the first
COF transaction. Must be sent on all
subsequent COF transactions. Not needed
when referencing a stored token.

cof _aut hanmount

Authorized amount returned from the
first COF transaction. Must be sent on all
subsequent COF transactions. Not needed
when referencing a stored token.

i nstal | ment _num

For installment payments, the current
payment number in a series of installments

i nstal | nent _total

For installment payments, the total number
of paymentsto make
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A.8 Processing Information

Key Req| Spec Description

car dpr esent @) A |Indicates whether or not the card is present
with the merchant at the time of the
transaction. Possible values;

e yes - Card is present (default).

e no - Cardis not present, for phone/mail
orders with anon-MOTO merchant
account.

e econmm- Card isnot present, for web
orders with anon-ECOMM merchant
account.

e nobi | ei napp - Cardis not present, for
orders taken through an app, like Apple
Pay.

capture 0] A |Boolean flag indicating whether or not

the transaction will be added to the batch

settlement. Defaultsto yes.

debt r epaynent @] A |Boolean flag indicating whether or not
the transaction is for repaying debt. There
are regulations surrounding the use of this
flag. Please consult your processor if it

is appropriate to mark transaction as debt
repayment based on your business type.
Defaultsto no.

dupl check @] A |Boolean flag indicating whether or

not to enable duplicate checking. This
overrides the default setting in the merchant
configuration. The criteriafor duplicate
checking is stored within the merchant
configuration. Defaultsto no.

priority 0] A |Processing priority. Possible values:

| ow
nor mal
hi gh

It is recommended to process large
batches as priority low, so that any real-
time transactions that come through are
processed immediately.
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Key Req| Spec Description
ti meout (@] N | Timein seconds that transaction can sitin
send queue before sending to the processor.
Thisis ahint/estimate and not a hard value.
i nterchange results O A |Boolean flag indicating whether or not to
return additional interchange data received
with the transaction. Defaultsto no. These
additional parameters are returned with
the response (if the datais present in the
transaction):
e act code
e apcode
e aut hsource
¢ avsresp
e raw cardl eve
¢ cavvresp
e commi nd
¢ CVresp
e netident
e posdat a
* proccode
e raci
e rref num
e settledate
* sQ
e stan
e token_requestor
e token_assurance_| eve
e trandate
e tranfl ags
e transid
e trantine
e val code
t xnexport (@] A |Indicates the transaction export status. See
Section 5.11.1: Export Transaction for more
information. Possible values:
no - Do not export data (default).
yes - Export unencrypted data.
encrypt ed - Export encrypted
data. Merchant User must have
txn_export _key inconfig.
of f1ine_decline O A |Reason the EMV device declined the

transaction before going online. Possible
values:
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Key

Req

Description

chi pmal f uncti on - Device was unable
to read chip on card.

badpi n - Card failed PIN validation.

car ddecl i ne - Card declined the
transaction.
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A.9 Receipt Information

Key Req| Spec Description

rcpt O | ANS |Receipt format. See Appendix C.9: Receipt
Formats for specifications.

rcpt_ensil O | ANS |Email addressfor sending receipt to
customer, or a special value of cust oner
to use the email address on file for the
customer

rcpt_sns O | N, 10 |Phone number for texting receipt to
customer, or aspecial value of cust oner
to use the phone number on file for

the customer. Merchant must have the

al l ow i nvoi ce_sns flag set.

rcpt _merch_copy O A  |Boolean flag indicating whether or not

to email acopy of the receipt to the
merchant. This overrides the merchant flag
receive_receipts_invoice.

rcpt _duplicate (@] A |Boolean flag indicating whether or not the
receipt isareprint. Defaultsto no.
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A.10 Shipping Information

Key Req| Spec Description
shi pzi p O | AN |Zip codewhere product is being shipped.
5 or 9 digitsfor US zip codes, or 6
aphanumeric characters for Canadian postal
codes.
shi pcountry O | AN |Country where product is being shipped,
formatted as | SO 3166-1 numeric or apha-3
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A.11 Ecommerce Information

Key

Req

Spec

Description

cavv

ANS,
Max
40

3-D Secure data. Base64-encoded CAVV/
AAV response data from the VISA/MC
authentication servers. If the card issuer
does not use this system, the card issuer
does but the cardholder does not, or the
system is currently unavailable, send
nonpartici pant . Additionaly, if the ECI
isknown (typically as part of the mobile in-
app payload data), it can be prefixed to the
CAVYV dataand pipe (] ) separated.

3ds_txnid

ANS

EMV 3-D Secure (3DS 2.0) transaction ID
generated by the Directory Server

goods

Type of product. Either physi cal (default)
ordigital.
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A.12 Healthcare Information

Key Req| Spec Description

heal t hcare @) A |Boolean flag indicating whether or not this
is a healthcare transaction. Needed if the
transaction is attempting to qualify for IIAS/
FSA/HRA. Defaultsto no.

cl i ni camount 0] M |Amount of total that isfor clinic-related
services

dent al anmount 0] M |Amount of total that isfor dental-related
services

ot her amount O | M |Amount of total that isfor other qualified
purchases (such as clinic expenses)

r xamount @) M |Amount of total that isfor prescriptions

transi t anmount 0] M |Amount of total that is for transportation

vi si onanount O M |Amount of total that isfor vision-related

services
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A.13 Lodging Information

Key Req| Spec Description

bdat e O | ANS |Beginning date of stay. See Appendix C.8:
Date Formats.

edat e O | ANS |Ending date of stay. See Appendix C.8:
Date Formats.

exchar ges O | AS |Additional chargesnot included in the
room rate. See Appendix C.7: Extra Charge
Codes.

rate O | M |Room rate per night

roomum O | ANS |Room number

advancedeposi t 0] A |Boolean flag indicating whether or not
transaction is adeposit for afuture stay.
Defaultsto no.

noshow 0] A |Boolean flag indicating whether or not

chargeisfor areservation where the
customer did not show or canceled. Defaults
tono.
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A.14 Merchant Information

Key

Req

Spec

Description

descnerch

ANS

Merchant name descriptor, meant to
change how a merchant is displayed on
acardholder's receipt. Formatting varies
from processor to processor, and not all
processors support this feature.

descl oc

ANS

Merchant location descriptor. Formatting

varies from processor to processor, and not

al processors support this feature.
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A.15 Lane Information

Key Req| Spec Description
| anei d @) N, |Uniquelane/register identifier. Itis
Max 8 |recommended to always send this.

stationid O | ANS |Free-form identifier for the physical station
running the transaction

clerkid O | ANS |Identifier for the clerk running the
transaction, free-form

di vi si onnum O | ANS |Description of division within company,
usually for ACH transactions

conment s O | ANS |User-defined reporting field, free-form
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A.16 Level lll Information

Key

Req

Description

di scount anpunt

Amount of discount applied to the order as
awhole. If Level 11 lineitems are part of
the order, thisincludes all discounts for each
lineitem. The sum of al lineitem discounts
must be less than or equal to this value.

dut yanmount

Total amount of duty (fee associated with
import of goods) on order

frei ght anount

Amount of freight/shipping on the order.
For Level 111, if shipping was charged on
the order, this parameter must be sent. If the
charge was greater than 0, then shi pzi p
must also be sent. Freight is never part of
the individual line items.

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |

CONFIDENTIAL

286



B Response Parameters

This appendix organizes and outlines the various parameters that can be received from the
Merchant Actionsin Chapter 5: Main Merchant User Actions and Chapter 6: Merchant
Subuser Actions.
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B.1 System Result Codes

These codes are returned with all transactions. The various system codes that are returned
with transactions are used to determine the outcome of the transaction and provide additional
details.

B.1.1 Authorization Codes

Thisis the absolute status of the transaction. All other codes are clarifying details.

Thiswill appear in the response as code.

Code Description
AUTH Authorized/approved
DENY Denied, and not likely to succeed on later attempts
CALL Call processor for authorization
CANCEL Canceled
DUPL Duplicate transaction
PKUP Confiscate card
RETRY Temporary error, clerk should retry transaction
SETUP Account setup error
TI MEQUT No response received in set amount of time

B.1.2 Monetra Codes

This code is specific to Monetra and provides more information on any issue encountered
within the system. This does not contain any information received from the processor.

Thiswill appear in the response as nsof t _code.

Result Code Description

I NT_SUCCESS All local tests passed

SNF Store and forward success

| NT_GENERI CFAI L Generic or undefined failure

UNKNOWN Unknown or unset, could be success or failure

ACCT_ADM NTRANSNOTALLOWED Admin-level transactions not alowed on this
port

ACCT_AUTHFAI LED Account authentication failed

ACCT_DI SABLED Account disabled

ACCT_| NVALI DTRANS Invalid transaction type for this user

ACCT_OBSCUREREQUI RED Obscure restriction required for this request
(see Section 5.1.2: Edit Merchant Subuser)
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Result Code

Description

ACCT_PASSEXPI RED

Account password expired

ACCT_SSLCERT

SSL certificate check failed

ACCT_TOOVANYATTEMPTS

Too many bad login attempts

ACCT_TRANSNOTALLOWED

Missing necessary permissions for this request
(see Section 5.1.2: Edit Merchant Subuser)

ACCT_USERTRANSNOTALLOWED

User-level transactions not alowed on this
port

CONN_MAXATTEMPTS

Maximum attempts to connect to processor
reached

CONN_MAXSENDS

Maximum attempts to send transaction
reached

CONN_TOREVERSAL

Timeout Reversal issued, status of transaction
unknown

DATA_ABARCUTE

Invalid ABA route (checks only)

DATA_ACCOUNT

Invalid account number

DATA_AMOUNT

Invalid amount

DATA_BADTRANS

Invalid transaction structure or data

DATA_BATCHLOCKED

Batch locked

DATA_EXPDATE

Invalid expiration date

DATA | NVALI DMOD

Invalid modification to existing transaction

DATA_M CR

Invalid MICR data (checks only)

DATA_NOOPENBATCHES

Batch not found

DATA_RECORDNOTFOUND

Record not found

DATA_TRACKDATA

Invalid track data

DB_FAI L Failed to write to database

FRAUDAUT CDENY Transaction automatically denied due to fraud
rule

NSFAUTODENY Transaction automatically denied due to
insufficient funds when the merchant did not
alow partia approvals

LI C_CARDTYPE Card type not alowed for this license

LI C_TRANEXCEED Maximum number of transactions reached

LI C_USERS Maximum number of user accounts reached

SETUP_CARDTYPE Account not configured for this card type

SETUP_DATA Generic configuration error

SETUP_SCHED

Transaction could not be scheduled

SETUP_TRANTYPE

Account not configured for this action
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Result Code

Description

SYS_MAI NTENANCE

Transaction type not allowed in maintenance
mode

SYS_SHUTDOMN

Shutdown being attempted

B.1.3

Processor Codes

This code is specific to the processing institution used for the transaction and is set according

to data received from them.

Thiswill appear in the response as phar d_code.

Result Code Description
SUCCESS Generic success
UNKNOWN Unknown reason
GENERI CFAI L Generic/undefined failure
ACCOUNT _CLOSED Account closed
ACCTERROR Account number or length error

ALREADY_ACTI VE

Gift card already activated

ALREADY_REVERSED

Reversal already issued

BAD MERCH | D Invalid Merchant ID

BAD PI N Incorrect Debit/EBT PIN
BALANCE_M SMATCH Settlement totals do not match
CALL Call issuer for authorization

CARD_EXPI RED

Credit card expired

CASHBACK _EXCEEDED

Maximum cash back limit reached

CASHBACK_NOAVAI L

Cash back services not available

Cl D_ERROR Invalid CVV2/CID
DATE_ERROR Invalid date
DONOTHONOR Do not honor card

DUPLI CATE_BATCH

Duplicate batch number

ENCRYPTI ON_ERROR

Encryption error (usualy for Debit/EBT)

EXCEED_ACTIVITY_LIMT

Maximum activity limit reached

EXCEED W THDRAVWAL_LIM T

Maximum withdrawal limit reached

| D_ERROR

Valid ID required for transaction

I NELI G BLE_CONV

Check authorized but not eligible for
conversion/ACH, keep check for deposit

I NSUFFI Cl ENT_FUNDS

Account does not have enough funds to cover
the transaction
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Result Code Description

I NVALI D_ACCOUNT_TYPE For Interac, invalid account type selection

I NVALI D_SERVI CE_CODE Invalid service code

MANAGER NEEDED Manager needed, possible velocity warning

NOREPLY No response within processor's systems or
beyond

NOT_ACTI VE Account has not been activated

NOT_PERM TTED_CARD Card not permitted for this transaction type

NOT_PERM TTED_TRAN Transaction type not permitted for this
account

Pl CKUP_FRAUD Confiscate card (fraud assumed)

Pl CKUP_LCOST Confiscate card (reported lost)

Pl CKUP_NOFRAUD Confiscate card (no fraud assumed)

PI CKUP_STCOLEN Confiscate card (reported stolen)

RECURRI NG_CANCEL Recurring payment failed and will continue to
fail

REENTER Invalid transaction data or setup, reenter and
retry

REJECTED BATCH Batch rejected for settlement

REPRESENTED Duplicate check

RETRY Retry the transaction

RETRY_FORCE_| NSERT Retry the transaction with ICC card inserted

SECURI TY_VI OLATI ON Security violation

SYSTEM ERROR Generic system error

VI OLATI ON Generic system violation
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B.2 Authentication Result Codes

The codes in this section are informational reports from the issuer to the merchant to help with
verifying cardholders and reducing fraud.

Note: These codes alone do not approve or fail transactions; they are merely informational. It
is up to the integrator to decide how to use these codes. To automatically deny transactions,
seethefraudaut odeny settingin Add Merchant User andEdit Merchant User.

B.2.1 AVS Result Codes

Thiswill appear in the response as avs.

Result Code Description
GOCD All checks passed
BAD All checksfailed
STREET Street verification failed
ZI P Zip Code verification failed
UNKNOWN Result unknown, should treat as good
B.2.2 CV Result Codes

Thiswill appear in the response ascv.

Result Code Description
GO0D CV verification passed
BAD CV verification failed
UNKNOWN Result unknown, should treat as good
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B.3 Card Level Result Codes

Visacard level results are returned from most processors and represent the product identifier/

type of the Visa card used in the transaction.

Thiswill appear intheresponseascar dl evel orraw cardl evel .

LEGEND: " = space

Result Code Raw Description
Code
VI SA_TRADI Tl ONAL AN |VisaTraditional (US), VisaClassic

(Canada)

VI SA_TRADI TI ONAL_REWARDS B* |VisaTraditional Rewards (US), Visa
Gold or Visa Platinum (Canada)

VI SA_SI GNATURE C  |VisaSignature

VI SA_SI GNATURE_PREFERRED D" |VisaSignature Preferred (US), Visa
Infinite (Canada)

PROPRI ETARY_ATM Er  |Proprietary ATM

VI SA_CLASSI C F~  |VisaClassic

VI SA_BUSI NESS & |VisaBusiness

VI SA CHECK H | Visa Consumer Check Card

VI SA | NFI NI TE I~ |Visalnfinite

RESERVED J~  |Reserved

VI SA_CORPORATE K~ |Visa Corporate

ELECTRON L~ |VisaElectron

MASTERCARD EUROCARD DI NERS M |MasterCard/EuroCard and Diners

VI SA_PLATI NUM NN | Visa Platinum

RESERVED O |Reserved

VI SA_GOLD P |VisaGold

PRI VATE_LABEL Q" |Private Label

PROPRI ETARY R | Proprietary

VI SA_PURCHASE_CARD S* |VisaPurchasing

RESERVED T~ |Reserved/Interlink

VI SA_ TRAVELMONEY U |VisaTravelMoney

VI SA_VPAY VAV PAY

RESERVED W |Reserved

VI SA B2B_VI RTUAL_PAYNMENTS X~ |VisaB2B Virtua Payments

RESERVED Y~ |Reserved

RESERVED 7" |Reserved
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Result Code Raw Description
Code
RESERVED 0" |Reserved
RESERVED 1 |Reserved
RESERVED 2" |Reserved
RESERVED 3" |Reserved
RESERVED 4~ |Reserved
RESERVED 50 |Reserved
RESERVED 6" |Reserved
RESERVED 7" |Reserved
RESERVED 8" |Reserved
RESERVED 9" |Reserved
VI SA S| GNATURE_BUSI NESS Gl |VisaSignature Business
VI SA_BUSI NESS_CHECK & |VisaBusiness Check
VI SA BUSI NESS ENHANCED G3 |VisaBusiness Enhanced/Visa
Platinum Business
VI SA_BUSI NESS_| NFI NI TE &4 |Visalnfinite Business
VI SA_BUSI NESS _REWARDS G5 |VisaBusiness Rewards
VI SA_| NFI NI TE_PRI VI LEGE I 1 |Visalnfinite Privilege
VI SA_ULTRA H GH_NET_WORTH I 2 |VisaUltraHigh Net Worth
VI SA_GENERAL_PREPAI D J1 |VisaGenera Prepaid
VI SA_PREPAI D_Q FT J2 |VisaPrepaid Gift Card
VI SA_PREPAI D_HEALTH J3 |VisaPrepaid Hedlthcare
VI SA_PREPAI D_COMVERCI AL J4  |VisaPrepaid Commercial
VI SA_GSA CORPORATE_TANDE K1 |VisaGSA Corporate T&E
VI SA_ REWARDS N1 |VisaRewards
VI SA_SELECT N2 |Visa Select
PRI VATE_LABEL_PREPAI D QL | Private Label Prepaid
VI SA_PRI VATE_LABEL_BASI C 2 |Private Label Basic
VI SA_ PRI VATE_LABEL_STANDARD @3 |Private Label Standard
VI SA_PRI VATE_LABEL_ENHANCED 4 |Private Label Enhanced
VI SA PRI VATE_LABEL_SPECI ALl ZED 5 |Private Label Specialized
VI SA PRI VATE_LABEL_PREM UM 6 |Private Label Premium
VI SA PURCHASE FLEET S1 | VisaPurchasing with Fleet
VI SA_GSA PURCHASE S2  |VisaGSA Purchasing
VI SA_GSA PURCHASE_FLEET S3  |VisaGSA Purchasing with Fleet
VI SA_ COMVERCI AL_AGRI CULTURE S4  |VisaCommercial Agriculture
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Result Code Raw Description
Code
VI SA_ COMVERCI AL_ TRANSPORT S5 |VisaCommercia Transport

VI SA_COMVERCI AL_ MARKETPLACE

S6

Visa Commercial Marketplace

RESERVED V1 |Reserved

ANVEX AX  |American Express

DI SCOVER DI |Discover

DI NERS_CLUB DN | Diners Club International
JCB JC |JCB
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B.4 Alphabetical Listing

Thisis an alphabetical listing of the various parameters that can be received from the Merchant
Subuser Actionsin Chapter 6: Merchant Subuser Actions. Not all parameters are sent back for

all transactions. The actual parameters returned from atransaction depend on various factors,
such as the transaction type, processor used, industry, parameters sent, parameters requested,
etc. Thislist is meant to be an easy reference for better understanding returned data.

Key Spec Description

abar out e N, 9 |ABA routing number from check

account N Masked account number

accounttype AS | Type of bank account. See Appendix A.1.6:
Bank Account (ACH).

act code ANS |Action Code. See Appendix B.5.1: Action
Code.

apcode AN |Approval Code. See Appendix B.5.2:
Approval Code.

auth AN |Approva Code as returned from processor.
See Appendix B.5.2: Approval Code.

aut hanmount M |Amount of funds actually authorized. Thisis
only present when the authorized amount is
less than the requested amount, as can happen
with insufficient funds. If al of the requested
amount is authorized, then thiswill not appear
in the response.

aut hsour ce AN, |Authorization Source Code. See

Fixed 1 | Appendix B.5.3: Authorization Source Code.

avs A |Address verification result. See
Appendix B.2.1: AV S Result Codes.

bal ance M  |Baance remaining on card

bat ch N, Max |Batch number

10

bat connum ANS |Some processors return an element similar
to an authorization number when you settle a
batch

car dhol der name ANS |Name asit appears on card/check

cardl evel AN, |Card level result. See Appendix B.3: Card

Max 2 |Level Result Codes.
cardtype A |Card type detected. See Appendix C.1: Card

Types.
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Key Spec Description

cavvresp AN, |Raw code from processor indicating CAVV
Fixed 1 |result. See Appendix B.5.6: CAVV Result
Code.
code A |Transaction result code. See Appendix B.1.1:
Authorization Codes.
cof _aut hanount M Authorized amount returned from the

first COF transaction. Must be sent on all
subsequent COF transactions. Not needed
when referencing a stored token.

cof transid N Transaction ID returned from the first COF
transaction. Must be sent on all subsequent
COF transactions. Not needed when
referencing a stored token.

conmmi nd AN, |Commercial Card Response Indicator. See
Fixed 1 |Appendix B.5.7: Commercial Card Response
Indicator.
custref ANS, |Customer Reference Number
Max
128
cust vat num ANS |Customer VAT registration number
cv A Cardholder verification result. See
Appendix B.2.2: CV Result Codes.
cvresp A Raw code from processor indicating CV

Fixed 1 |result. See Appendix B.5.8: Cardholder
Verification Response Code.

ent r ynode A, |Monetra-defined value indicating how the
Fixed 1 |transaction data was entered. Possible values:

e C-Chipread
e F-EMV Fallback to swipe
e G- EMV Fallback to keyed

e | -MICRred
e M- Manually entered
e R-MSD Tap
e S-Swipe
e T-EMV Tap
esi ANS, |Ecommerce Security Indicator, for Mastercard
Fixed 3 | 3-D Secure transactions
icc X TLV datafor EMV device
item N Sequence number
| anei d N, [Unique lane/register identifier
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Key

Description

| anguage

2-character language code. Possible values:

en - English
fr - French
es - Spanish
de - German
it -Italian

nsof t _code

ANS

Detailed result code specific to system-
interna checks. See Appendix B.1.2: Monetra
Codes.

net i dent AN, |Network Identification Code. See
Fixed 1 | Appendix B.5.10: Network Identification
Code.
ori g_aut hanount M  |aut hanount from the original transaction
pcl evel N Card level. Possible values:
0 - Consumer card
1 - Commercia card
2 - Corporate or government purchase card
phard_code AS |Detailed result code for success/fail from
processor. See Appendix B.1.3: Processor
Codes.
posdat a ANS |POS Data. See Appendix B.5.11: POS Data
Code.
proccode AN, |Processing Code. See Appendix B.5.12:
Fixed 6 | Processing Code.
raci AN, |Return Authorization Characteristics
Fixed 1 |Indicator. See Appendix B.5.13: Returned
Authorization Characteristics Indicator.
raw_avs AN, |Raw code from processor indicating AVS
Fixed 1 |result. See Appendix B.5.4: AV S Response
Code.
raw_cardl evel ANS, |Raw code from processor indicating card
Fixed 2 |level according to Visa 62.23 standard. See
Appendix B.3: Card Level Result Codes.
raw_code AN |Raw code from processor indicating result
of transaction. Each processor has different
specifications for this value.
raw_cv A, |Raw code from processor indicating CV
Fixed 1 |result. See Appendix B.5.8: Cardholder
Verification Response Code.
rcpt_* ANS |Multiple possible response parameters. See

Appendix C.9: Receipt Formats.
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Key

Description

rref num

AN,
Max 12

Retrieval Reference Number. See
Appendix B.5.14: Retrieval Reference
Number.

sequencei d N For denied transactions, sequence number
within Monetra
settl edate N, |Settlement Date as MMDD, as returned by the
Fixed 4 | processor. Debit/EBT cards only.
sqi AN | Spend Qualified Indicator (SQI) or
Transaction Integrity Class (TIC). See
Appendix B.5.15: Spend Qualified Indicator.
st an AN |System Trace Audit Number. See
Appendix B.5.16: System Trace Audit
Number.
ti nmestanp N, Max |Unix timestamp of transaction (seconds since
19 |January 1, 1970)
t oken_assur ance_| evel AN, |For Mastercard, Token Assurance Level
Max 2
t oken_request or ANS, |For Mastercard, Token Requestor
Max 11
trandat e N, Processor-set Transaction Date, MMDDY'Y
Fixed 6
tranfl ags ANS |Monetra-defined Transaction Flags. See
Appendix B.5.18: Transaction Flags.
transid ANS, |Transaction ID. See Appendix B.5.17:
Fixed |Transaction ID.
15
trantime N, |Processor-set Transaction Time, HHMMSS
Fixed 6
ts N, Max |For Debit/EBT, Authorization Timestamp, in
19 |seconds since the Unix epoch
ttid N, Max |Unique ID referencing atransaction within
19 |Monetra
val code AN, |Validation Code. See Appendix B.5.19:
Fixed 1 |Validation Code.
ver bi age ANS |Human-interpretable text of transaction
outcome, meant to be passed on to display
wal | et _identifier ANS, |For Mastercard, Wallet Identifier
Max 3
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B.5 Raw Response Codes

These codes come straight back from the processor without any interpretation from Monetra.

To see these additional parameters in the response, you would either send
i nt erchange_resul t s=yes with anormal transaction request or useat r andet ai |
reguest after an authorization.

B.5.1

Action Code

Indicates the outcome of the transaction and the action that should be taken. Each processor
sets their own specifications for the meaning of these codes.

Thiswill appear in the response asact code.

B.5.2

Approval Code

Thisisthe code for referencing a specific authorization. It istypicaly 6 digits, but some
processors will return other values during testing.

Thiswill appear in the response as apcode.

Visa, Mastercard, and Discover use the last position of the approval code for card product
identification:

Raw Code Description

Visa

VisaTraditional (US), Visa Classic (Canada)

Visa Traditional Rewards (US) VisaGold or Visa Platinum (Canada)

Visa Signature

oO|0O|m| >

Visa Signature Preferred (US), Visa Infinite (Canada)

Mastercard

N

Default value indicating that the specific cardholder account does not
participate in Account Level Management processing

Enhanced Vaue Platform (Consumer)

Product Graduation Consumer World

Product Graduation Consumer World Elite

Product Graduation Business World

I OO0 ®

Product Graduation Business World Elite

Product Graduation Corporate World

Product Graduation Corporate World Elite

Enhanced Vaue Platform and Product Graduation

| =«

Product Graduation Only
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Raw Code Description
High Value
Product Graduation and High Value
Discover

Consumer Credit Core Card

Consumer Credit Rewards Card

Consumer Credit Premium Card

Consumer Credit Premium Plus Card

Commercia Credit Card

Commercia Executive Business Credit Card

NImMm|®™LOQ|T| O[O

Unspecified Card Product

B.5.3 Authorization Source Code

Indicates the source of the authorization.

Thiswill appear in the response as aut hsouce.

Raw Code

Description

Stand-in time-out response

Stand-in amount below issuer limit

Stand-in issuer in Suppress Inquiry mode

Al W[IN|PF

Direct connect issuer generated response (MasterCard, American Express), or
Stand-in: issuer unavailable

Issuer Generated Response

Offline approval, POS device generated

Acquirer approval: Base | unavailable

Acquirer approval of areferral

Use for non-authorized transactions; such as credit card credits

Referral: authorization code manually keyed

Offline approval: authorization code manually keyed

mim|lolo|lo] o] un

CAFIS Interface Offline Post-Auth (currently in use by Japan Acquirer
Services[JAS])

®

Issuer Approval, Post-Auth

B.5.4 AVS Response Code

Indicates the exact result of the AV'S check.

Thiswill appear intheresponse asavsresp or r aw_avs.
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Raw Code

Description

Address verification was not requested

Address match only

Street Address match for international transaction. Postal Code not verified
because of incompatible formats (Acquirer sent both street address and Postal
Code)

Street address and Postal Code not verified for international transaction
because of incompatible formats (Acquirer sent both street address and Postal
Code)

Street address and postal code match for International transaction

UK only. Street address and Postal Code match

®| MmO

Non-US issuer does not participate

Address information not verified for international transaction

Street address and postal code match for international transaction

No address or street match

vz Z

Postal Codes match for international transaction. Street address not verified
because of incompatible formats

Issuer system unavailable - Retry

Service not supported

Address unavailable

Nine character numeric Zip match only (street/address failed)

exact match, nine character numeric Zip

exact match, five character numeric zip

five character numeric zip match only (street/address failed)

Amex only. Cardholder Name and ZIP match

Amex only. Cardholder Name, address, and ZIP match

Amex only, Cardholder Name and address match

Amex only. Cardholder Name match

Amex only. Cardholder name incorrect, ZIP match

Amex only. Cardholder Name incorrect, address and ZIP match

Amex only. Cardholder Name incorrect, address match

@ N|o|a|MW|INP|INI<|X|S|IC|lO|lD

Amex only. All do not match

B.5.5 Card Level Code

Indicates the branding of the card. Thisisonly relevant for Visa cards and cards routed
through the Visa network. The standards are defined by Visa 62.23.

Thiswill appear intheresponse ascar dl evel .
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LEGEND: ~ = space

Raw Code Description
AN VisaTraditional (US), Visa Classic (Canada)
B" Visa Traditional Rewards (US), VisaGold or Visa Platinum (Canada)
c Visa Signature
DA Visa Signature Preferred (US), Visa Infinite (Canada)
Er Proprietary ATM
A VisaClassic
a VisaBusiness
H Visa Consumer Check Card
| A Visalnfinite
NE RESERVED
KA Visa Corporate
LA VisaElectron
M MasterCard/EuroCard and Diners
N Visa Platinum
o RESERVED
pA VisaGold
Qo Private Label
R Proprietary
sh VisaPurchasing
T Reserved/Interlink
w Visa TravelMoney
2 V PAY
W RESERVED
XA VisaB2B Virtual Payments
YA RESERVED
zn RESERVED
o~ RESERVED
1n RESERVED
2N RESERVED
37 RESERVED
4n RESERVED
5n RESERVED
6" RESERVED
" RESERVED
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Raw Code Description
8n RESERVED
gn RESERVED
Gl Visa Signature Business
Q Visa Business Check
et Visa Business Enhanced/Visa Platinum Business
4 Visalnfinite Business
€3) Visa Business Rewards
1 Visalnfinite Privilege
|2 Visa Ultra High Net Worth
J1 Visa Genera Prepaid
J2 VisaPrepaid Gift Card
J3 Visa Prepaid Healthcare
J4 Visa Prepaid Commercial
K1 Visa GSA Corporate T& E
N1 Visa Rewards
N2 Visa Select
QL Private Label Prepaid
Q Private Label Basic
@B Private Label Standard
(0! Private Label Enhanced
03] Private Label Specialized
Q6 Private Label Premium
S1 Visa Purchasing with Fleet
S2 Visa GSA Purchasing
S3 Visa GSA Purchasing with Fleet
4 Visa Commercial Agriculture
S5 Visa Commercial Transport
S6 VisaCommercial Marketplace
V1 RESERVED
AX American Express
Dl Discover
DN Diner's Club International
JC JCB
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B.5.6 CAVV Result Code

Indicates the result of the validation check of the Cardholder Authentication Verification Vaue

(CAVV).

CAVYV isthe method Visa usesto generate the data for 3-D Secure transactions and is the
standard name Monetra uses for this parameter. It is not limited to any card brand.

Thiswill appear in the response ascavvr esp.

Raw Code Description

N/A not validated

Not validated due to erroneous data

Failed validation

Passed validation

Could not be performed. I ssuer attempt incomplete

Could not be performed. I ssuer system error

Reserved

Reserved

Failed validation. US card, non-US acquirer

Passed validation. US card, non-US acquirer

Failed validation, issuer unavailable. US card, non-US acquirer

Passed validation, issuer unavailable. US card, non-US acquirer

Passed validation. Informational only, no liability shift

Not validated, attempted

olo|lm|[>]o]o|~N]Jola]r]w|[dv]—]|oO

Not validated, authentication

B.5.7 Commercial Card Response Indicator

Indicates the commercial/purchase level of the card. Monetra uses this to determine the card's

pcl evel .

Thiswill appear in the response as conmi nd.

Raw Code Description pcl evel
B Business Card 1
D Visa Commerce (reserved) 1
R Corporate Card 1
S Purchasing Card 2
0 Non-commercia Card 0
space Invalid indicator received 0
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B.5.8 Cardholder Verification Response Code

Indicates the outcome of the CV check.

Thiswill appear in the responseascvresp orraw cv.

Raw Code Description
M Match
N No Match
P Not Processed
S Merchant has indicated that Verification Code is not present on card
u Issuer is not certified and/or has not provided Visa encryption keys

B.5.9 Issuer Response Code

Response code from the card issuer (not the processor).

Thiswill appear intheresponse asi ssuer respcode.

B.5.10 Network Identification Code

Debit/EBT only. Indicates the network on which the transaction was authorized.

Thiswill appear in the response asnet i dent .

Raw Code Description

VisaNet

Interlink

PlusATM

CirrusATM

Mastercard ATM

STAR (formerly Cash Station)

PULSE (formerly Money Station)

STAR SE

STARNE

STARW

AFFN

STAR

Maestro

rlolz[clo[N[s[w]z]<c]o]w][o]<

Pulse
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Raw Code

Description

NYCE

PULSE (formerly TYME)

Accel

NETS

cu24

Alaska Option

NYCE

I TS Shazam

EBT

EBT ATM

Amex ATM

Discover ATM

PO > A XN TlwlO|lTo| m|IT|<

AFFN ATM

B.5.11 POS Data Code

Indicates the state of the POS at the time of the transaction.

Monetra generates this for the transaction, and it is sometimes sent back by the processor. The
various values in the data are unique to each processor.

Thiswill appear in the response as posdat a.

B.5.12 Processing Code

Discover only, indicates the type of authorization request submitted.

Thiswill appear in the response as pr occode.

B.5.13 Returned Authorization Characteristics Indicator

For Visaand Mastercard, indicates additional information about the POS.

Thiswill appear in theresponse asr aci .

authorization request

Raw Code Description
A Card Present qualified
Card Present qualified for a self-service automated fuel dispense
E Card Present qualified and Card Acceptor Data was supplied in the
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Raw Code Description

F Card Present qualified for visa account funding transactions
| Card Present qualified incremental authorization request

K Card Present qualified and included an address verification request in the
authorization request (Unable to read magnetic stripe)

M Meets national payment service requirements with no address verification:
Direct Marketing

Not qualified

Card Present qualified and accepted for Preferred Customer qualification or
3D Secure validation failure for T& E transaction

R Recurring or Installment payments

S Card Present attempted for Preferred Ecommerce (3D Secure)

T Transaction cannot participate in Card Present

U Card Present qualified for Preferred Ecommerce (3D Secure)

\% Card Present qualified and included an address verification request in the
authorization request

W Card Present qualified for Basic Ecommerce (Non-3D Secure)

space If Y sent and transaction not qualified (VAS downgrade)

B.5.14 Retrieval Reference Number

Debit/EBT only. Returned by the authorizing system.

Thiswill appear intheresponse asr r ef num

B.5.15 Spend Qualified Indicator

Returned for Visa and Mastercard transactions. Mastercard refers to this as the Transaction
Integrity Class.

Thiswill appear in the response assqi .
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Raw Code Description

Visa

B Base spend assessment threshold has been met.
Spend qualification threshold has not been met.
Spend qualification threshold has been met.

Mastercard
Al EMV/Token in a Secure, Trusted environment (Card Present)
Bl EMV/Chip Equivalent (Card Present)
Cl MagStripe (Card Present)

E1l Key Entered (Card Present)

uo Unclassified (Card Present)

A2 Digital Transaction (Card and/or CardHolder Not Present)
B2

2

Authenticated Checkout (Card and/or CardHolder Not Present)
Transaction Validation (Card and/or CardHolder Not Present)

D2 Enhanced Data (Card and/or CardHolder Not Present)
E2 Generic Messaging (Card and/or CardHolder Not Present)
uo Unclassified (Card and/or CardHolder Not Present)

B.5.16 System Trace Audit Number

Debit/EBT and Discover only. A unique host-assigned identification number.

Thisistypicaly used for printing on receipts. If necessary, this should be preferred over the
rref num

Thiswill appear in the response as st an.

B.5.17 Transaction ID

Unique identifier set by the card brand.
Thiswill appear in theresponse ast r ansi d.

The different brands specify different meanings for this value, but the valueis always 15
characterslong.
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Card Brand Description

Vi sa Transaction ldentifier

Mast er car d |4-character BankNet Date + 9-character BankNet Reference Number + 2
spaces

Aneri can Transaction Identifier

Express

Di scover Network Reference ID (NRID)

Gft Card

Debi t / EBT/ |lssuer-assigned identifier

B.5.18 Transaction Flags

Flags indicating various details about the transaction.

Thiswill appear intheresponse ast r anf | ags.

Flag

Description

ACCT_BUSI NESS

For Check transactions, the account is a business account (not
present indicates persona account)

ACCT_SAVI NGS

For Check transactions, the account is a savings account (not
present indicates checking account)

ADVANCEDEPOSI T

For Lodging, the transaction is being run for a future reservation

CARDNOTPRESENT Card was not present at the merchant's location when the
transaction was run
CARDONFI LE Account data came from a stored token (customer-initiated

transactions only)

CARDSHI ELD_E2E

Monetra CardShield end-to-end encryption was used

CAVWBAD 3D Secure authentication was attempted but unsuccessful

CAWWFULL 3D Secure authentication was performed successfully

CNP_ECOWM For non-Ecomm industries, the transaction was run in an Ecomm
setting

DATAKEYED Account data was entered manually

DATAM CR Account datawas read by a MICR reader

DATATRACK1 Track 1 datais present

DATATRACK2 Track 2 datais present

DEBTREPAYNENT Thetransaction is for paying off debt

Dl G TAL_GOODS

The merchandise isadigital product

EMV_FALLBACK

An EMV transaction was attempted, but a different entry method
had to be used
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Flag Description

EMV_FALLBACK NOAI D |An EMV transaction was attempted, but a different entry method
had to be used because the merchant does not accept that type of
card

EMV_OFFLI NE The transaction was approved by the card without going online to
the issuer

ENCPROV_E2E End-to-end encryption with an external provider was used

HASAVS AVSdatais present

HEAL THCARE Thetransaction is for a heathcare-related payment

I CC The transaction has EMV data from a chip card

| NCREMENTAL One or more incremental transactions was performed

| NSTALLNMENT The transaction is one in a number of installment payments

MOBI LEI NAPP The transaction took place in an app on a maobile device

NONTAXABLE The transaction is tax-exempt

NOSHOW For Lodging, the cardholder did not show up for the reservation

NSF The transaction can be approved for less than the requested amount
(non-sufficient funds)

PARTI ALAUTH The transaction was approved for less than the amount requested
(non-sufficient funds)

Pl NBYPASS For EMV transactions, a PIN was deliberately not entered

Pl NLESS A Debit card was used, but aPIN was not entered

PROC_E2E Processor-level end-to-end encryption was used

PROC_TOKEN The account number on fileis really aprocessor token

RECURRI NG The transaction is a recurring payment

RECURRI NG_FI RST The transaction isthefirst in a series of recurring or installment
payments

RFI D Account data was read using a contactless RFID devicel/interface

RFI DCAPABLE The deviceis capable of contactless transactions

SNF_APPROVED The transaction was stored for later authorization, and the
authorization was approved

SNF_DENY The transaction was stored for later authorization, but the
authorization was denied

STANDI N Transaction was stored for later authorization

B.5.19 Validation Code

Visa, Mastercard, and Discover only. Indicates various details about the transaction's data.

Visa's value contains specific information generated by the card issuer and should not be
interpreted by the POS device. For Mastercard and Discover's values, see the tables below.
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Thiswill appear in the response asval code.

B.5.19.1 Mastercard

Position 1; CV C3 Error Indicator. Possible values:

Raw Code Description
Y CVC3incorrect
N CVC3 okay
P CVC3 could not be validated
E Length of unpredictable number was not valid

Position 2: POS Entry Mode Change. Possible values:

Raw Code Description
Y Mastercard changed POS-only mode from 02 to 09, and Member isin
monitoring mode
N POS entry mode was not changed

Position 3: Transaction Edit Error Code/Magnetic Strip Quality Indicator. Thisindicates an
error existed in the original authorization data.

Position 4: Filler

B.5.19.2 Discover

Position 1; Track 1 dataindicator. Possible values;

Raw Code Description

No Track 1 present

Track 1 data present with CVV not provided

Track 1 data present with non-zero and non-blank CVV
Track 1 data present with CVV set to all zeros

Track 1 data present with CVV containing some or all blanks
Track 1 data present but CVV location not disclosed by issuer

ga| brh|lwW[IN|F]| O

Position 2: Track 2 dataindicator. Possible values;
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Raw Code

Description

No Track 2 data present

Track 2 data present with CVV not provided

Track 2 data present with non-zero and non-blank CVV

Track 2 data present with CVV set to all zeros

Track 2 data present with CVV containing some or all blanks

albr[fwW|IN|IF|O

Track 2 data present but CVV location not disclosed by issuer

Positions 3 and 4: POS Entry Mode
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C General Codes and Formats

This appendix contains tables for various codes that you can encounter while communicating
with Monetra.
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C.1 Card Types

These are the card types that Monetra supports.

Type Category Description

VI SA Credit Visa

MC Credit Mastercard

ANVEX Credit American Express

DI SC Credit Discover

DI NERS Credit Diners Club

CuP Credit China UnionPay

JCB Credit Japan Commerce Bank

CB Credit Carte Blanche

SW TCH Credit Switch/Solo

BML Credit Bill Me Later

PAYPALEC |Credit PayPal Express Checkout

VI SADS Debit -> Credit Visadebit card that the processor actualy ran
as a credit transaction

VI SADEBI T | Debit Debit card backed by Visa

MCDEBI T Debit Debit card backed by Mastercard

OTHERDEBI T | Debit Debit card not backed by brand

| NTERAC Debit Interac (Canadian debit network)

EBT EBT EBT (Electronic Benefits Transfer -- Food
Stamps/Cash Benefits)

CHECK Check Electronic Check

ACH Check US ACH Network

G FT Gift Gift Card

OTHER Gift Generic Gift/Loyalty

ALL Credit,Debit,EBT,Check,Gift |Aggregate macro for al card types

ALLCREDI T |Credit Aggregate macro for all credit card types

USDEBI T Debit Aggregate macro for all US debit card types

ALLDEBI T  |Debit Aggregate macro for all debit card types

ALLG FT GIFT Aggregate macro for all gift card types

ALLEBT EBT Aggregate macro for all EBT card types
(currently only one type though)

UNKNOWN N/A Unknown card type
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C.2 EMV Entry Modes

These are the chip card (ICC) interfaces that Monetra supports.

Type Category Description
VI SA_CONTACT Credit Visa, Contact
VI SA_CONTACTLESS Credit Visa, Contactless
MC_CONTACT Credit Mastercard, Contact
MC_CONTACTLESS Credit Mastercard, Contactless
AVEX_CONTACT Credit American Express, Contact
AVEX_CONTACTLESS Credit American Express, Contactless
DI SC_CONTACT Credit Discover, Contact
DI SC_CONTACTLESS Credit Discover, Contactless
CUP_CONTACT Credit China UnionPay, Contact
CUP_CONTACTLESS Credit China UnionPay, Contactless
JCB_CONTACT Credit Japan Commerce Bank, Contact
JCB_CONTACTLESS Credit Japan Commerce Bank, Contactless
SW TCH_CONTACT Credit Switch/Solo, Contact
SW TCH_CONTACTLESS Credit Switch/Solo, Contactless
USDEBI T_CONTACT Debit US Debit, Contact
USDEBI T_CONTACTLESS Debit US Debit, Contactless
| NTERAC_CONTACT Debit Interac (Canadian Debit), Contact
| NTERAC_CONTACTLESS Debit Interac (Canadian Debit), Contactless
| NTLDEBI T_CONTACT Debit International Debit, Contact
| NTLDEBI T_CONTACTLESS |Dehit International Debit, Contactless
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C.3 EMV Terminal Capabilities

These are the chip card (ICC) terminal capabilities that Monetra supports. When configuring a
merchant account, these must match the capabilities of the device in the certification list in the
UniTerm guide.

Capability Description

ONLI NEPI N Allow the card to verify the PIN by going online

NOOFFLI NEPI N Do not allow the card to verify the PIN without going
online

NCSI G Do not allow signature

CASHBACK Allow cash back or cash withdrawal

Pl NBYPASSCREDI T Allow bypassing the PIN prompt for Credit Cards (card
configuration must support another CVM)

Pl NBYPASSUSDEBI T Allow bypassing the PIN prompt for Debit Cards (card
configuration must support another CVM)
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These are the various features that a processor module can support.

C.4 Processor Features

Feature Description

NONE No features

Bl GBATCH Capable of multi-merchant settlement. See
Section 4.11: Big Batch Aggregation.

DEPRECATED Deprecated processor module

EMULATI ON Emulated processor

EMWV Supports EMV/Chip transactions

E2E Capable of processor-level end-to-end encryption

HEAL THCARE Supports healthcare transactions

HOSTCAPTURE Has control over the batch

LEVEL2 Supports Level 2 processing

LEVEL3 Supports Level 3 line item processing

MULTI CURRENCY

Supports international currencies

Pl NLESSDEBI T

Supports PINIess Debit transactions

PREPAI DA FT Supports prepaid branded gift cards

SPLI TAUTH Supports settling with a different processor

SPLI TSETTLE Allows authorizations from a different processor
STANDI N Supports stand-in (store and forward) authorizations
TERMLOADI NG Capable of online terminal loading

TOKENI ZATI ON Supports tokenization

VBV_AND MSC Supports 3-D Secure
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C.5 Industry Codes

These codes are used to specify the industry in which the merchant processes transactions.

Code Description
AF Automated Fueling
E Ecommerce (ECOM)
F Restaurant
G Grocery
H Hotel/Lodging
M Mail-Order/Telephone-Order (MOTO)
R Retail
RS Retail Self-Service (Kiosk)
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C.6 Connectivity Modes

These are the various connectivity modes that a processor module can support.

Code Description

SSL
HTTPS
I P

DI AL
OTHER
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C.7 Extra Charge Codes

These are the codes used to indicate what extra charges were applied to the room for Lodging
transactions. Multiple values should be pipe-separated (| ).

Note: These are used to indicate what extra charges were applied, not how much or for what

items.
Result Code Description
REST Restaurant/Room Service charges
G FT Gift Shop charges
M NI Mini Bar charges
TELE Telephone charges
LAUND Laundry charges
OTHER Other charges
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C.8 Date Formats

These are the date formats for various parameters, such asbdat e and edat e. Y ou can use
either an absolute date, arelative date, or a special keyword.

C.8.1 Absolute Dates

Formats

YYYY- MVt DD
YYYY/ MM DD
YYYY- M DD hh: mm
YYYY- Mt DD hh- mm
YYYY/ MM DD hh: nm
YYYY/ MM DD hh- nm
YYYY- MM DD hh: nm ss
YYYY- MM DD hh- nm ss
YYYY/ MM DD hh: nm ss
YYYY/ MM DD hh- nm ss
M DD- YYYY

MM DD YYYY

MMt DD- YYYY hh: mm
MVt DD- YYYY hh-mm
MM DD/ YYYY hh: mm
MM DD/ YYYY hh-nmm
MVt DD- YYYY hh: nm ss
MVt DD- YYYY hh-mm ss
MM DDY YYYY hh: mm ss
MM DDY YYYY hh-mm ss
M DD- YY

MM DD YY

MM DD- YY hh: mm

MVt DD- YY hh-mm

MM DY YY hh: mm

MM DDY YY hh-rmm

MMVt DD- YY hh: nm ss
MMt DD- YY hh-nm ss
MM DDY YY hh: mm ss
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Formats
MM DD/ YY hh-nm ss
MVDDYYYY
MVDDYY

C.8.2 Relative Dates

A relative date takes this format:
[+[-][amount] [unit]

Units

year [s]

week][s]

day(s]

hour [s]

mi n[s] / m nut e[s]

sec[s] / second[s]

Example:
+1 day
-5 years

C.8.3 Special Keywords

Name M eaning

now Current date/time

epoch Unix timestamp (beginning on Jan 1, 1970 00:00:00 UTC)
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C.9 Receipt Formats

(/ Note: For much greater details on receipts--including how the receipt blocks appear in
responses and details on building an actual receipt--see the relevant appendix on receipt
formatting in the UniTerm Guide [https://www.monetra.com/devel opers).

The optional r cpt parameter is sent with transactions to indicate receipt formatting
requirements. Each part is a key/value pair indicating formatting configurations, with the parts
separated by semicolons, asin these examples:

rcpt =type=pl ai n; I i ne_| en=24; use_nerch_| ang=no; | i ne_br eak="\n"
rcpt=type=plain| htm

These are the available keys:

Key

Description

type

List of receipt output formats to use, separated by pipes (| ). When
specifying more than one type, the response keys will indicate the
format in the key name. If only one type is specified, the typeis
omitted. Possible values:

pl ai n - plain text (default)

ht mi - HTML, needs style sheet applied

xm - XML, suitable for XSLT transformations, typically used

to generate complex HTML when CSS alone is not capable of
providing the desired formatting

j son - JSON, typically used for easy manipulation with JavaScript

line_len

Only relevant for t ype=pl ai n. Number of characters per line.
Default is 40.

I i ne_break

Only relevant for t ype=pl ai n. Character sequence for newlines.
Defaultis\ r\ n

use_nerch_l ang

Boolean flag indicating whether or not to use the merchant's selected
language rather than the cardholder's language for the receipt.

Defaultstoyes.

Copyright © 2021 Monetra Technologies, LLC | Application Interface Guide |

CONFIDENTIAL

324


https://www.monetra.com/developers
https://www.monetra.com/developers

C.10 BIN Range Format

BIN ranges are specified using aformulathat details exactly what values are allowed.

Anindividual range is specified using this formula
mn_prefix[-max_prefix][:mn_len[-max_l en][:cardtype[:pclevel]]]

Multiple ranges are joined together with semicolons (; ).

Format Req | Spec Description

min_prefix Y N  [Minimum prefix that the account number must start with

max_prefix (@] NS |Maximum prefix that the account number can start with. Must
be the same number of digitsasm n_prefi x.

mn_len 0] N [Minimum number of digits the account number must have

max_| en 0] NS |Maximum number of digits the account number can have

cardtype 0] A |Card typeto match. See Appendix C.1: Card Types.

pcl evel (@] N |Card level to match. See Appendix B.4: Alphabetical Listing.
Note that the rangeisfrom 0 to 2.

Example ranges:

Range M eaning

30 Match all accounts that start with 30

30-33 Match all accounts that start with avalue between 30 and 33

30-33:15 Match all accounts that start with avalue between 30 and 33
and are exactly 15 digitslong

30- 33: 15- 18 Match all accounts that start with avalue between 30 and 33

and are between 15 and 18 digits long

30-33:15-18: DI SC

Match only Discover cards that start with a value between 30
and 33 and are between 15 and 18 digits long

0-9::VISA 2

Match only Visa Purchase cards

4: 30-33:15-18: DI SC

Match any account that starts with 4 and Discover cards that
start with a value between 30 and 33 and are between 15 and
18 digitslong

0-9::VISA: 2;0-9::MC. 2

Match only Visaand Mastercard Purchase cards
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