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1 Secure Storage and Billing System Overview

1.1 Introduction
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1.2 Storage Overview
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1.3 Billing Overview
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2 Installation and Configuration
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2.1 New System Installation
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2.2 Upgrading Monetra to Support Monetra DSS
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KEYKEY DESCRIPTIONDESCRIPTION

recurring_per_userrecurring_per_user =
This key controls Monetra user access to the billing system.
When set to 'Yes', only the Monetra user that added the
transaction can use the Token.

recurring_starting_binrecurring_starting_bin =
This represents the BIN range that the Tokens will be created
in.
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3 Functional/Protocol Overview

3.1 Introduction
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3.1.1 Add Account
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KEYKEY VALUEVALUE TYPETYPE NOTESNOTES

usernameusername = A/N Merchant Username associated with account.

passwordpassword = A/N Merchant Password associated with account.

actionaction = admin A Denotes admin request type.

adminadmin = recurringadd A Denotes type of administrative action (recurring).

typetype = store A Denotes sub-type of recurring action.

* See parameters table for additional keys that may be sent.

Response: ��DE2?52C5�#@?6EC2�C6DA@?D6�:D�C6EFC?65�D:>:=2C�E@�E96�36=@H	

KEYKEY VALUEVALUE NOTESNOTES

CodeCode = AUTH

VerbiageVerbiage = Inserted into recurring list

TokenToken = Unique Token Replacement number for the real/stored account.

3.1.2 Edit Account
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KEYKEY VALUEVALUE TYPETYPE NOTESNOTES

usernameusername = A/N Merchant Username associated with account.

passwordpassword = A/N Merchant Password associated with account.

actionaction = admin A Denotes admin request type.

adminadmin = recurringedit A
Denotes type of administrative action
(recurring).

typetype = store A Denotes sub-type of recurring action.
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KEYKEY VALUEVALUE TYPETYPE NOTESNOTES

tokentoken =
[substitute
number]

N Req: Must pass a valid token.

accountaccount = [cardnumber] N Optional

expdateexpdate = [card_expire_date] N Optional

streetstreet = [billing street] A/N Optional

zipzip = [billing zipcode] N Optional

activeactive = yes/no A Optional. Denotes if active or not.

CardHolderNameCardHolderName = A Optional

ClientRefClientRef = N Optional. Client reference number.

DescrDescr = A/N Optional. Description of account.

* See parameters table for additional keys that may be sent.

Response: ��DE2?52C5�#@?6EC2�C6DA@?D6�:D�C6EFC?65�D:>:=2C�E@�E96�36=@H	

KEYKEY VALUEVALUE NOTESNOTES

CodeCode = AUTH

VerbiageVerbiage = Inserted into recurring list

TokenToken = Unique Token Replacement number for the real/stored account.

3.1.3 Delete Account
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KEYKEY VALUEVALUE TYPETYPE NOTESNOTES

usernameusername = A/N Req. Merchant Username associated with account.

passwordpassword = A/N Req. Merchant Password associated with account.

actionaction = admin A Req. Denotes admin request type.

adminadmin = recurringdel A
Req. Denotes type of administrative action
(recurring).

tokentoken =
[substitute
number]

N Req: Must pass a valid token.

Response: ��DE2?52C5�#@?6EC2�C6DA@?D6�:D�C6EFC?65�D:>:=2C�E@�E96�36=@H	

KEYKEY VALUEVALUE NOTESNOTES

CodeCode = AUTH

VerbiageVerbiage = Recurring card deleted
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3.1.4 List Accounts
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KEYKEY VALUEVALUE TYPETYPE NOTESNOTES

usernameusername = A/N Req. Merchant Username associated with account.

passwordpassword = A/N Req. Merchant Password associated with account.

actionaction = admin A Req. Denotes admin request type.

adminadmin = recurringlist A
Req. Denotes type of administrative action
(recurring).

typetype = store A Opt: The type of recurring transaction.

activeactive = yes/no A Optional. Denotes if active or not.

tokentoken =
[substitute
number]

N Opt: Must pass a valid token.

ClientRefClientRef = N Opt: Client reference.

expdate_endexpdate_end = A/N Opt: Ending date range for list.

Response: ��DE2?52C5�4@>>2�D6A2C2E65�#@?6EC2�C6DA@?D6�:D�C6EFC?65�D:>:=2C�E@�E96
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3.1.5 List History
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KEYKEY VALUEVALUE TYPETYPE NOTESNOTES

usernameusername = A/N Req. Merchant Username associated with account.

passwordpassword = A/N Req. Merchant Password associated with account.

actionaction = admin A Req. Denotes admin request type.

adminadmin = recurringhist A
Req. Denotes type of administrative action
(recurring).

typetype = store A Opt: The type of recurring transaction.
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KEYKEY VALUEVALUE TYPETYPE NOTESNOTES

tokentoken =
[substitute
number]

N Opt: Must pass a valid token.

ClientRefClientRef = N Opt: Client reference.

expdate_endexpdate_end = A/N Opt: Ending date range for list.

*96�9:DE@CJ�C6A@CE�H:==�@?=J�D9@H�D4965F=65�EC2?D24E:@?D	�!7�J@F�DE@C6�2�E@<6?�2?5�CF?�2�)2=6�@C
(6EFC?�282:?DE�E92E�E@<6?�E96�EC2?D24E:@?�H:==�36�C6A@CE65�:?�E96�DE2?52C5�#@?6EC2�+?D6EE=65

 :DE@CJ�C6A@CED	

Response: ��DE2?52C5�4@>>2�D6A2C2E65�#@?6EC2�C6DA@?D6�:D�C6EFC?65�D:>:=2C�E@�E96
@?6�36=@H	

E@<6?�EJA6�24E:G6�42C5EJA6�244@F?E�6IA52E6�42C59@=56C?2>6�DEC66E�K:A�56D4C�4=:6?EC67�2>@F?E�7C6BF6?4J�
352E6�652E6�:?DE2==>6?E1?F>�:?DE2==>6?E1E@E2=�=2DE1CF?1:5�=2DE1DF446DD152E6�=2DE1CF?152E6�
?6IE1CF?152E6�?6IE1CF?12>@F?E

�����������������DE@C6�J6D�,!)��.........�����������������;@9?D�>2C:?6
A2CED�����������������
����������������C64FCC:?8�J6D�,!)��............�����������������)E2E6�C@25
C62=:EJ�������	���>@?E9=J�����������������������������������������������	��

3.1.6 Clear Account

*96���=62C��44@F?E��7F?4E:@?�AC@G:56D�2�H2J�E@�C6>@G6��@C�96=A�4=62?FA��E96�C64FCC:?8
9:DE@CJ	

KEYKEY VALUEVALUE TYPETYPE NOTESNOTES

usernameusername = A/N Req. Merchant Username associated with account.

passwordpassword = A/N Req. Merchant Password associated with account.

actionaction = admin A Req. Denotes admin request type.

adminadmin = recurringclear A
Req. Denotes type of administrative action
(recurring).

typetype = store A Opt: The type of recurring transaction.

tokentoken =
[substitute
number]

N Opt: Must pass a valid token.

ClientRefClientRef = N Opt: Client reference.

expdate_endexpdate_end = A/N Opt: Ending date range for list.

Response: ��DE2?52C5�4@>>2�D6A2C2E65�#@?6EC2�C6DA@?D6�:D�C6EFC?65�D:>:=2C�E@�E96
@?6�36=@H	

E@<6?�EJA6�24E:G6�42C5EJA6�244@F?E�6IA52E6�42C59@=56C?2>6�DEC66E�K:A�56D4C�4=:6?EC67�2>@F?E�7C6BF6?4J�
352E6�652E6�:?DE2==>6?E1?F>�:?DE2==>6?E1E@E2=�=2DE1CF?1:5�=2DE1DF446DD152E6�=2DE1CF?152E6�
?6IE1CF?152E6�?6IE1CF?12>@F?E
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�����������������DE@C6�J6D�,!)��.........�����������������;@9?D�>2C:?6
A2CED�����������������
����������������C64FCC:?8�J6D�,!)��............�����������������)E2E6�C@25
C62=:EJ�������	���>@?E9=J�����������������������������������������������	��

3.2 Parameters Table

PARAMETERPARAMETER NOTESNOTES

ActionAction = Admin

AdminAdmin =
recurringadd|recurringedit|recurringdel
recurringlist|recurringhist|recurringclear

TypeType = Store/recurring/installment (R add/ O edit/list)

AccountAccount = Account number on card (R add / O edit)

ExpdateExpdate = Expiration date on card (R add / O edit)

CardholdernameCardholdername = Name on card (O add/edit)

StreetStreet = Billing street address for card (O add/edit)

ZipZip = Billing zipcode for card (O add/edit)

DescrDescr = Description for card (O add/edit)

ClientrefClientref = Client reference number

TokenToken =
Unique identifier for entry, returned from add (R edit/list/del/
history)

expdate_endexpdate_end =
MMYY format. Used to retrieve cards which expire prior to this date (O
list)

ActiveActive =
Used to query for cards which hit an exception, or to reset the
exception flag (O edit/list)

Hist_idHist_id = Used to query for specific transaction (O history)

AmountAmount =
For recurring, amount to charge. For installment, total amount, will be
divided equally by installment_total (C add/ O edit)

Installment_totalInstallment_total = Installment only, total number of payments to be made (C add/edit)

FrequencyFrequency =
Installment/Recurring :
daily,weekly,biweekly,monthly,bimonthly,quarterly,semiannually,annually
(C add/ O edit)

bdatebdate =
Date to start recurring/installment, if not specified, assume today.
Meaningless after first transaction (C add/ O edit)

bdatebdate = (In History/ClearHist, date range to pull/clear) (O history/clearhist)

edateedate =
Date to end recurring/installment, if not specified, assume infinite.
(C add/ O edit)

edateedate =
(In History/ClearHist, date range to pull/clear) (C history/clearhist,
must exist if bdate exists)
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4 Usage Examples

4.1 Add/Store Account in System

TransactionTransaction

================
username=test_user
password=test123
action=admin
admin=recurringadd
type=store
account=4012888888881
expdate=1212
street=125 main street
zip=32606
clientref=139876
descr=johns marine parts
running account
================

ResponseResponse

================
token=1001000000000015
code=auth
msoft_code=unknown
phard_code=unknown
verbiage=Inserted into
recurring list
================

4.2 Run Sale for Stored Account

TransactionTransaction

================
username=test_user
password=test123
action=sale
token=1001000000000015
amount=27.85
ptrannum=058745
comments=june-2009 billing
statement

ResponseResponse

================
ttid=428753
code=AUTH
msoft_code=INT_SUCCESS
phard_code=SUCCESS
auth=TAS137
batch=376
item=6293
cardtype=visa
================

4.3 Add Account for Recurring Billing

TransactionTransaction

===============
username=test_user
password=test123
action=admin

Transaction ResponseTransaction Response

===============
Token=1001000000000031
code=AUTH
msoft_code=unknown
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admin=recurringadd
type=recurring
account=4715088888888883
expdate=1212
street=123 main
zip=32606
bdate=06/01/2007
amount=25.50
frequency=monthly
clientref=38429
descr=State road reality
================

phard_code=unknown
verbiage=Inserted into
recurring list
================

4.4 Add Account for Installment Billing

TransactionTransaction

===============
username=test_user
password=test123
action=admin
admin=recurringadd
type=installment
account=4005519255555555
expdate=1212
street=123 main
zip=32606
bdate=06/01/2007
amount=1200.23
installment_total=12
frequency=monthly
clientref=987658
descr=Porter johnson rental-
atlanta
================

Transaction ResponseTransaction Response

===============
Token=1001000000000049
code=AUTH
msoft_code=unknown
phard_code=unknown
verbiage=Inserted into
recurring list
================

4.5 Report/List of Stored/Recurring Transactions

TransactionTransaction

===============
username=test_user
password=test123
action=admin

Transaction ResponseTransaction Response

===============
See response below.
================
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admin=recurringlist
================

E@<6?�EJA6�24E:G6�42C5EJA6�244@F?E�6IA52E6�42C59@=56C?2>6�DEC66E�K:A�56D4C�4=:6?EC67�2>@F?E�7C6BF6?4J�352E6�652E6�:?DE2==>6?E1
?F>�:?DE2==>6?E1E@E2=�=2DE1CF?1:5�=2DE1DF446DD152E6�=2DE1CF?152E6�?6IE1CF?152E6�?6IE1CF?12>@F?E
�����������������DE@C6�J6D�,!)��.........�����������������;@9?D�>2C:?6�A2CED�����������������
����������������C64FCC:?8�J6D�,!)��............�����������������)E2E6�C@25
C62=:EJ�������	���>@?E9=J������������������������������������������������	��
�����������������:?DE2==>6?E�J6D�,!)��............�����������������&@CE6C�;@9?D@?
C6?E2=�����������	���>@?E9=J���������������������������������������������������	��

*96�C6A@CE�C6DA@?D6D�2C6�C6EFC?65�:?�DE2?52C5�#@?6EC2�4DG�7@C>2E��2?5�42?�36�:>A@CE65�2?5
G:6H65�H:E9�2?J�DE2?52C5�DAC625D966E�2AA=:42E:@?	
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5 Design and Implimentation Notes

�6D4C:365�36=@H�2C6�?@E6D�2?5�E:AD�7C@>�E96�#@?6EC2�56G6=@A6CD��E@�96=A�4=2C:7J
6I24E=J�9@H�E96�DJDE6>�7F?4E:@?D	�!7�E96C6�2C6�2?J�BF6DE:@?D�E96?�A=62D6�4@?E24E�FD�G:2
DFAA@CE�>@?6EC2	4@>

5.1 Exception Handling

*96C6�2C6�E:>6D�H96?�2�(64FCC:?8�@C�:?DE2==>6?E�EC2?D24E:@?�H:==�9:E�2?�6I46AE:@?	��@C
6I2>A=6�E96�42C5�52E6�4@F=5�6IA:C6��@C�:E�>:89E���$/�H:E9�:?DF77:4:6?E�7F?5D	�-96?
2?�6CC@C�4@?5:E:@?�9:ED��E96�27764E65�EC2?D24E:@?D�H:==�36�AFE�F?56C��I46AE:@?D	

!7�2�EC2?D24E:@?�9:ED�2?�6I46AE:@?��E96�7@==@H:?8�AC@465FC6�D9@F=5�36�FD65�E@�86E�E96
EC2?D24E:@?�324<�@?�D4965F=6	
M !DDF6�2?���5:E��@?�E96�EC2?D24E:@?��E@�7:I�@776?5:?8�7:6=5	
M (6D6E�E96���4E:G6��7=28�E@��J6D�	

*9:D�H:==�42FD6�E96�EC2?D24E:@?�E@�36�C6D4965F=65�7@C�E96�?6IE�E:>6�E96�C64FCC:?8�>@5F=6�AC@46DD
EC2?D24E:@?D��H9:49�:D�@?46�2�52J�	

IMPORTANT: �?J�65:E�H:==�42FD6�2�C6D4965F=6�E@�@44FC�7@C�E96�EC2?D24E:@?	��6�2H2C6�@7�E9:D
H96?�J@F�492?86�65:E�@E96C�A2C2>6E6CD��DF49�2D�7C6BF6?4J��2?5�36�42C67F=�J@F�5@�?@E
:?25G6CE2?E=J�42FD6�2?�244@F?E�E@�36�3:==65�>@C6�E92?�@?46�H:E9:?�2�8:G6?�3:==:?8�A6C:@5	

5.2 Dates and Time for Scheduling

*96�7@==@H:?8�7C6BF6?4:6D�2C6�2G2:=23=6�7@C�D4965F=:?8	
M �2:=J
M -66<=J
M �:-66<=J
M #@?E9=J
M �:#@?E9=J
M 'F2CE6C=J
M )6>:�??F2===J
M �??F2==J
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6 Graphical User Interface Examples

6.1 Monetra Manager: DSS Settings
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6.2 Monetra Client: Add Account

Step 1. %A6?�E96�#@?6EC2��=:6?E�2AA=:42E:@?	��9@@D6�E96���5>:?��D64E:@?�E96?�E96��DE@C286

3:==:?8��:4@?	

Step 2. �=:4<�@?�E96�������3FEE@?	
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Step 3. �9@@D6�E96�EJA6�@7�DE@C286	�!?�E9:D�42D6�H6�H:==�FD6�)E@C6�%?=J	

Step 4. �=:4<�@?�E96��$�.*��3FEE@?	

(c) Main Street Softworks, Inc. www.monetra.com ��



Step 5. �?E6C�2==�@7�E96�C6=6G2?E�:?7@C>2E:@?�DF49�2D�42C5�244@F?E��3:==:?8�DEC66E�2?5�K:A�4@56D
6E4		

Step 6. �=:4<�@?�E96��)F3>:E��3FEE@?	

*92ED�!E�	�/@F�D9@F=5�D66�2?�2FE9@C:K2E:@?�>6DD286�D:>:=2C�E@�E96�@?6�23@G6	
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6.3 Monetra Client: Edit Account

Step 1. %A6?�E96�#@?6EC2��=:6?E�2AA=:42E:@?	��9@@D6�E96���5>:?��D64E:@?�E96?�E96��DE@C286

3:==:?8��:4@?	

Step 2. �?E6C�E96�*@<6?�?F>36C��$2>6�@C�(676C6?46�?F>36C�@7�E96�244@F?E�2?5�4=:4<���!$��	
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Step 3. &=246�2�4964<>2C<�:?�E96�E23=6��)�"��*��7:6=5	�?6IE�E@�E96�C64@C5�J@F�H:D9�E@�65:E	

Step 4. �=:4<�@?�E96����!*��3FEE@?	

Step 5. �5:E�E96�56D:C65�7:6=5�2?5�4=:4<�E96��)F3>:E�3FEE@?�	
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7 Document Version and Changes

Date Version Change
#2J����� �	� !?:E:2=�G6CD:@?

#2C����� �	� +A52E65�E@�6?92?46�:?DE2==2E:@?�:?7@C>2E:@?

$@G����� �	

��(6�7@C>2EE65�5@4F>6?E�7@C�H63�2?5�AC:?E	
��+A52E65�7@C�C6>@G2=�@7�>@5F=6�2?5�>:8C2E:@?�E@�4@C6�#@?6EC2�7F?4E:@?D	
��(6>@G65�56AC642E65��C64FCC:?8���:?DE2?46D	��5565�?6H�4@>3:?65��25>:?�
24E:@?�?2>6D	
���5565�C676C6?46D�E@�8C2A9:42=�:?E6C7246D	
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