Monetra®

XML Protocol Specification

Programmer's Guide v7.12
Updated April 2013



This page intentionally left blank.

v7.12 XML Protocol Specification



Table of Contents

I RSNV 1T Lo T 13 o 4
A 1 (o Yo 1 ¥ o oY o TP 5
A A Y | @ LV Y T P 5
2.2 BasiC TranSacCtioN SErUCTUIE. ... ..v i e aa 5
2.3 TranSPOrt Of Dala..cuiiu i e 6
2.3.1 XML OVEr HTTP OF HT T PS .. ettt e e e e e e e nbenae s 6

A T A 4 | I B T o] o 1T 6

I 0= 1 10T o 1= PP 8
3.1 Formatted TranSaCHiONS. .. ..iu ittt e e e e e aaaaens 8
3.1.1 Multi-Transaction REQUESE.......ccuiiiii e 8
3.1.2 Multi-TransSaction RESPONSE......uuieiiii i 9
3.1.3 Response for Bad Structure Transaction.........ccoviviiiiiiiiiiiiciicceee e 9

3.2 Source Code: Sending Transactions to Monetra.......c.covveviieiiiiiiiiiieeeeen 10
I G0 a1 0 F=1 aTe I N1 TP 10

T d | 11
S0 T o= o P 13
T B = 1V TP 15

AR VA 1 V= 1 I 5 1= 13 Lol o 21

oI X Oo ] Lo I V=T [0 o P 25

v7.12 XML Protocol Specification 3



1 Revision History

Version Date Notes

v7.12 04/03/13 |Updated for new ports

V5.1.7 07/10/08 |Updated perl example for to fix SSL negotiation with self-
signed certificates.

V5.1.6 01/11/08 |Updated Java example to show how to use self-signed
certificates

v5.1.5 11/16/06 |Added Cold Fusion Example

v5.1.4 04/04/06 |Added Java Example

v5.1.3 03/22/06 |Added PERL Curl Example

v5.1.2 01/26/06 |VB6 HTTPS update to ignore SSL errors

v5.1.1 09/20/05 |Added VB6 example

v5.1 08/02/05 |Initial release
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2 Introduction
2.1 XML Overview I

XML stands for eXtensible Markup Language and is used to specify the
formatting/representation of the data to be sent to Monetra. You will also be required
to review the Monetra Client Interface Protocol Specification
(http://www.monetra.com/documentation.html) to cross-reference each transaction
type, which will have multiple corresponding key/value pairs (ie. username, password,
action, etc). You may also reference the examples found later in this document for
both formatting and transport of the XML data.

XML parsers are included in many modern languages, or as add-on components.
LibXML is a common parser and can be found at http://www.libxml.org.

For more information on the XML standard itself, you may see the official reference
at http://www.w3.0rg/TR/2004/REC-xmI-20040204/.

2.2 Basic Transaction Structure I

Each XML transaction set must begin with a <Mbnet r aTr ans> start tag and may
contain multiple transactions, each with a corresponding <Tr ans> tag, which must
also specify ani dentifier element. The sub tags for <Tr ans> are the key/value
pairs found in the Monetra Client Interface Protocol Specification.

XML Responses are encapsulated in <Monet r aResp> tags, and a <Resp> tag will exist
for every <Tr ans> tag sent, assuming the structure was initially correct. The <Resp>
tag will have an element of i denti fi er, which will echo the identifier sent with each
<Trans> tag. An additional <Dat aTr ansf er St at us> tag will always be sent with an
element of code, which may read SUCCESS or FAI L. On FAI L, an error message will
be enclosed in the <Dat aTr ansf er St at us></ Dat aTr ansf er St at us> tags.

Every <Resp> tag will have a <Code> tag, but on comma-delimited responses, you will
also have a <Dat aBl ock> tag that holds the response. On non-comma delimited
data, the response tags will be those defined in the Monetra Client Interface Protocol
Specification.

Some transactional characters may need to be encoded when inserting them into the

XML data stream. Characters such as '>' will become '&gt ; ', '<' will become '&l t ;"'
and '&" will become '&anp; '.
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2.3 Transport of Data I
2.3.1 XML over HTTP or HTTPS I

NOTE: Over public networks (like the Internet) or untrusted private networks, it is
required by PABP/CISP that HTTPS is used instead of HTTP for communication to
ensure card numbers and other critical data is not transmitted in plain text.

HTTP is the method of data transfer that webservers use. When you visit a website,
that content is delivered to you using the HTTP protocol. HTTPS is simply HTTP
tunneled over an SSL connection.

Monetra only supports a small subset of the HTTP protocol for XML transport (keep it
simple!). An HTTP(S)-XML request to Monetra should be formatted as a simple HTTP
1.0 or 1.1 POST command. A Content-Length descriptor is also required to allow the
Monetra parser to efficiently identify the start and end of the XML data being sent.
Please verify that the host and port numbers reference your configuration (IP address
of Monetra server, and configured ports for HTTP or HTTPS).

Most programming languages will provide HTTP routines to simplify the programming
process. You may also wish to look into CURL as an alternative (http://curl.haxx.se).

HTTP 1.0 is defined in RFC 1945 (http://www.faqgs.org/rfcs/rfc1945.html), and HTTP
1.1 is defined in RFC 2616 (http://www.faqgs.org/rfcs/rfc2616.html).

The default port numbers used are the IANA-assigned numbers, 8665 (user) and 8666
(admin) using HTTPS. The HTTP (non-SSL) methods are disabled by default.

2.3.2 XML DropFile I

NOTE: Because of security related issues (such as account numbers being stored in
plain text for short periods of time), it is unclear whether or not DropFile support
meets the requirements for PABP/CISP communication. It is therefore recommended
you use either the HTTP or HTTPS communication methods.

The DropFile method refers to placing a file in a pre-determined directory, having
another program read that file, then writing a result to a file with a similar naming
scheme.

In this case, the filename being written must end in the . xm i n suffix. Monetra will
scan for these files in the directory it is configured to search, read the files, remove
them, and when processing is complete, write a response file with the . xni out
suffix.

When a file is found, Monetra will wait up to 30 seconds for the contents of that file to
be fully parse-able. If Monetra cannot parse that file within that time-frame, it will
delete the file, and write a negative response file with the <Dat aTr ansf er St at us>
set to a negative state.
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There are no headers or footers required for the DropFile method, simply the XML
data itself.
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3.1 Formatted Transactions I

3.1.1 Multi-Transaction Request I

<Mbnet r aTr ans>

<Trans identifier="1">
<User nane>vi t al e</ User nane>
<Passwor d>t est </ Passwor d>
<Act i on>SALE</ Act i on>
<Account >4012888888881</ Account >
<ExpDat e>0512</ ExpDat e>
<Anmpunt >12. 00</ Anount >

</ Trans>

<Trans identifier="2">
<User nane>vi t al e</ User nane>
<Passwor d>t est </ Passwor d>
<Act i on>SALE</ Acti on>
<Account >5454545454545454</ Account >
<ExpDat e>0512</ ExpDat e>
<Anount >11. 00</ Anpunt >

</ Tr ans>

<Trans identifier="3">
<User nane>vi t al e</ User nane>
<Passwor d>t est </ Passwor d>
<Act i on>ADM N</ Act i on>
<Adm n>GUT</ Adm n>

</ Tr ans>

</ Mbnet r aTr ans>
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3.1.2 Multi-Transaction Response I

<Monet r aResp>

<Dat aTr ansf er St at us code=" SUCCESS"/ >

<Resp identifier="2">
<Code>AUTH</ Code>
<Ver bi age>APPROVAL 123456</ Ver bi age>
<Bat ch>1</ Bat ch>
<ltenmrl</Itenr
<AVS>STREET</ AVS>
<CV>C00D</ CVv>
<TTI D>112</ TTI D>

</ Resp>
<Resp identifier="3">
<Code>SUCCESS</ Code>
<Dat aBl ock>
ttid, type, capture,...
1, SALE, 1, . ..
5, PREAUTH, O, . . .
7, RETURN, 1, . ..
</ Dat aBl ock>
</ Resp>

<Resp identifier="1">
<Code>DENY</ Code>
<Ver bi age>CvwW2 M SMATCH</ Ver bi age>
<AVS>G00D</ AVS>
<CV>BAD</ CV>
<TTI D>112</ TTI D>

</ Resp>
</ Monet r aResp>

3.1.3 Response for Bad Structure Transaction I

<Monet r aResp>

<Dat aTr ansf er St at us code="FAl L">My descriptive failure
r eason</ Dat aTr ansf er St at us>
</ Monet r aResp>
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3.2 Source Code: Sending Transactions to Monetra I
3.2.1 Command Line I

« Take the request example found under section 3.1.1 Multi-Transaction Request

- Write the request to a file named r equest . xni

+ If curl (http://curl.haxx.se/) is installed on your system, you can execute it by
running the following command:
curl -d@equest.xnl https://testbox. nonetra. com 8665/

« Your transaction will then be sent from the command line to Monetra, and a
response will be written in XML to your console.

v7.12 XML Protocol Specification 10


http://curl.haxx.se/

3.2.2 PHP I

If you are using PHP, and have curl enabled (http://www.php.net/curl), you can use
something like the following:

<?php

$url ="https://local host:8665"; // O http://Ilocal host: 8333

$xml _i n="<?xm version=\"1.0\" ?>\n"
"<Mbnet r aTrans>\ n"
"\t<Trans identifier=\"1\">\n"
"\t\t<User nanme>vi t al e</ User nane>\ n"
"\'t\t <Passwor d>t est </ passwor d>\ n"
"\t\t<Acti on>SALE</ Acti on>\ n"
"\'t\t <Account >4012888888881</ Account >\ n"
"\ t\t <ExpDat e>0512</ ExpDat e>\ n"
"\'t\t <Anpunt >12. 00</ Anrount >\ n"
"\t </ Trans>\ n"
"\t<Trans identifier=\"2\">\n"
"\t\t<User nane>vi t al e</ User nane>\ n"
"\'t\t <Passwor d>t est </ passwor d>\ n"
"\t\t<Acti on>SALE</ Acti on>\n"
"\t\t <Account >5454545454545454</ Account >\ n"
"\'t\t <ExpDat e>0512</ ExpDat e>\ n"
"\t\t <Anpunt >12. 12</ Anount >\ n"
"\t</Trans>\n"
"</ MonetraTrans>\ n";

$ch = curl _init($url);

curl _setopt ($ch, CURLOPT_PCST, 1);

/1 |If using SSL, don't verify stuff as we're

/1l not using a real cert

if (strncasecnp($url, "https://", 8) == 0) {
curl _setopt($ch, CURLOPT_SSL_VERI FYHOST, 0);
curl _setopt ($ch, CURLOPT_SSL_VERI FYPEER, 0);

}

curl _setopt ($ch, CURLOPT _RETURNTRANSFER, 1);

curl _setopt ($ch, CURLOPT_POSTFI ELDS, $xm _in);

echo "XM__IN: \n";
echo "$xm _in";
echo "\ n\n";

$xm _out =curl| _exec($ch);

echo curl _error ($ch);
curl _close ($ch);

echo "XM__QUT: \n";
echo "$xm _out";
echo "\n\n";
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3.2.3 Perl I

If you are using Perl, you may use the WWW::Curl::Easy module in order to perform
HTTP and HTTPS XML POSTs. Some examples are available from:
http://search.cpan.org/~crisb/WWW-Curl-2.0/easy.pm.in

The WWW::Curl module may be installed via CPAN or the source may be downloaded
from:

http://search.cpan.org/~crisb/WWW-Curl-3.02/

Then to install it, you'd simply extract the archive and 'perl Makefile.PL ; make ; make
install'

Here is a quick demonstration for how to use the Perl Curl module with Monetra:

#! [/ usr/ bi n/ perl
use WAV : Curl : : Easy;

sub chunk {
ny ($data, $pointer)=@;
${ $poi nt er}. =$dat a;
return(l ength($data));

sub chunk_away {
ny ($data, $pointer)=@;
# Trash that data
return(l ength($data));
}

nmy $url = "https://local host:8665/"; # Or http://|ocal host: 8333
ny $xm _in = "<?xm version=\"1.0\" ?>\n"
"<MbnetraTr ans>\ n"
"\t<Trans identifier=\"1\">\n"
"\t\t<User nane>vi t al e</ User nane>\ n"
"\'t\t <Passwor d>t est </ passwor d>\ n"
"\t\t<Acti on>SALE</ Acti on>\ n"
"\'t\t <Account >4012888888881</ Account >\ n"
"\ t\t <ExpDat e>0512</ ExpDat e>\ n"
"\t\t <Anpunt >12. 00</ Anpunt >\ n"
"\'t</Trans>\n"
"\t<Trans identifier=\"2\">\n"
"\t\t<User nane>vi t al e</ User nane>\ n"
"\ t\t <Passwor d>t est </ passwor d>\ n"
"\t\t<Acti on>SALE</ Acti on>\ n"
"\'t\t <Account >5454545454545454</ Account >\ n"
"\'t\t <ExpDat e>0512</ ExpDat e>\ n"
"\ t\t <Anmpunt >12. 12</ Anount >\ n"
"\'t</Trans>\n"
"</ MbnetraTrans>\n";

ny $xm _out = "";

ny $ch = WAV : Curl :: Easy::init();
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WA : Curl :: Easy: : setopt ($ch, WNN: Curl :: Easy:: CURLOPT_URL, $url);
WA : Curl :: Easy: : setopt ($ch, WAN: Curl :: Easy:: CURLOPT_PCST, 1);
if (substr($url, 0, 8) eq "https://") {
print("Using HITPS\n");
WAV : Curl : : Easy: : set opt ( $ch,
WA : Curl : : Easy: : CURLOPT_SSL_VERI FYHOST, O0);
WAV : Curl : : Easy: : set opt ($ch,
WA : Curl :: Easy: : CURLOPT_SSL_VERI FYPEER, O0);
}

WA : Curl : : Easy: : set opt ( $ch,
WA : Curl : : Easy: : CURLOPT _POSTFI ELDS, $xm _in);

# Let's retrieve the data into a variable, we have to register
# our wite call back of 'chunk' from above
VWA : Curl : : Easy: : set opt ($ch,
WA : Curl :: Easy: : CURLOPT_WRI TEFUNCTI ON, \ &hunk) ;
# Not actually witing to a file, just nenory!
WA : Curl : : Easy: : set opt ( $ch,
VWAV : Curl : : Easy: : CURLOPT_FI LE, \$xm _out);
# Throw away bytes from header, if we don't do this, it wll
# print header to stdout
VWA : Curl : : Easy: : set opt ($ch,
WA : Curl : : Easy: : CURLOPT_HEADERFUNCTI ON, \ & hunk_away) ;

print(“XM. In:\n" . $xml _in . "\n\n");

$ret = WAV : Curl :: Easy: : perforn($ch);

if ($ret '=0) {
print ("XWM. POST FAILED\n");
WAV : Curl : : Easy: : cl eanup($ch);
exit(1);

}

print("XM. Qut:\n" . $xml _out . "\n\n");
WAV : Curl : : Easy: : cl eanup($ch);
exit(0);
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3.2.4 Java I

This Java example makes use of the standard classes that come with a default install
of recent Sun Java JDKs. It has no external dependancies other than those. In the
example, depending on

if http:// or https:// is specified, it will use the corresponding class in order to establish
an

unencrypted or encrypted session. Also included is an XML parsing example. To
compile and test, simply copy and paste the example into a file called
MHTTPTest.java and run 'j avac MHTTPTest . j ava' to compile the application and
'fava MHTTPTest ' to run the application.

[* HTTP/ HTTPS post */

i mport java. net.*;

i mport java.io.*;

i mport javax.net.ssl.*;

/* XML Parsing */

i mport org.w3c.dom *;

i mport javax.xm . parsers. Docunent Bui | der Fact ory;
i mport javax.xm . parsers. Docunent Bui | der;

public class MATTPTest ({
public static void nmain(String[] args) {
[* O http://local host: 8333 */
String url = "https://| ocal host: 8665;
String xmin = "<?xml version=\"1.0\" ?>\r\n" +
"<MonetraTrans>\r\n" +
"\t<Trans identifier="1">\r\n" +
"\t\t<Usernane>vital e</ Username>\r\n" +
"\t\t <Passwor d>t est </ password>\r\n" +
"\t\t<Acti on>SALE</ Action>\r\n" +
"\'t\t <Account >4012888888881</ Account >\r\ n" +
"\ t\t <ExpDat e>0512</ ExpDat e>\r\ n" +
"\t\t <Anpunt >12. 00</ Amount >\r\ n" +
"\t</Trans>\r\n" +
"\t<Trans identifier="2">\r\n" +
"\t\t <User nane>vital e</ User name>\r\ n" +
"\t\t <Passwor d>t est </ password>\r\n" +
"\t\t <Acti on>SALE</ Action>\r\n" +
"\'t\t <Account >5454545454545454</ Account >\r\ n" +
"\ t\t <ExpDat e>0512</ ExpDat e>\r\ n" +
"\t\t <Anount >12. 12</ Anmount >\ r\ n" +
"\t</Trans>\r\n" +
"</ MonetraTrans>\r\n";
String xmout = "";
try {
URL u = new URL(url);
Ht t psURLConnecti on hsc = nul | ;
Ht t pURLConnecti on hc = nul | ;
Qut put Stream out = nul | ;
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InputStreamin = null;
System out. print("Connecting to " + url + " ...");
if (url.startsWth("https://")) {
/* |If your server uses a self-signed
certificate, default to trusting
all certs */
X509Tr ust Manager trustAllCerts =
new X509Tr ust Manager () {
public
java.security.cert.X509Certificate[]
get Accept edl ssuers() {
return null;

public void checkServer Trust ed(

java.security.cert.X509Certificate[]
certs, String authType) throws

java.security.cert.CertificateException {
return;

public void checkd i ent Tr ust ed(
java. security.cert.X509Certificate[]
certs, String authType) throws
java.security.cert.CertificateException {
return;
}
}i
try {
SSLCont ext sc =
SSLCont ext . get | nst ance(" TLS") ;

sc.init(null, new TrustManager[] {
trustAll Certs
}, null);

Ht t psURLConnect i on. set Def aul t SSLSocket Fact or y(
sc. get Socket Factory());

} catch (Exception e) {

}

/* Open Connection */
hsc = (Htt psURLConnecti on)u. openConnecti on();

/* 1If your hostnane does not nmatch the
certificate, disable checking */
Host nameVerifier hnverify =
new Host nameVerifier() {
public bool ean verify(String hostnane,
SSLSessi on session) {
/* Dont care about host
* validation */

return true;
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hsc. set Host naneVeri fi er (hnverify);

/* Remaining flags */

hsc. set DoCut put (true);

hsc. set Dol nput (true);

hsc. set Request Met hod( " POST") ;

out = hsc. get Qut put St ream() ;
} else {

hc = (Htt pURLConnecti on)u. openConnecti on();

hc. set DoQut put (true);

hc. set Dol nput (true);

hc. set Request Met hod( " POST") ;

out = hc. get Qut put Strean();

}

System out . println("success!");

System out . print! n( B "ok
te et ")

System out . println("Sendi ng XM.");

System out . printl n( B L "o+
SCLLLEEEETERPPPP ")

System out. println(xmin);

[* Wite XM. data */
Qut put StreanmWiter wout =
new Qut put StreamNiter(out, "UTF-8");
wout . write(xmin);
wout . fl ush();
out . cl ose();

if (url.startsWth("https://")) {
in = hsc.getlnputStream);
} else {
in = hc.getlnput Strean();
}

/* Read xml frominput stream */

StringBuffer myout = new StringBuffer();

byte[] b = new byte[4096];

for (int n; (n =in.read(b)) > 0;) {
myout . append(new String(b, 0, n));

}

xm out = nyout.toString();

in.close();

if (url.startsWth("https://")) {
hsc. di sconnect () ;

} else {
hc. di sconnect () ;

}
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}
catch (1 CeException e) {

Systemerr.println(e);
e.printStackTrace();

}

System out . printl n( B L T "o
. Il);

System out. println("Read XM.");

System out . printl n( B L T "+
e ");

System out . printl n(xn out);

System out . print!| n( B "o+
L, Il);

System out . println("Parsing XM.");

System out . pri ntl n( B "+
SEEEETEEEERERREE ");

[* Parse the XM. */
try {
Docunent Bui | der Fact ory bui | der Factory =
Docunent Bui | der Fact ory. newl nst ance() ;
Docunent Bui | der buil der =
bui | der Fact ory. newDocunent Bui | der () ;

I nput St ream xm stream =
new Byt eArrayl nput St rean(
xm out . get Byt es( " UTF- 8")
ik

Docunent response = buil der. parse(xnl streamn;

El ement docEl e = response. get Docunent El enent () ;
NodelLi st nl ;
El ement el ;

/* Make sure the response in general is good */
nl = docEl e. get El enent sBy TagName(
"Dat aTr ansf er St at us"
);
if (nl == null || nl.getLength() <= 0) {
Systemexit(1);

el = (Elenent)nl.item0);
String docstatus = el.getAttribute("code");
i f (docstatus. conpareTol gnoreCase(" SUCCESS") != 0) {
System out . printl n("DataTransfer St at us" +
r et ur ned:
+ docst at us) ;

Systemexit(1);
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/* Ck, so Monetra said the data we sent was good,
* so we shoul d have a good response com ng
* back... */

[* Cycle through responses */
nl = docEl e. get El ement sByTagNane(" Resp") ;
if (nl == null || nl.getLength() <= 0) {
System out. println("No responses returned!");
System exi t (1)
}
for (int i =0; i < nl.getLength(); i++) {
el = (Elenent)nl.iten(i);
String id = el.getAttribute("identifier");
System out . pri ntl n("RESPONSE READ: " +
" ldentifier '"" +
id+"'");

NodeLi st childNl = el . get Chi | dNodes();
if (childNl == null ||
chil dNI . get Length() <= 0) {
Systemout.println("No data " +
“in response!");
Systemexit(1)
}
for (int j=0; j<childN .getLength(); j++) {
Node childEl = childN .iten(j)
if (childEl.getNodeType() !=
chi | dEI . ELEMENT _NODE)
conti nue;

String key = chil dEl . get NodeNane() ;
String val =

chi | dEl . get Fi rst Chi | d() . get NodeVal ue() ;
Systemout.println(key + " =" + val);

i f (key.conpareTol gnoreCase("code") != 0)
conti nue;

/* key is 'code', check to see if
* transaction was successful */
i f (val.conpareTol gnoreCase("auth") == 0)
System out. println("**Transacti on"
+ " Successfull**");

el se
System out . println("**Transacti on"
+ " Failed! **");
}
Systemout.println("--------------------- "o+

' ")
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catch (Exception e) {
Systemerr.println(e);
e.printStackTrace();
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3.2.5 Visual Basic 6 I

To perform an HTTP XML POST with Visual Basic 6, you will need to ensure that you
have MSXML2 libraries installed. You may download those from:
http://www.microsoft.com/downloads/details.aspx?FamilylD=3144b72b-b4f2-46da-
b4b6-c5d7485f2b42&DisplayLang=en

For which the methods are documented here:
http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/xmlisdk/html/4ead2al3-de31-487e-b826-53f132f25cbb.asp

Please ensure you select custom when installing the downloaded msxml.msi, and
install the SDK components.

Within Visual Basic 6, you will also need to go under Project->References to ensure
'Microsoft XML, v4.0' is selected to utilize MSXML2.

Const strURL = "https://|ocal host:8665" ' or http://|ocal host: 8333
Const strXM. = "<?xm version='1.0" ?2>" _

& "<MonetraTrans>" _

& "<Trans identifier="1">"

"<User nanme>vi t al e</ User nane>" _
"<Passwor d>t est </ passwor d>"

"<Acti on>SALE</ Acti on>" _

"<Account >4012888888881</ Account >"
"<ExpDat e>0512</ ExpDat e>" _

"<Ampunt >12. 00</ Anount >"

"</ Trans>" _

"<Trans identifier=2">" _

"<User nane>vi t al e</ User nane>"

" <Passwor d>t est </ passwor d>"

"<Acti on>SALE</ Acti on>" _

"<Account >5454545454545454</ Account >" _
"<ExpDat e>0512</ ExpDat e>" _

"<Anpount >12. 12</ Amount >"

"</ Trans>" _

"</ Monet raTr ans>"

Ro R0 Ro R0 Ro R0 RO RO RO RO RO RO RO RO RO Ro

Public Sub Mai n()
DmxmHtp As New MSXM.2. Ser ver XMLHTTP40
Di m xm Dom As New DOVDocunent 40
Dim xm Resp As String
Dimretval As |nteger
Di m xm Doc As New MSXM_2. DOVDocumnent 40
Di m oNode As | XM.DOWNode
Di m oNodes As | XM_DOWNodelLi st
Di m pNode As | XM_.DOWNode
Dimattr As | XM.DOWAttri bute
Di m out put As String
Dim Status As String

xm Htt p. open "Post", strURL, False
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Sonme newer versions of MSXML2 seemto not default to ignoring

' all SSL errors as MSXML2 v4.0 did. Set that option here as
nost people don't inplenent fully signed certificates in
Monet ra

Must set SXH OPTI ON_| GNORE_SERVER SSL_CERT _ERROR FLAGS (2)

' to SXH SERVER CERT_| GNORE_ALL_SERVER ERRORS (13056)

xm Htp. setOption 2, 13056 ' ignore SSL errors

xm Htt p. set Request Header "Content-Type", "text/xm"

xm H tp. send str XM

xm Resp = xm Htt p. responseXM.. xmi

Set xm Http = Not hi ng
xm Dom | oadXM. (xm Resp)

check return code
Set oNode = xml Dom sel ect Si ngl eNode( _
"/l Monet r aResp/ Dat aTr ansf er St at us" _

)

I f (Not oNode Is Nothing) Then
Set attr = oNode.Attributes.|ten{0)
If (attr.Nane = "code") Then
Status = attr. Val ue
out put = output + "Status : " + _
Status + vbNewLi ne + vbNewLi ne
End |f
End | f
' process response(s)
Set oNodes = xnl Dom sel ect Nodes("// Monet r aResp/ Resp")
I f (Not oNodes |Is Nothing) Then
For i = 0 To oNodes.length - 1
Set oNode = oNodes. next Node
I f (oNode. nodeName = "Resp") Then
find the "identifier"
Set attr = oNode. Attributes.|ten(0)
If (attr.Nanme = "identifier") Then
out put = out put + "Response " + _
attr. Val ue + vbNewLi ne
End | f
find the "ttid"
Set pNode = oNode. sel ect Si ngl eNode("ttid")
I f (Not pNode |s Nothing) Then
output = output + " TTID " + _
pNode. nodeTypedVal ue + vbNewli ne

End | f
find the return codes for this transaction
Set pNode = oNode. sel ect Si ngl eNode(" code")
If (Not pNode |Is Nothing) Then
output = output + " Code: " + _
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pNode. nodeTypedVal ue + vbNewli ne
End | f
Set pNode = oNode. sel ect Si ngl eNode( _

"nmsoft _code”

)
If (Not pNode Is Nothing) Then
out put = output + " nsoft_code: " +
pNode. nodeTypedVal ue + vbNewLi ne
End | f
Set pNode = oNode. sel ect Si ngl eNode( _
"phar d_code"

)
If (Not pNode Is Nothing) Then
out put = output + " phard _code: " +
pNode. nodeTypedVal ue + vbNewLi ne
End | f
' process other paraneters
Set pNode = oNode. sel ect Si ngl eNode( " ver bi age")
I f (Not pNode Is Nothing) Then
output = output + " Verbiage: " +
pNode. nodeTypedVal ue + vbNewLi ne
End I f
Set pNode = oNode. sel ect Si ngl eNode( " aut h")
If (Not pNode Is Nothing) Then
output = output + " AUTH " +
pNode. nodeTypedVal ue + vbNewLi ne
End | f
Set pNode = oNode. sel ect Si ngl eNode("bat ch")
I f (Not pNode |s Nothing) Then
out put = output + " Batch: " +
pNode. nodeTypedVal ue + vbNewLi ne
End | f
Set pNode = oNode. sel ect Si ngl eNode("iteni)
I f (Not pNode Is Nothing) Then
output = output + " Iltem " +
pNode. nodeTypedVal ue + vbNewLi ne
End | f
Set pNode = oNode. sel ect Si ngl eNode("raw_code")
I f (Not pNode Is Nothing) Then
out put = output + " Raw Code: " +
pNode. nodeTypedVal ue + vbNewLi ne
End | f
Set pNode = oNode. sel ect Si ngl eNode("raw_avs")
I f (Not pNode |s Nothing) Then
output = output + " Raw AVS: " +
pNode. nodeTypedVal ue + vbNewLi ne

End |f
Set pNode = oNode. sel ect Si ngl eNode("ti nest anp”)
I f (Not pNode |s Nothing) Then
output = output + " Tinestanp: " +
pNode. nodeTypedVal ue + vbNewLi ne
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End |f

Set pNode = oNode. sel ect Si ngl eNode( " pcl evel ")

I f (Not pNode |s Nothing) Then

out put = output + " PCLevel: " + _

pNode. nodeTypedVal ue + vbNewli ne

End | f

out put = out put + vbNewli ne

End | f

Next
End | f
out put "output" as appropriate

End Sub
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3.2.6 Cold Fusion I

The Cold Fusion example makes use of only stock tags and functions. It has been
tested primarily on Cold Fusion MX 7, but should work all the way back to Cold Fusion
4 (which introduced the <cfhttp> tag).

To test this example, you need to name the code snippet below 'monetra_demo.cfm’,
and place it in your Cold Fusion web root/directory/folder. You may then point a web-
browser at your server and go to the URL where the monetra_demo.cfm resides.

Please note that if you have issues with 'https://' addresses, and you are using a self-
signed certificate with Monetra, you will need to import your CA certificate so that
ColdFusion will not disallow the connection. You can follow the 'Enable ColdFusion for
SSL communication' section

of this guide:
http://www.adobe.com/cfusion/knowledgebase/index.cfm?id=tn_19139#enableCF

<I--- Set These Variables --->
<cfscript>

nmyurl =" http://testbox. monetra. com 8333';
usernanme='vital e';

password='test';

</ cfscript>

<ht m >
<head><titl|l e>CF Monetra Denp</titl e></head>
<body>
<cfif IsDefined("Formsubmt") is not TRUE>
<I--- Qutput formto be filled out --->
<H1>Monet ra DEMO</ H1>
<hr >
<B>Pl ease Enter the transaction details for this test:</B><BR>
<f orm nane="Fornl' acti on="nonetra_deno. cfm' net hod="POST" >
Amount :
<l nput nane="anount" type="text" size="9" maxl ength="9">
<br >
Card Nunber:
<l nput nanme="account" type="text" size="30" maxl| ength="30">
<br >
Expirati on ( MWY):
<l nput nane="expdate" type="text" size="4" nmaxl| engt h="4">
<br >
Billing Street:
<l nput nane="street" type="text" size="30" nmaxl| ength="30">
<br >
Billing Zip:
<l nput nane="zip" type="text" size="9" maxl ength="9">
<br >

Cv:
<l nput nane="cv" type="text" size="4" nmaxl| engt h="4">
<br >
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<lI nput type="Submt" nanme="submt" val ue="Process">

</forne
<br >
<cf el se>
<l--- Set all paraneters for a nonetra transaction --->

<cfset MnetraTrans = StructNew() >

<cfset val = Structlnsert(MnetraTrans, "usernanme", usernane)>
<cfset val = Structlnsert(MnetraTrans, "password", password)>
<cfset val = Structlnsert(MnetraTrans, "action", "sale")>
<cfset val = Structlnsert(MnetraTrans, "amount", anount)>
<cfset val = Structlnsert(MnetraTrans, "account", account)>
<cfset val = Structlnsert(MnetraTrans, "expdate", expdate)>
<cfset val = Structlnsert(MnetraTrans, "street", street)>
<cfset val = Structlnsert(MnetraTrans, "zip", zip)>

<cfset val = Structlnsert(MnetraTrans, "cvv2", cv)>

<I--- Fairly generic way to turn a MnetraTrans structure

into XML --->
<cfset out XML = "<MonetraTrans>#Chr ( 10) ##Chr (13) #" >
<cfset out XML = "#out XM_#<Trans identifier="1">">
<cfset out XML = "#out XML##Chr ( 10) ##Chr ( 13) #" >
<cfl oop coll ecti on="#MonetraTrans#" item="x">
<cfset out XML = "#out XML#<#x#>#Monet r aTr ans[ x] #</ #x#>" >
<cfset out XML = "#out XML##Chr ( 10) ##Chr ( 13) #" >
</ cfl oop>
<cf set out XML
<cf set out XML

= "#out XM_#</ Tr ans>#Chr ( 10) ##Chr (13) #" >
= "#out XM_#</ Monet r aTr ans>#Chr ( 10) ##Chr (13) #" >
<cf out put >
Sendi ng XML to #myurl #:
#HTM_CodeFor mat ( out XM.) #<BR>
</ cf out put >
<l--- Send XM_ nessage to Mnetra --->
<cfhttp url ="#nyurl #" nethod="post" result="xm _response">
<cf htt pparam t ype="XM." nane="Xnl Doc" val ue="#out XM_#" >
</cfhttp>
<cf out put >
XML Response:
#HTM_CodeFor mat (xm _response. Fi | eCont ent ) #<BR>
</ cf out put >
<l--- PARSE Response --->
<cfset MnetraResp = Xnl Parse(xnl _response. Fi | eContent) >
<cfset RespStruct = MnetraResp["MnetraResp"]>
<cfset TransferStatus = RespStruct["DataTransferStatus"]>
<cfset dataTransferCode = TransferStatus. Xm Attri butes["code"]>
<cf out put >
<BR><BR><B>

</ B><BR><BR>
</ cf out put >
<cfif dataTransferCode is " SUCCESS">
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<l--- Loop through response(s) --->
<cfl oop col |l ecti on="#RespStruct#" item="i">
<cfif i is "Resp">
<cfset Resp=RespStruct[i]>
<cf out put >
<B>RESPONSE i d
#Resp. Xml Attributes["identifier"]#</B>
<BR>
</ cf out put >
<l--- Loop through each el enent of the
response --->
<cfloop coll ection="#Resp#" item="j">
<cf out put >
#] # = #Resp[ ] ] #<BR>
</ cf out put >
</ cfl oop>
</cfif>
</ cfl oop>
<cf el se>
<cf out put >
Bad Transaction: #dataTransfer Code#
</ cf out put >
</cfif>
<cf out put >
<BR><B>======END RESPONSE OUTPUT======</ B><BR>
</ cf out put >
</cfif>
</ body>
</htm >
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